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 This research introduces a multimodal biometric authentication framework 

by amalgamating electrocardiogram (ECG) and fingerprint modalities 

through the utilization of diverse feature extraction methodologies and 

machine learning classifiers. The proposed methodology aspires to augment 

precision and mitigate spoofing vulnerabilities in contrast to traditional 

single-modality systems. Among the feature extraction techniques 

assessed—grayscale, binary, Sobel edge detection, and minutiae—Naïve 

Bayes (NB) in conjunction with minutiae features exhibited superior 

performance, attaining an accuracy rate of 96.25%. Supplementary 

experiments employing random forest (RF) and support vector machine 

(SVM) also revealed commendable classification efficacy, underscoring the 

robustness of the fusion methodology. This investigation provides a 

pragmatic and secure biometric framework by harnessing complementary 

biometric characteristics to enhance authentication dependability. The 

proposed system presents promising applications in real-world contexts, 

particularly concerning mobile security and healthcare access control. Future 

research endeavors will tackle challenges associated with ECG signal 

variability, computational efficiency, and extensive deployment. 
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1. INTRODUCTION 

Biometric systems have become an integral part of modern security technology, primarily aiming to 

provide a safer and more efficient method for identity authentication [1]. Various types of biometrics, such as 

fingerprints, facial recognition, voice, and iris recognition, have been widely used for identity verification 

[2]. Although fingerprints are one of the most commonly used biometric modalities, fingerprint-based 

systems are vulnerable to various potential attacks, such as spoofing or data manipulation [3]. To address 

these vulnerabilities, researchers have explored alternative biometric modalities that are more resilient 

against forgery. On the other hand, electrocardiograms (ECG) have been identified as a promising biometric 

modality due to each individual's unique heart signal patterns. However, their application in biometric 

authentication remains limited. One of the main advantages of ECG over other biometrics, such as 

fingerprints, facial recognition, handwriting, and iris recognition, is its higher level of security, as it is 

https://creativecommons.org/licenses/by-sa/4.0/
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difficult to counterfeit. ECG signals originate from the heart's electrical activity, which cannot be easily 

imitated or manipulated like physical biometric characteristics. Despite its advantages, ECG alone has 

limitations, including signal variability due to physiological conditions and acquisition challenges. To 

mitigate these issues, combining ECG with another established biometric modality, such as fingerprints, 

presents an opportunity to develop a more robust authentication system. The uniqueness and resistance of 

ECG to spoofing make it a potential choice for enhancing security in biometric authentication systems [4]. 

The problem statement in this study is how to combine two biometric modalities, ECG and fingerprint, to 

develop a more accurate and reliable identity recognition system using machine learning algorithms [5]. 

Previous studies on multimodal biometric systems have demonstrated that integrating multiple 

biometric sources can improve classification accuracy and system reliability [6]. However, there is limited 

research specifically on the combination of ECG and fingerprints. While some studies have explored 

multimodal systems with ECG and facial recognition [7], their applicability in various security contexts 

remains an open question. By integrating ECG and fingerprint data, this study aims to bridge this gap and 

provide a comparative evaluation of their effectiveness as a combined biometric authentication system. The 

selection of these two biometrics is based on their complementary characteristics: fingerprints offer high 

recognition accuracy and are widely used in authentication systems, while ECG provides an additional 

security layer due to its difficulty to counterfeit. By integrating these modalities, we aim to create a system 

that balances usability and security. 

Several challenges exist in developing a multimodal biometric authentication system based on 

machine learning using different feature extraction techniques for ECG and fingerprint data. This process 

faces two main challenges: determining the optimal feature extraction technique to effectively integrate 

biometric data and selecting a machine learning algorithm capable of providing optimal classification 

performance based on the combined feature set from both biometric modalities [8]. 

This study uses five feature extraction approaches to improve fingerprint classification accuracy: 

grayscale, binary, edge, minutiae, and a combination of all these methods. Each feature extraction method 

has unique characteristics that can affect classification performance. Grayscale features preserve texture 

information from the fingerprint image [9], and binary feature extraction extracts binary patterns from the 

image [10]. Edge feature extraction focuses on the contours and boundaries of the fingerprint [11]. Minutiae 

feature extraction generates detailed points, such as bifurcations and ridge endings, from fingerprint patterns 

[12]. Combining all these methods aims to merge the advantages of each approach to improve classification 

accuracy. 

The proposed approach in this study is a multimodal approach that combines information from ECG 

and fingerprints to enhance individual identification accuracy [13]. In this experiment, we implement and 

compare four machine learning algorithms: random forest (RF) [14], support vector machine (SVM) [15], 

Naïve Bayes (NB) [16], and k-nearest neighbors (KNN) [17]. The role of machine learning in multimodal 

biometric systems is crucial, as it determines how effectively the extracted features from different biometrics 

can be integrated to achieve high classification accuracy. By evaluating multiple algorithms, this study aims 

to identify the most suitable classifier for ECG-fingerprint fusion [18]. 

The originality of this research is manifested in the integration of two biometric modalities—ECG 

and fingerprint—that have historically been employed independently, as well as in offering a comparative 

analysis of classical machine learning algorithms pertinent to their fusion. This methodology not only 

augments authentication accuracy but also enhances resilience against spoofing and other security threats. 

Ultimately, the proposed approach is anticipated to facilitate the advancement of secure, efficient, and 

scalable biometric authentication systems that are applicable to real-world contexts such as mobile device 

security, healthcare access, and the protection of critical infrastructure. 

The remainder of this paper is organized as follows: section 2 (dataset and method) presents the 

datasets used in this study, the preprocessing steps, feature extraction techniques, fusion strategy, and the 

machine learning classifiers applied. Section 3 (result and discussion) reports the experimental findings and 

provides an in-depth analysis of the performance of different feature extraction and classification approaches. 

Section 4 (conclusion) summarizes the key contributions of this research, discusses its practical implications, 

and outlines potential directions for future work. 

 

 

2. DATASET AND METHOD 

This section describes the dataset used in this study and the methods applied for feature extraction 

and classification in the multimodal biometric authentication system. Figure 1 presents the end-to-end 

workflow of the proposed multimodal biometric classification framework, integrating ECG signals and 

fingerprint data from dataset preparation through preprocessing, feature extraction, and feature-level fusion to 

final classification. The diagram highlights the alternative fingerprint feature representations (grayscale, 
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binary, edge, minutiae, and combined features) and the comparative evaluation of multiple classifiers (RF, 

SVM, NB, and KNN with different k values) using a consistent train–test split and 5-fold cross-validation. 

This workflow directly reflects the study’s main findings by emphasizing how normalization and 

discriminative feature choices (particularly minutiae) contribute to improved accuracy and reduced biometric 

error rates false acceptance rate/false rejection rate/equal error rate (FAR/FRR/EER) within the proposed 

framework. 

 

 

 
 

Figure 1. Research procedure program 

 

 

2.1.  Data collection 

The data used in this study consists of two main sources, as presented in Figure 2. ECG data was 

obtained from the ecg_id_raw_filtered subset of the ECG-ID dataset, as shown in Figure 2(a), which contains 

human heart signal recordings filtered to remove noise [19]. Table 1 presents the ECG dataset, which 

includes 10,000 features used for training and testing. Each individual has eight data samples, divided into 

ECG_TRAIN with six samples and ECG_TEST with two samples [20]. Second, fingerprint data is taken 

from the public FVC2004 dataset [21], as shown in Figure 2(b), which contains fingerprint images from 

various individuals. Integrating these two data types in this study is expected to improve the accuracy and 

reliability of biometric predictions through a multimodal approach. 

Table 2 presents the division of data into four distinct databases (DB1-DB4) as part of the data 

processing and validation. Each database contains ten individuals, ensuring a balanced distribution. 

Furthermore, each database is divided into two subsets: DB Train, which includes six samples per individual, 

and DB Test, which includes two samples per individual. This structured division is designed to maintain an 

optimal balance between training and testing data while minimizing the risk of data leakage during model 

validation. 

The integration of ECG and fingerprint data in this study aims to improve the accuracy and 

reliability of biometric predictions through a multimodal approach. By combining these two distinct 

biometric modalities, the system is expected to enhance security levels and provide greater resistance to 

spoofing attacks compared to unimodal methods. 



                ISSN: 2302-9285 

Bulletin of Electr Eng & Inf, Vol. 15, No. 3, June 2026: 2611-2624 

2614 

 
(a) 

 

 
(b) 

 

Figure 2. Sample of dataset; (a) Person_01 of ECG signal data and (b) Person_01 of FVC2004 data 

 

 

Table 1. ECG data 

Person 
ECG_TRAIN ECG_TEST Number of ECG features 

records records 

person_01 6 2 10 

person_02 6 2 10 

person_03 6 2 10 
person_04 6 2 10 

person_05 6 2 10 

… … … … 
person_35 6 2 10 

person_36 6 2 10 

person_37 6 2 10 
person_38 6 2 10 

person_39 6 2 10 

person_40 6 2 10 

 

 

Table 2. Fingerprint data 

Database Individual range 
Number of 

individuals 

Train set (6 

images/individual) 

Test set (2 

images/individual) 

Total data per 

DB 

DB1 person_01 - person_10 10 60 20 80 
DB2 person_11 - person_20 10 60 20 80 

DB3 person_21 - person_30 10 60 20 80 

DB4 person_31 - person_40 10 60 20 80 
Total person_01 - person_40 40 240 80 320 
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2.2.  Preprocessing 

The preprocessing stage is performed to prepare the data for feature extraction. Signal normalization 

and filtering are applied using appropriate methods. For fingerprint data, images are resized to 200×200 px to 

maintain dimensional consistency [22]. Before combining features from different data sources (ECG), each 

modality's data must be normalized to ensure a uniform scale [23]. This normalization process uses 

StandardScaler, transforming the data into a mean of 0 and a standard deviation of 1 [24]. 

The feature normalization formula is as (1): 

 

𝑋′ =   
(𝑋 − 𝜇)

𝜎
 (1) 

 

where X is the original feature value from the ECG data, μ is the mean of the dataset, and σ is the standard 

deviation of the ECG data. The normalized feature, denoted as X', is obtained by subtracting the mean μ from 

the original data X and dividing it by the standard deviation σ. 

ECG data normalization is performed using (2): 

 

𝑋𝐸𝐶𝐺
′ =  

𝑋𝐸𝐶𝐺− 𝜇𝐸𝐶𝐺

𝜎𝐸𝐶𝐺
 (2) 

 

where 𝑋𝐸𝐶𝐺
′  is the normalized ECG data obtained by subtracting the mean 𝜇𝐸𝐶𝐺  from the original ECG data 

𝑋𝐸𝐶𝐺  and then dividing it by the standard deviation 𝜎𝐸𝐶𝐺  of the ECG data. 

Fingerprint data normalization is performed using (3): 

 

𝑋𝑓𝑖𝑛𝑔𝑒𝑟𝑝𝑟𝑖𝑛𝑡
′ =  

𝑋𝑓𝑖𝑛𝑔𝑒𝑟𝑝𝑟𝑖𝑛𝑡− 𝜇𝑓𝑖𝑛𝑔𝑒𝑟𝑝𝑟𝑖𝑛𝑡

𝜎𝑓𝑖𝑛𝑔𝑒𝑟𝑝𝑟𝑖𝑛𝑡
 (3) 

 

where 𝑋𝑓𝑖𝑛𝑔𝑒𝑟𝑝𝑟𝑖𝑛𝑡
′  is the normalized fingerprint data obtained by subtracting the mean 𝜇𝑓𝑖𝑛𝑔𝑒𝑟𝑝𝑟𝑖𝑛𝑡  from the 

original fingerprint data 𝑋𝑓𝑖𝑛𝑔𝑒𝑟𝑝𝑟𝑖𝑛𝑡 and then dividing it by the standard deviation 𝜎𝑓𝑖𝑛𝑔𝑒𝑟𝑝𝑟𝑖𝑛𝑡 of the 

fingerprint data. 

 

2.3.  Feature extraction 

At this stage, essential features are extracted from the preprocessed fingerprint data. This feature 

extraction process includes several key representations, such as grayscale, binary, edge detection (using the 

Sobel filter), and minutiae. The grayscale conversion is applied to fingerprint images to reduce computational 

complexity while preserving crucial texture details. This method helps in maintaining contrast variations 

between ridges and valleys, which are fundamental for feature extraction and fingerprint classification [9], 

while binarization transforms the grayscale image into a black-and-white format, simplifying the fingerprint 

structure and enhancing ridge clarity. This step is critical for segmentation and thresholding processes, 

ensuring more effective extraction of fingerprint patterns [10]. The Sobel filter is employed to highlight ridge 

edges, enhancing key structural patterns necessary for identification. This technique improves the visibility of 

fingerprint ridges and valleys by emphasizing significant transitions, making it easier to extract 

distinguishing features [11]. Additionally, minutiae points, such as ridge bifurcations and terminations, are 

essential for fingerprint recognition, as they provide unique and invariant features. These points play a 

critical role in fingerprint matching and biometric authentication, offering high distinctiveness and robustness 

against noise [12]. Furthermore, all combined features are extracted, integrating grayscale, binary, edge 

(Sobel filter), and minutiae features into a single representation. Extracting these features is expected to 

improve the accuracy and reliability of the fingerprint recognition system. 

The process described in Figure 3 illustrates the steps involved in feature extraction from fingerprint 

data, which include several key stages such as dataset processing, grayscale feature extraction, binary feature 

extraction, edge feature extraction using the Sobel filter, minutiae feature extraction, and extract all combined 

features. Each type of feature extraction will be added to the training and testing dataset before being stored 

in CSV format for further analysis [25]. Although this process focuses on fingerprint data processing, future 

work will expand this approach by integrating ECG data stored in a separate dataset [26]. In this way, both 

biometric modalities, fingerprint and ECG, will be processed and combined into a multimodal system to 

enhance the accuracy and reliability of identification. The resulting images from each feature extraction 

process are shown in Figure 4. 
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Figure 3. Feature extraction program 

 

 

 
 

Figure 4. Feature extraction images 

 

 

2.4.  Multimodal 

After feature extraction, the ECG and fingerprint data are combined to form a multimodal dataset. 

Prior to fusion, each feature set is normalized to ensure that all features contribute equally during the learning 

process and to prevent scale dominance by features with larger numerical ranges. In this study, z-score 

normalization (standardization) is applied separately to both fingerprint and ECG features. This technique 

transforms the data to have a mean of zero and a standard deviation of one, thereby improving model stability 

and classification performance, particularly for distance-based algorithms such as KNN and SVM [27]. 

Mathematically, the normalization process is expressed as: 

 

𝑋′ =
𝑋−𝜇

𝜎
  

 

where 𝑋 is the original feature value, 𝜇 is the mean of the dataset, and 𝜎 is the standard deviation. The 

normalized feature 𝑋′ is then used for subsequent fusion. 

After normalization, the fingerprint (𝑋Fingerprint
′ ) and ECG (𝑋ECG

′ ) feature vectors are concatenated to 

form the multimodal dataset, which is then divided into training and testing sets using 5-fold cross validation 
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[27]. The learning process employs machine learning algorithms such as RF, SVM, NB, and KNN with 

parameters 𝑛 = 1, 𝑛 = 3, and 𝑛 = 5 to identify the best-performing model. 

Mathematically, the feature fusion can be expressed as (4): 

 

𝑋𝑀𝑢𝑙𝑡𝑖𝑚𝑜𝑑𝑎𝑙 =  [  𝑋𝐹𝑖𝑛𝑔𝑒𝑟𝑝𝑟𝑖𝑛𝑡
′

∣∣ 𝑋𝐸𝐶𝐺
′ ] (4) 

 

where 𝑋𝐹𝑖𝑛𝑔𝑒𝑟𝑝𝑟𝑖𝑛𝑡
′  represents the fingerprint features after normalization with dimension 𝑑𝐹𝑖𝑛𝑔𝑒𝑟𝑝𝑟𝑖𝑛𝑡 , 𝑋𝐸𝐶𝐺

′  

represents the ECG features after normalization with dimension 𝑑𝐸𝐶𝐺  and 𝑋𝑀𝑢𝑙𝑡𝑖𝑚𝑜𝑑𝑎𝑙  is the multimodal 

feature vector that combines both data sources. 

 

2.5.  Classification accuracy 

In this study, classification accuracy is used as the primary evaluation metric to assess individual 

identification performance based on multimodal biometric data, namely ECG and fingerprints, by applying 

four machine learning algorithms: RF, SVM, NB, and KNN. The selection of these algorithms is based on 

their effectiveness in classification tasks. RF utilizes multiple decision trees to improve accuracy and reduce 

overfitting [14]. SVM is included as it finds an optimal hyperplane to separate classes with the maximum 

margin, making it effective for biometric classification [15], NB is selected due to its efficiency in handling 

probabilistic classification under the assumption of feature independence, making it computationally 

lightweight and suitable for biometric applications [16]. KNN determines the class based on proximity to the 

KNN [17], with variations of n=1, 3, and 5 to examine the impact of the number of neighbours on 

classification accuracy. The classification accuracy of these four methods is compared to determine the best 

model for individual identification using multimodal biometric data. By evaluating accuracy, this study aims 

to identify the most effective approach for integrating ECG and fingerprint features into a reliable 

authentication system. 

 

 

3. RESULTS AND DISCUSSION 

3.1.  Result 

Based on the classification results of multimodal data consisting of ECG and fingerprint features, 

the model's accuracy was tested using various machine learning algorithms, including RF, SVM, NB, and 

KNN with different values of k [28]. Accuracy evaluation was conducted to assess how well each algorithm 

classifies the data using different feature extraction techniques. Table 3 shows the accuracy of each 

classification model. 

The experimental results demonstrate that the minutiae method with NB and the edge Sobel filter 

with RF both achieved the highest accuracy, reaching 96.25%, with and without normalization. However, the 

minutiae method stands out as the more efficient option. It extracts unique fingerprint characteristics, such as 

ridge endings and bifurcations, which are stable and highly representative, making it particularly effective for 

fingerprint recognition. NB, a probabilistic classifier, excels at classifying independent features efficiently, 

further enhancing the performance of the minutiae method. On the other hand, the edge Sobel filter detects 

texture patterns and intensity contrasts in fingerprint images by highlighting edges, while RF, which uses an 

ensemble of decision trees, captures complex patterns and is robust to noise. While both methods showed 

optimal performance, the minutiae method is more computationally efficient due to its relatively smaller 

feature set (200 features versus 40,000 features in the Sobel method). This makes it a more lightweight and 

practical choice for fingerprint-based biometric systems, especially when computational resources are a 

concern. 

When comparing our approach with other biometric fusion techniques, such as the VGG16 model 

for face and ECG fusion [7] and the ensemble classifier for iris and ECG fusion [26], our method achieves 

competitive results, as shown in Table 4. The VGG16-based approach for face and ECG achieved an 

accuracy of 98.00%, benefiting from the power of deep learning models for feature extraction. Similarly, the 

ensemble classifier used in the iris+ECG fusion method achieved 95.65%, which is effective but may not 

offer the same computational efficiency as our method. On the other hand, the cascade decision-level fusion 

for fingerprint, fingervein, and face recognition [13] achieved the highest accuracy of 99.43%, though it 

requires processing multiple biometric traits, which may increase computational complexity. 

Our fingerprint+ECG fusion approach using feature fusion and an ensemble classifier, offers a 

balanced solution by combining relatively efficient feature extraction with robust classification. While the 

VGG16 and cascade fusion techniques achieve higher accuracy, our method strikes a better trade-off between 

performance and computational cost, making it a strong candidate for practical, resource-efficient biometric 

systems, as detailed in Table 4. 
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Table 3. Accuracy of classification models 

Extraction feature 
Machine learning 

algorithm 

Accuracy (%) with 

normalization 

Accuracy (%) without 

normalization 

Grayscale (40.000) feature RF 90 90 

SVM 93.75 21.25 

NB 55 50 
KNN n=1 78.75 16.25 

KNN n=3 62.5 11.25 

KNN n=5 53.75 11.25 
Binary RF 93.75 95 

(40.000) feature SVM 91.25 43.75 

NB 16.25 13.75 
KNN n=1 80 22.5 

KNN n=3 47.5 13.75 

KNN n=5 46.25 12.5 
Edge (sobel filter) RF 96.25 96.25 

(40.000) feature SVM 82.5 17.5  
NB 11.25 6.25  
KNN n=1 46.25 3.75  
KNN n=3 38.75 1.25  
KNN n=5 25 6.25 

Minutiae RF 95 95 

(200) feature SVM 95 83.75  
NB 96.25 96.25  
KNN n=1 93.75 77.5  
KNN n=3 63.75 53.75  
KNN n=5 52.5 42.5 

All extraction RF 86.25 87.5 

(120.200) feature SVM 68.75 23.75  
NB 16.25 6.25  
KNN n=1 37.5 13.75  
KNN n=3 31.25 6.25  
KNN n=5 23.75 5 

 

 

Table 4. Comparison with related works 
Source Biometric Method Performance accuracy (%) 

[7] Face+ECG VGG16 98 

[26] Iris+ECG Ensemble classifier 95.65 
[13] Fingerprint+fingervein+face Cascade decision level fusion 99.43 

Our Fingerprint+ECG Feature fusion+ensemble classifier 96.25 

 

 

3.2.  Discussion 

This section discusses the experimental results, highlighting the impact of data normalization, 

feature extraction techniques, and classification algorithms on the model's performance in processing 

multimodal biometric data. 

a. Impact of normalization 

Figure 5 delineates the influence of normalization on the efficacy of classification performance. The 

process of data normalization resulted in a significant augmentation of the mean classification accuracy, 

ascending from 37.46% to 62.29%, along with a concomitant diminution in both the FAR and the FRR, 

thereby yielding a lower EER. Through the standardization of feature scales, normalization guarantees that 

no single feature exerts undue influence over the learning process, thus facilitating the model's capacity to 

more effectively discern relevant patterns. This phenomenon is particularly pronounced in distance-based 

algorithms, such as KNN and SVM, which are heavily dependent on feature magnitude. In the absence of 

normalization, inconsistencies in feature scales can distort distance computations, thereby elevating the FAR 

and undermining model stability. These observations substantiate the assertion that normalization constitutes 

an essential component of multimodal biometric preprocessing, enhancing not only accuracy but also the 

robustness and security performance of the system. 

b. Analysis of feature extraction techniques 

Figure 6 illustrates a comparative analysis of various fingerprint feature extraction methodologies, 

both with and without the application of normalization techniques. Among the diverse methodologies 

evaluated, minutiae-based features demonstrated the highest efficacy, attaining an average accuracy of 

82.71% post-normalization alongside the lowest EER of 2.1%, thereby reflecting exceptional discriminative 

capabilities. Minutiae features, which encapsulate ridge endings and bifurcations, offer a compact yet 

remarkably distinctive representation of fingerprint characteristics. This is particularly congruent with 
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probabilistic classifiers such as NB, which operate under the assumption of feature independence and exhibit 

superior performance on lower-dimensional, non-redundant feature collections. 
 

 

 
 

Figure 5. Comparison of average classification accuracy with and without data normalization 

 

 

 
 

Figure 6. Comparison of average extraction feature with and without data normalization 
 
 

Conversely, edge detection utilizing the Sobel filter manifested the least effective performance 

(EER=8.3%), indicating that an exclusive dependence on contour data is inadequate for establishing robust 

fingerprint recognition systems. The combined extraction methodology—despite its richness in informational 

content—yielded a marginally elevated EER (5.7%) and diminished overall efficacy attributed to feature 

redundancy and the inherent curse of dimensionality, which may precipitate overfitting alongside heightened 

computational demands. This observation underscores the notion that compact and discriminative features 

confer greater advantages for biometric systems compared to extensive, redundant feature sets. 

c. Performance of classification algorithms 

Figure 7 delineates a comparative analysis of classification algorithms predicated on their accuracy 

metrics and biometric error rates. The RF algorithm exhibited the most superior accuracy of 92.25% when 

normalization was applied, coupled with a minimal EER of 1.9%, thereby illustrating its efficacy in 

managing heterogeneous and intricate feature distributions via ensemble learning methodologies. 

Furthermore, an analysis of feature importance within RF indicates that minutiae features significantly 

enhance model performance, thereby highlighting their intrinsic discriminative attributes. The SVM secured 

the second position, achieving an accuracy of 89.75% alongside an EER of 2.8%, thereby reflecting stable 

performance and commendable generalization capabilities. 

The NB classifier attained an accuracy of 96.25% when utilizing minutiae features; however, it 

demonstrated diminished performance with alternative features, thereby substantiating that its independence 

assumption is most effectively realized with compact and structured representations. This methodology also 

benefits from a comparatively lower computational complexity in relation to RF and SVM, rendering it 

particularly advantageous for real-time applications. Conversely, the performance of the KNN algorithm was 

observed to decline as the number of neighbors (nn) increased, with optimal results recorded at n=1 (EER 

4.2%) and a degradation in accuracy noted at n=5, thereby indicating a diminished discriminative capability 

under broader neighborhood assumptions. 
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Figure 7. Comparison of average classification algorithm with and without data normalization 

 

 

To furnish a more nuanced understanding, confusion matrices were generated for both the most 

effective (NB+minutiae) and the least effective (KNN+edge) models. The resultant data corroborates that the 

majority of classification inaccuracies transpired within classes characterized by subtle ridge variations, 

thereby indicating potential pathways for enhancing intra-class discrimination. 

d. Interpretation and broader implications 

These findings indicate that the combination of ECG and fingerprint modalities significantly 

enhances accuracy, decreases error rates, and improves resistance to spoofing. Multimodal fusion achieved 

an average EER reduction exceeding 5% compared to unimodal approaches, underscoring its effectiveness in 

bolstering authentication reliability. Furthermore, the integration of minutiae-based features with NB 

demonstrates a commendable equilibrium among accuracy, error rate, and computational efficiency, 

rendering it particularly advantageous for resource-limited environments like mobile authentication or 

wearable security systems. 

Nonetheless, this research uncovers various limitations and challenges. Firstly, the application of 

high-dimensional feature representations—especially from edge-based and combined extraction techniques—

did not produce optimal outcomes. The heightened dimensionality resulted in feature redundancy, likely 

leading to model overfitting and diminished generalization capabilities, particularly for algorithms like KNN 

and SVM that are sensitive to feature space complexity. This also resulted in extended training durations and 

increased computational expenses, rendering such methods less feasible for real-time applications. Secondly, 

the dataset employed in this investigation is relatively controlled, potentially failing to encapsulate real-world 

variances such as ECG signal noise due to movement artifacts, sensor discrepancies, or environmental 

disturbances. These elements may influence robustness in practical deployment scenarios. 

From a more profound analytical standpoint, the exceptional performance of minutiae-based features 

with NB underscores the significance of compact and discriminative representations rather than merely 

augmenting feature quantity. It also implies that the independence assumption of NB harmonizes well with 

structured, low-dimensional biometric features, whereas more intricate classifiers like SVM or KNN exhibit 

heightened sensitivity to high-dimensional redundancy. Additionally, while the fusion process enhances 

accuracy, optimal fusion methodologies and post-fusion normalization strategies were not exhaustively 

investigated in this study and represent a prospective research avenue for performance optimization. 

Lastly, the incorporation of physiological data such as ECG raises privacy and security concerns. 

Given that ECG signals may disclose sensitive health information, future systems must incorporate robust 

encryption, anonymization, and explicit user consent protocols to comply with ethical and legal requirements. 

Addressing these issues will be pivotal for the scaling of multimodal biometric authentication in high-

security real-world applications. 

 

 

4. CONCLUSION 

This study indicates that the combination of ECG and fingerprint modalities, using minutiae feature 

extraction and NB classification, achieves a maximum accuracy of 96.25%, surpassing unimodal baselines. 

This finding validates the efficacy of merging discriminative fingerprint characteristics with physiological 

ECG signals to establish a more resilient and secure multimodal biometric system. The normalization of data 

further improves classification efficacy, ensuring model stability and enhanced reliability across various 

algorithms. The primary contribution of this research is the integration of ECG and fingerprint biometrics 
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using diverse feature extraction methods and classical machine learning models, yielding a lightweight yet 

efficient authentication solution. This system exhibits significant potential for practical applications, such as 

mobile device security, healthcare access control, and high-security environments. 

Future investigations will concentrate on dimensionality reduction and feature selection to mitigate 

high-dimensional redundancy, alongside cross-dataset validation and adversarial testing to bolster 

generalization and robustness. These measures are critical for advancing this multimodal biometric 

framework towards viable and scalable implementation. 

Overall, the findings of this study highlight the practical significance of integrating ECG and 

fingerprint modalities as a reliable, efficient multimodal biometric approach, contributing to the development 

of more robust, secure, and deployable authentication systems for real-world applications. 
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