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The increasing intensity and complexity of cyber threats demand more
adaptive intrusion detection mechanisms. Conventional approaches are often
limited in capturing complex and non-linear attack patterns in network traffic
data. This study develops and evaluates a convolutional neural network
(CNN)-based model for multi-class cyberattack detection. The proposed
architecture integrates convolutional, pooling, and fully connected layers with
rectified linear unit (ReLU) and SoftMax activation functions to improve
classification performance. The network security laboratory-knowledge
discovery and data mining (NSL-KDD) dataset is used for training and
evaluation. Experimental results show that the CNN model achieves 96.34%
accuracy and an F1-score of 0.99, outperforming several traditional machine
learning methods, including Naive Bayes (NB), decision tree (DT), support
vector machine (SVM), and random forest (RF). The superior performance is
attributed to the model’s capability to automatically learn and extract
meaningful spatial representations from network data without manual feature
engineering. These findings demonstrate the effectiveness of deep learning
techniques in improving cyberattack detection and contribute to the
development of reliable Al-driven network security systems with strong
potential for real-world cybersecurity applications and evolving threat
mitigation strategies.
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1. INTRODUCTION

The rapid development of information and communication technology (ICT) has driven digital
transformation in various sectors, such as government, industry, education, and healthcare [1], [2]. This
digitalization not only provides convenience in information exchange and increased operational efficiency, but
also raises new challenges in the form of increasingly complex and difficult to detect cybersecurity threats.
cyber attacks are no longer simple, but more sophisticated, structured, and adaptive to existing defense systems
[3]-[5]. Based on reports from global and national cybersecurity agencies, such as the National Cyber and
Crypto Agency (BSSN), there has been a significant increase in the number and intensity of cyberattacks in
recent years, including distributed denial of service (DDoS) attacks, malware, ransomware, and exploitation of
system vulnerabilities [6], [7]. This condition emphasizes the importance of developing a cyberattack detection
system that is reliable, efficient, and capable of responding in real-time to evolving threats. Therefore, the need
for artificial intelligence-based approaches, especially deep learning, is becoming increasingly urgent in an
effort to anticipate and mitigate cyberattacks more effectively [8]-[10].
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Despite various efforts to develop cyberattack detection systems, most existing approaches still rely
on conventional signature-based and rule-based methods that have proven ineffective in identifying new
attacks, including zero-day attacks and polymorphic attack variants [11]. These limitations lead to increased
false positive and false negative rates, which ultimately compromise the effectiveness of the overall network
security system. Most detection methods still rely on manual feature extraction processes that are not only
time-consuming, but also prone to subjective bias and human error [12], [13]. In the midst of evolving threat
dynamics, an approach that is able to recognize attack patterns automatically, adaptively, and accurately is
needed. The implementation of deep learning algorithms, especially convolutional neural network (CNN), in
the context of cyber attack detection is still not optimal and has not been studied in depth, both in terms of
model architecture, computational efficiency, and validity of the detection results [14], [15]. This raises
fundamental questions regarding the extent to which CNN can be optimized to be an effective solution in
detecting and classifying cyberattacks in real-time and with high precision [15].

Various previous studies have examined the application of artificial intelligence methods in network
intrusion detection systems, both through conventional machine learning approaches such as support vector
machine (SVM), random forest (RF), and Naive Bayes (NB) [16], [17], as well as through deep learning
algorithms such as recurrent neural network (RNN) [18], autoencoder [19], and long short-term memory
(LSTM) [20], [21]. These studies show significant potential in improving accuracy and automatic detection of
attack patterns. A number of drawbacks are still found, including limitations in efficiently handling large data
volumes, high training time complexity, and sensitivity to class imbalance in the dataset. Previous research
results also indicate that most models still rely on manually extracted features, thus limiting the generalizability
of the model to new, previously unknown attack types [22]. Several studies suggest the importance of exploring
CNN models due to their ability to automatically and consistently extract spatial features, and strengthen the
representation of attack patterns from network traffic data [23]-[25]. The application of CNNs in this field is
still limited and has not been widely explored in the framework of architectural optimization and performance
evaluation based on complex and current attack data. Therefore, this research is geared towards filling the void
by offering a more structured and scalable approach.

This research aims to design and optimize a deep learning algorithm-based cyber attack detection
model using CNN architecture that is able to identify various attack patterns automatically, accurately, and
efficiently. The main focus of this research is to build a model that not only has reliable feature extraction
capabilities, but is also able to minimize classification error rates, such as false positives and false negatives,
which are common in conventional approaches [12], [26]. To achieve this goal, this research will implement
the CNN model on representative benchmark datasets in the network security domain, such as network security
laboratory-knowledge discovery and data mining (NSL-KDD) or CICIDS2017, to evaluate the model's
performance based on relevant evaluation metrics, including accuracy, precision, recall, and Fl-score. In
addition, this research also aims to compare the performance of the CNN model with other existing detection
methods, so as to gain a more comprehensive understanding of the effectiveness of this approach in the context
of modern cyberattack detection. Thus, this research is expected to make a real contribution to the development
of cybersecurity systems that are adaptive, intelligent, and ready to be applied in real-world computing
environments.

Although the study of deep learning-based cyberattack detection has undergone significant
development in recent years, there are a number of research gaps that remain comprehensively unexplored.
Previous research has focused on non-convolutional deep learning algorithms such as LSTM and autoencoder
[20], [21], while the superior potential of CNN in terms of spatial feature extraction from network data is still
relatively underutilized [27]. The proposed approach has not considered specific CNN architecture adjustments
to the characteristics of network traffic data, so the performance of the model in detecting different types of
attacks tends to vary and be inconsistent. There are limitations in empirical model validation, where evaluations
are often only performed on one type of dataset or do not consider complex and dynamic real-world attack
scenarios. There is a lack of research that systematically integrates hyperparameter optimization techniques in
CNN model development to improve detection performance [28]-[30]. Therefore, this research comes to
bridge the gap by offering a CNN-based approach specifically designed for high-precision detection of
cyberattacks through optimized architecture and comprehensive evaluation of various types of attacks in
realistic scenarios.

This research offers novelty in the form of developing a CNN-based cyber attack detection model
with an architecture optimization approach that is specifically tailored to the characteristics of network traffic
data. Unlike previous research that tends to use generic CNN structures, this study designs convolution,
pooling, and activation layer configurations adaptively to maximize feature extraction capabilities and improve
classification accuracy against various types of cyber attacks, including unknown attacks [13], [31], [32]. This
research also applies systematic hyperparameter tuning techniques to obtain the best combination of parameters
in model training, and validates performance using several representative benchmark datasets that reflect the
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complexity of real cyber environments [33]-[35]. The justification for conducting this research is based on the
urgent need for an attack detection system that is not only accurate, but also able to adapt to the dynamics of
evolving cyber threats. With this approach, it is expected that the research results can provide theoretical
contributions in the development of intelligent detection algorithms as well as practical contributions in the
implementation of a more effective and efficient network security system.

2. METHOD

Figure 1 shows the research methods used in this study. The research stages began with dataset
collection and preprocessing, CNN architecture design, and model optimization. Next, performance evaluation
and comparative analysis with classical algorithms were conducted to produce recommendations for the
development of a more adaptive cyber attack detection system.

Data Preprocessing CNN Architecture Design
Data cleaning Convolution Layer (feature extraction)
Dataset Collection > Normalization > Pooling Layer (dimension reduction)
Categorical encoding Fully Connected Layer (classification)
Train/Test split ReLU & Softmax activation functions

A 4

Model Optimization

. Model Eva.ll.lation Grid Search & Random Search
Metrics: Accuracy, Precision, Recall, F1-score < Dropout (prevent overfitting)

Compare with SVM, Decision Tree, Random Forest Adam Optimizer, 50 epochs

!

Analysis & Strategic Recommendations
Strengths & limitations of CNN
Zero-day attack detection capability
Suggestions for adaptive system development

End

Figure 1. Flowchart of the cyber attack detection research method

This study adopts a quantitative experimental approach by implementing deep learning techniques,
particularly a CNN architecture, to enhance the effectiveness of cyberattack detection [36]. The research
utilizes two widely recognized public datasets in the field of network security, namely NSL-KDD and
CICIDS2017, which encompass a diverse range of both conventional and sophisticated attack types. The
research procedure begins with a comprehensive data preprocessing stage, including data cleansing,
normalization, encoding of categorical variables, and partitioning of the dataset into training and testing sets.
The CNN model is structured with key components such as convolutional layers for feature extraction, pooling
layers for dimensionality reduction, and fully connected layers for classification, supported by rectified linear
unit (ReLU) and SoftMax activation functions to facilitate multi-class classification.

Model optimization is conducted through hyperparameter tuning using grid search and random search
strategies, complemented by the implementation of dropout techniques to reduce the risk of overfitting [37].
The training process employs the Adam optimizer over 50 epochs. Model performance is evaluated using
standard metrics, including accuracy, precision, recall, and F1-score. To ensure robustness, the proposed model
is compared against several conventional machine learning algorithms, such as SVM, decision tree (DT), and
RF. The evaluation outcomes are further analyzed to identify the strengths and limitations of the CNN model
in detecting various forms of cyberattacks, including zero-day threats, and to formulate strategic insights for
developing more adaptive and accurate intrusion detection systems in future research.

3. RESULTS AND DISCUSSION
The mathematical model of the CNN architecture developed in cyberattack detection research is
represented as a composition function of several non-linear transformations of the input data X.

y=fX;0) = fifr-1°i(X) @
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where: ¥ is prediction output (probability of each class), X € R™™ is input data (matrix representation of
network features), f; is non-linear transformation at the i-th layer, and 6 is a set of parameters that includes
weights and biases at all layers:

— Convolution layer

A two-dimensional convolution operation on input X with filter K can be defined:

l l -1
Zi(,j) = %:1 Zgﬂ KrSl)n 'Xi(+m21,j+n—1 +b® )

where: Zi(’lj) is output value of the neuron at position (i,j) in the [ layer, K,(,f)n € R™™ is convolution

kernel/filter, b® is bias, and X~V is the output of the previous layer.
— ReLU activation function
After convolution, the ReLU activation function is applied.

A = ReLU(Z{]) = max(0, 2] €)
— Pooling layer
The max pooling layer is used to reduce the spatial dimension of the feature map:

O _ )
Pi,]’ - max(m:n)EWAt?-i+m,5-j+n 4)

where: W is pooling area, ¢ is steps (stride), and PfP is maximum value in the combined region.

— Fully connected layer
The output of the last layer of convolution and pooling is averaged and given to the fully connected layer:

hO = U(W(l) CRO-D 4 b(l)) (5)

where: h(® is activation vector at the I layer, W® is weight matrix, b is bias vector, and o is activation
function, e.g., ReLU.
— Output layer-SoftMax

~ exp (h;)
L= P 6
V=3 e () ©)

where: §; is probability of predicting the i" class, C is number of classes (e.g., attack types), and h; is logit
score before SoftMax.

— Loss function-cross entropy

This model is optimized by minimizing the categorical cross-entropy loss function:

L=-Xylog®) ()

where: y; € {0,1} is the actual label in the form of one-hot encoding and J; is prediction probability of SoftMax.

4, CONVOLUTIONAL NEURAL NETWORK MODEL TESTING RESULTS

This research aims to build and evaluate a CNN model to automatically detect cyber attacks through
multi-class classification. The model is evaluated based on accuracy metrics, confusion matrix, as well as
precision, recall, and F1-score values of each class. The CNN model that has been trained and tested shows
excellent performance, with a test accuracy rate of: 96.34%. This result indicates that the model was able to
correctly classify the majority of the test data, even though the data had not been previously seen during the
training process.

The model shows excellent performance in the normal and R2L/U2R classes, with a very low
classification error rate. The largest errors occur in the DoS and Probe classes, which may be due to feature
similarity or unbalanced data distribution. The classification performance evaluation is shown in the form of a
confusion matrix in Table 1.
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Table 1. Classification performance evaluation
Actual/predicted class Normal DoS  Probe R2L/U2R

Normal 2,154 5 0 0
DoS 8 2,031 12 4
Probe 0 7 1,889 16
R2L/U2R 0 1 9 2,120

Based on Table 1, the classification model demonstrates a very high level of accuracy across all
classes, as indicated by the dominance of values along the main diagonal of the confusion matrix, such as
Normal (2,154), DoS (2,031), Probe (1,889), and R2L/U2R (2,120) being correctly predicted.
Misclassifications are relatively minimal and mostly occur between classes with similar characteristics, for
example several DoS instances incorrectly predicted as Probe (12) and Normal (8), as well as Probe instances
misclassified as R2L/U2R (16). The small distribution of errors indicates that the model has strong
discriminative capability in distinguishing between normal traffic and various types of attack categories.
Further evaluation was conducted by calculating the precision, recall, and F1-score values for each class. The
results are presented in Table 2.

Table 2. CNN model classification report

Class Precision  Recall Fl-score  Sample number
Normal 0.99 1.00 0.99 2,159
DoS 0.99 0.98 0.99 2,055
Probe 0.98 0.98 0.98 1,912
R2L/U2R 0.99 0.99 0.99 2,130
Accuracy - - 0.96 8,256
Macro Avg 0.99 0.99 0.99 -

Weighted Avg 0.96 0.96 0.96

F1-score values above 0.96 for all classes indicate that the model is balanced in detecting cyberattacks
with a high level of precision and sensitivity. To observe the dynamics of model training, we visualized the
accuracy and loss values during the training and validation processes, as shown in Figures 2 and 3.
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Figure 2. CNN model training and validation Figure 3. CNN model training and validation loss
accuracy chart graph

The consistently increasing accuracy curve and decreasing loss values indicate a stable training
process without significant overfitting. This indicates that the model is able to generalize well to the test data.
To measure the superiority of the CNN model, a performance comparison was conducted with several
conventional models commonly used in cyber attack detection research. The results are presented in Table 3.
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Table 3. Comparison of CNN model performance with other models

Models Accuracy (%)  Precision  Recall Fl-score
CNN (proposed) 96.34 0.99 0.98 0.99
NB 84.12 0.81 0.84 0.82
DT 91.75 091 0.92 091
SVM (linear) 89.43 0.89 0.88 0.88
RF 94.05 0.94 0.93 0.93

Based on Table 3, the CNN model (proposed) shows the best performance compared to other
classification models, with an accuracy of 96.34%, precision of 0.99, recall of 0.98, and F1-score of 0.99. This
performance is significantly higher than NB (84.12% accuracy), linear SVM (89.43%), and DT (91.75%), and
still superior to RF, which achieved an accuracy of 94.05%. This advantage shows that the CNN model is more
consistent in accurately identifying classes with a very low error rate. The CNN model significantly
outperforms traditional models in all evaluation metrics, especially in its ability to automatically detect
complex attack patterns. CNN's capability to extract spatial features directly from input data without requiring
manual feature engineering provides a substantial advantage over conventional machine learning approaches,
resulting in higher classification accuracy, precision, recall, and overall F1-score.

In order to gain a more comprehensive understanding of the CNN model's performance in detecting
cyberattacks based on multi-class classification, a comparative analysis was conducted against several
comparison models commonly used in the cybersecurity domain, namely NB, DT, and SVM with linear kernel
and RF. The following line graph visualization is based on four main evaluation metrics, namely accuracy,
precision, recall, and Fl1-score, each of which reflects the model's ability to classify data accurately,
consistently, and balanced. The arrangement of the metrics on the horizontal (X) axis allows a comprehensive
observation of the relative contribution of each model to each performance indicator. Figure 4 shows that the
CNN model consistently achieved the highest scores across all metrics, confirming its superiority in the context
of detecting complex, high-volume cyber attacks.
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Figure 4. Comparison chart of cyber attack detection model performance

5. DISCUSSION

The results of this study show that the CNN model developed specifically for cyber attack detection
is able to outperform various traditional comparison models, such as NB, DT, SVM, and RF. CNN obtained
the highest accuracy of 96.34% with F1-score reaching 0.99, indicating the model's excellent generalization
ability to cyber attack data in various categories. CNN's superiority in extracting spatial features from network
data without the need for manual feature engineering provides added value in the context of complex and
dynamic cyber data processing. This shows that deep learning-based approaches are not only relevant, but also
crucial in facing modern intrusion detection challenges that require speed, accuracy, and scalability.
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The consistently high performance of the CNN model on all evaluation metrics demonstrates the
efficiency of the architecture used, especially the convolution and pooling layers that are able to capture attack
patterns with an optimal level of representation. Compared to the baseline model, CNN shows significant
advantages on high-complexity attack categories, such as R2L and U2R, which are usually difficult to detect
by conventional models due to limitations in recognizing hidden sequential or spatial patterns. These findings
strengthen the argument that the use of CNNs in cyberattack detection systems can be a strong foundation for
the development of adaptive and highly predictive artificial intelligence-based network security systems. Thus,
the results of this research not only contribute to the strengthening of scientific literature in the field of
cybersecurity, but also open up opportunities for real implementation in the network environment of the
industrial and government world.

6. CONCLUSION

This study concludes that the proposed CNN model demonstrates superior performance in multi-class
cyberattack detection, achieving an accuracy of 96.34% and an Fl-score of 0.99, thereby outperforming
conventional models such as NB, DT, SVM, and RF across all evaluation metrics. The effectiveness of the
model is primarily attributed to its ability to automatically extract and learn complex spatial patterns from
network traffic data without relying on manual feature engineering, resulting in high precision, recall, and
overall classification robustness, even for complex attack categories such as R2L and U2R. These findings
confirm that deep learning-based approaches, particularly CNN, provide a powerful and scalable solution for
modern intrusion detection systems. Nevertheless, future research is recommended to focus on improving
computational efficiency and enhancing the model’s generalization capability toward unseen and evolving
attack patterns by integrating advanced techniques such as transfer learning, data augmentation, and hybrid
deep learning architectures, as well as validating the model in real-world and large-scale network environments
to ensure its practical applicability and sustainability in dynamic cybersecurity contexts.
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