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1. INTRODUCTION

The global shift toward sustainable transportation has expedited the development of electric vehicles
(EVs), a strategic answer to carbon emissions and fossil fuel dependency. The electrification of the transport
sector is urgent and, on the rise, with global EV sales up 35% in 2023 [1]. Electric vehicle charging
infrastructure (EVCI) becomes more important as EV use grows. EVCI is a complicated cyber-physical
system that merges power electronics, control systems, and cloud-based platforms for monitoring, billing,
data analytics, and demand response. EVCIs support smart transportation. These systems' various hardware—
software interfaces enable interoperability and intelligent control but also give foes a huge attack surface.
Charging ports are particularly vulnerable. EVs and charging stations exchange energy and information via
physical and digital charging ports. This attracts attackers who spoof, insert fake data, denial of service
(DoS), disseminate malware, and steal energy [2]. An opponent can inflate charging current measurements to
fake overuse and bill fraudulently or hide readings to prevent payment. Beyond financial loss, attackers can
remotely halt charging or change grid load behavior, weakening local systems or creating widespread
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disruptions [3]. Spoofing attacks are harmful and hard to detect because they mimic ordinary operations with
slight changes. Digitizing charging control, payment verification, and real-time energy monitoring raises
EVCI risk. Smart charging infrastructures are very dynamic, time-dependent, and nonlinear, making static
information technology (IT) cybersecurity methods ineffective. Huge, dynamic datasets result from EV
battery capacity, charger kinds (level-1, level-2, and level-3), and load circumstances [4]. An anomaly—
natural or attacker-induced—affects billing integrity, system reliability, and grid stability. Thus, operational
and economic security depend on charging current magnitude data quality and trustworthiness. This
discovery has spurred research into EVCI anomaly detection systems to find charging pattern irregularities
that may signify cyber breaches or device failures. Traditional time-series forecasting methods like
autoregressive integrated moving average (ARIMA) fail due to EVCI data inconsistency [5]. Hybrid
ARIMA-artificial neural network (ARIMA-ANN) models include nonlinear learning to the linear model, but
they struggle to describe EV charging log long-term dependencies and sequential dynamics [6]. However,
deep learning (DL) models like recurrent neural networks (RNNs) and its advanced variation long short-term
memory (LSTM) networks can simulate complicated time-series patterns by conserving historical context
while learning temporal properties [7]. LSTM models work for electrical load forecasting, smart grid
anomaly detection, and cyber-physical system security. LSTM autoencoder unsupervised anomaly detection
is promising. These models detect anomalies when reconstruction error reaches a threshold [8]. This makes
them suitable for EVCI applications with limited attack data and uncommon anomalies.

Although promising, most models assume a clean, benign data environment, rendering them
vulnerable to adversarial manipulation. In adversarial machine learning (ML), a growing cyber-physical
security issue, minor data disturbances weaken model predictions. The loss function gradient is used by the
fast gradient sign method (FGSM) to determine the most disruptive perturbations for adversarial inputs [9].
Even small charging current or voltage changes can misclassify or hide dangerous events in anomaly
detection algorithms [10]. This emphasizes the need for resilient frameworks that can detect anomalies and
resist enemy manipulation. Unfortunately, EVCI anomaly detection adversarial robustness is understudied.
Intrusion detection systems (IDS), rule-based detectors, and hybrid signal analysis approaches use predefined
thresholds or supervised learning models that fail to adapt to new attack tactics [11]. Recent physics-
informed DL and attention-based feature extraction research has neglected adversarial perturbations [12]. DL
with statistical validation is promising. The non-parametric Kolmogorov-Smirnov (KS) test, which measures
empirical cumulative distribution function divergence, is reliable for detecting large data distribution
deviations [13]. Unlike static thresholding, the KS test evaluates streaming data statistical significance,
reducing false positives and improving interpretability. Smart charging infrastructure anomaly detection
using LSTM autoencoders, adversarial simulations, and statistical verification is innovative. In this
framework, an LSTM-based sequence autoencoder predicts charging port currents during normal operation.
FGSM simulates fake data attacks after adversarial perturbations to the input stream. When KS tests observed
values against reconstructed predictions, distributional divergence reveals unusual behavior. The hybrid
design detects hardware flaws and malicious manipulations like falsified charging data. Testing the system
with MATLAB/Simulink simulations of charging boards (CBs), automobiles, and battery capacities. In
several tests, accuracy, mean absolute error (MAE), and perturbation sensitivity were assessed. With 98.5%
detection accuracy and resistance to hostile tampering, the technique exceeded ML baselines. These
discoveries enhance EVCI anomaly detection. Exponential case studies identify and reinforce framework
flaws. Interpretable anomaly detection metrics come from statistical validation. Third, the hybrid solution
protects smart transportation and energy grid cyber-physical infrastructures in diverse EVCI configurations.

This research is needed because cyberattacks on critical infrastructure are growing more common
and sophisticated. Many ML and DL algorithms have been created for cyber-physical anomaly detection;
however hostile manipulation resilience is weak. ARIMA algorithms dominated early energy modeling.
Based on linearity and stationarity assumptions, Kdse and Kaynar [14] used ARIMA to predict primary
energy demand across fuel types, however EVClIs are nonlinear, nonstationary systems. Zhang [15] showed
that hybrid ARIMA-ANN models might solve these problems by integrating linear and nonlinear
components. Long-term temporal interactions for sequential EV charging data were too computationally
demanding and inadequately handled in these models. RNNs expanded forecasting by capturing long-term
dependencies. Hussein and Awad [16] predicted Turkish power consumption with RNNs, beating ARIMA
but facing the vanishing gradient problem that restricts long-term learning. LSTM networks solved this by
adding long-sequence memory cells. Deep LSTM networks can predict petroleum production for complex
temporal datasets like EV charging, according to Sagheer and Kotb [17]. Malhotra et al. [18] detected
industrial and smart grid multivariate time-series sensor data abnormalities using LSTM encoder—decoder
models. Other studies found that LSTM autoencoders can detect supply chain and energy system
irregularities [19]. Unfortunately, these models are vulnerable to adversarial circumstances. Goodfellow et al.
[20] FGSM assault formalized this threat, showing that small perturbations can dramatically affect model
predictions. Minor data changes can disguise hostile load patterns or mislead billing records, jeopardizing
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EVCIs' financial and operational security. System-level vulnerabilities were found in parallel EV
cybersecurity research. Nasr et al. [21] uncovered vulnerabilities in EV charging station management system
open application programming interfaces (APIs), firmware updates, and unsecured communication protocols.
Hamdare et al. [22] observed poor encryption, authentication, and hardware—software interactions in
charging station risk analyses. Hacked charging infrastructures can destabilize power grids, hence Acharya et
al. [23] advocated multi-layered defenses. In response, many ML-based IDS frameworks exist. A cooperative
roadside unit IDS for vehicle anomaly detection [24] and a smart metering anomaly detection framework for
energy theft were developed by Qaddoori and Ali [25]. Although inventive, many of these systems use static
rules or supervised learning with large labeled datasets, limiting their adaptability to new attack vectors.

Recent investigations test advanced architectures. Yuan et al. [26] used a multi-head attention
(MHA) model to correlate EV charging station traffic patterns, with strong detection rates but high
computational complexity and hyperparameter sensitivity. Convolutional neural network—gated recurrent unit
(CNN-GRU) hybrid networks for short-term load forecasting by Sajjad et al. [27] were never validated
against adversarial spoofing, limiting their use to security-critical systems. Data-driven battery monitoring
and state-of-charge anomaly detection have been studied. Babu et al. [28] detected system on chip (SOC)
fluctuations using regression, while Wang et al. [29] predicted anomalous charging capacity from battery
temperature and SOC data using tree-based learning. Some strategies neglect adversarial robustness and lack
statistical validation. This attention is necessary because models without statistical deviation checking risk
hidden anomalies. The robust non-parametric KS test for empirical distribution comparison fills this gap.
Berger and Zhou [30] suggested utilizing it for dynamic statistical systems, relevant to EVCls. With LSTM
forecasting models, the KS test statistically confirms deviations reconstruction errors may overlook,
increasing anomaly discovery.

Despite much research on EV cybersecurity frameworks and hybrid IDS, most of it provides
descriptive lists of existing solutions without critical synthesis. New attack patterns often fail rule-based IDS.
Although flexible, hybrid approaches struggle with adversarial robustness. Because they can't be scaled or
comprehended, typical ML models fail in large-scale EVSE networks. Due of these robustness, scalability,
and transparency issues, we need frameworks that combine DL with statistical validation and are
straightforward to use. The combination of an LSTM autoencoder, KS statistical validation layer, feature
selection, and ensemble classifier design is unique. This integration improves adversary robustness and
delivers interpretable anomaly detection results, distinguishing our method from other EV cybersecurity
systems.

Although LSTM autoencoders, FGSM-based adversarial testing, and KS statistical validation are
individually established techniques, the novelty of this work lies in their targeted integration for adversarially
robust anomaly detection in EVCI. Unlike existing hybrid frameworks that rely primarily on reconstruction
error or supervised classification, the proposed model introduces a distribution-level KS validation layer that
detects stealthy adversarial perturbations which may not significantly increase reconstruction loss. This study
specifically addresses adversarial spoofing attacks on charging current magnitude data at the measurement
layer of EVCI. While EVSE systems are exposed to broader cyberattack surfaces such as communication
protocols, firmware vulnerabilities, and billing systems, these aspects are beyond the scope of the present
work and are intended to be explored in future research.

2. METHOD

This study combines time-series forecasting, adversarial data perturbation, and statistical validation
to provide an EVCI anomaly detection framework. It simulates a realistic EV charging environment, models
sequential charging current behavior using a LSTM-based autoencoder, generates adversarial examples to
test robustness, and uses statistical hypothesis testing to detect anomalies. Every component of the system is
chosen to accommodate consecutive EV charging data and the dynamic cyberattack threat scenario. A
complete EVCI model was built in MATLAB/Simulink. It simulates a smart EV charging station with four
CBs with two charging ports each, totaling eight charging points. 2-wheelers and 4-wheelers with different
battery specs, voltages, and current capabilities can charge at level-1 and level-3. For grid-only charging,
BESS-only charging, and hybrid setups, the model includes grid power and a battery energy storage system
(BESS). The dataset records charging current, terminal voltage, and SOC for each charging session. In this
study, FGSM-based adversarial attacks were employed to evaluate model robustness due to their
effectiveness in generating realistic, and low-magnitude perturbations. Although stronger attacks such as
projected gradient descent (PGD), Carlini-Wagner (CW), and DeepFool were not included, they represent an
important direction for future work to further stress-test the proposed framework under more sophisticated
adversarial conditions.
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The LSTM-based sequence autoencoder powers anomaly detection. In the encoder block, two
LSTM layers compress the input time-series into a fixed-dimensional latent representation. LSTM layers in a
decoder try to reconstruct the input sequence from this latent vector. Ensure dimensional consistency over
time steps with a repeat vector layer between the encoder and decoder. Only normal (attack-free) data is used
to train the autoencoder on charging behavior's typical temporal dependencies. Poor model reconstructions of
unknown input sequences are likely indicators of aberrant or adversarial patterns during inference. The
FGSM generates adversarial instances to test the model's resilience to cyber-induced abnormalities. This
method alters the input sequence by considering the gradient of the model's loss function and adjusting it in
the direction of the gradient's sign, scaled by a small constant epsilon (€). To confuse the model, the
perturbed input (x=x+e-sign(V.J(8, x, y)) simulates a faked signal that remains near to the original value.
This process affects charging current or voltage data in subtle but destructive ways that standard rule-based
systems or reconstruction error thresholds miss. To simulate genuine attacks, perturbed data is randomly
injected into the test dataset. The LSTM autoencoder had two hidden layers, one with 128 units and the other
with 64 units. In the hidden layers, the rectified linear unit (ReLU) activation was used, and in the output
layer, a linear activation was used. We used the Adam optimizer with a learning rate of 0.001 and mean
squared error (MSE) loss to train the model. We trained for 100 epochs and stopped early. The dataset was
divided into three parts: 70% for training, 15% for validation, and 15% for testing.

The Figure 1 depicts the workflow for anomaly detection in EV charging systems using an LSTM-
based autoencoder and FGSM-based adversarial testing. EV charging data is first preprocessed and used to
train a model on normal behavior. The trained model receives both clean and adversarial inputs—generated
using gradients through FGSM—to assess robustness. Normal outputs and adversarial responses are passed
to an anomaly detection block, which uses statistical analysis to identify deviations. Blue arrows indicate
normal data flow, while red arrows show adversarial paths. The system ultimately produces a detection
signal, flagging anomalies, and enhancing cybersecurity in smart EV charging infrastructure.
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Figure 1. Anomaly creation and detection workflow: blue lines for normal data and red for anomalous data

The Figure 2 illustrates the architecture of a proposed LSTM-based autoencoder, comprising two
main parts: an encoder and a decoder. The encoder consists of stacked LSTM layers that process input time-
series data and compress it into a compact representation called the latent space. This latent space captures
essential temporal features of the input sequence. The decoder, also made of stacked LSTM layers,
reconstructs the original sequence from the latent representation. The output (denoted as “O”) is compared
with the input to compute reconstruction error, which is used for anomaly detection. Higher errors indicate
deviations or potential anomalies in the input data.

Encoder Decoder

Latent
Space

Y

Figure 2. The proposed design of an LSTM-based autoencoder
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The proposed methodology establishes a resilient pipeline for anomaly detection in smart EV
charging systems. By combining LSTM-based forecasting, adversarial input generation using FGSM, and
statistical validation through the KS test, the framework is capable of accurately identifying anomalies in
real-time EV charging current data—even in the presence of sophisticated spoofing attacks. This integrated
methodology ensures enhanced cybersecurity, improved operational reliability, and scalable deployment
potential for future EVCI environments.

3. RESULTS AND DISCUSSION

A DC EV charging station is designed and simulated using MATLAB/Simulink. The model is tested
under various operating conditions, such as charging using only the grid, only the BESS, or a combination of
both. Each EV is connected to a different charging port during simulation. A LSTM autoencoder is used to
analyze the data and effectively predict the charging current at each port. The model’s accuracy is measured
using MAE across different prediction cycles, as shown in Figure 3. To simulate anomalies, adversarial
inputs are generated using the FGSM. This involves calculating gradients based on the model’s loss for each
input and adding a small perturbation with a magnitude of 0.1. The input sequences are time-dependent and
selected randomly from the dataset.

Training and Validation Loss Across Epochs
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Figure 3. Model performance across different time periods

The superior robustness of the proposed LSTM-AE+KS framework can be attributed to the
complementary strengths of deep temporal modeling and statistical distribution validation. While the LSTM-
based autoencoder effectively learns normal charging current dynamics and long-term temporal
dependencies, adversarial attacks such as FGSM often introduce subtle perturbations that minimally affect
point-wise reconstruction error. These low-magnitude perturbations can evade traditional threshold-based or
reconstruction-error-only anomaly detectors. The KS test enhances robustness by comparing the empirical
cumulative distribution functions of observed and reconstructed signals, enabling the detection of statistically
significant distributional shifts rather than relying solely on absolute error values. As a result, even stealthy
adversarial manipulations that preserve short-term signal similarity are identified through distributional
divergence. This statistical validation layer reduces false negatives and explains the higher robustness score
(91.2%) observed in Table 1, particularly under adversarial spoofing scenarios where DL—only baselines
exhibit performance degradation.

Table 1. Comparative performance

Model Accuracy (%)  Fl-score  Robustness (%)
Threshold method 89.2 0.83 70.5
GRU-AE 934 0.87 78.9
CNN-LSTM 95.1 0.9 824
Proposed LSTM-AE+KS 98.5 0.94 91.2
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The altered input data sequences are combined with their original features and fed back into the
model to restore its prediction accuracy. When compared with other advanced methods, the proposed
detection algorithm achieves a high success rate of 98.5%. Figure 4 display both the predicted and actual
values, highlighting tampered data using green shading over specific time intervals. This clearly shows the
presence of artificially generated anomalies. The results also include detection performance across several
test cases. Figure 5 illustrates the detection status, predicted values, and observed values for time samples
between 19,800 and 20,500 seconds. In this example, spoofing is introduced when the EV is charging at a
low SOC, where the current values are typically high. Figure 6 presents the same information—anomaly
detection results and current values—but for a different time range: 131,100 to 131,700 seconds. The higher
current values in this case suggest that the EV battery already has a relatively high SOC. In another test case
shown in Figure 7, the time range is between 115,600 and 116,300 seconds. Initially, the EV charging port is
inactive, but charging eventually begins. Here, spoofing is introduced just before charging starts, causing the
user to be charged unexpectedly, which leads to higher electricity costs. This scenario demonstrates the
practical impact of undetected anomalies on EV users.
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Figure 4. Observed and predicted | values, with Figure 5. Anomaly detection signal and observed vs.
spoofed data samples highlighted for the given predicted data from high SOC EV charging
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Figure 6. The observed and predicted values, as well Figure 7. Comparison of observed and predicted
as the anomaly detection signal, at low SOC values values, as well as the anomaly detection signal
during EV charging during the charging state transition under spoofing

Table 1 presents a comparative performance analysis. The proposed LSTM-AE+KS test framework
outperformed CNN-LSTM, GRU-AE, and threshold-based detection in accuracy, F1-score, and robustness
against adversarial perturbations. The framework was benchmarked against CNN-LSTM, GRU-AE, and
federated learning-based IDS. DL baselines were accurate but less resilient to adversarial perturbations.
Federated models improved privacy but increased latency. The suggested LSTM-AE with KS validation
outperforms these methods in detection robustness and computational efficiency. The effect of charging
current and SOC was examined using feature importance evaluation to increase interpretability. Results show
that current magnitude predicts anomalies well, while SOC fluctuations provide substantial secondary clues.
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The anomaly detection signal also traced faked attack periods, proving the model's transparency in spotting
aberrant behaviour. In addition to single-station simulations, the framework was modelled with multiple
EVSE nodes and simultaneous charging sessions. Even under high traffic load, detection accuracy
maintained above 95%, proving that the hybrid model can be used at scale without performance loss.

4. CONCLUSION

This paper presented an adversarially resilient anomaly detection framework for EVCI based on an
LSTM autoencoder with statistical validation. The proposed model learns normal charging current behavior
through sequence reconstruction and detects adversarial perturbations using the KS test, enabling the
identification of subtle distributional deviations that reconstruction-based methods may overlook.
Experimental results under normal and FGSM-based adversarial conditions demonstrate that the framework
outperforms Vanilla LSTM, GRU-AE, and CNN-LSTM in terms of MAE and F1-score while maintaining
robustness against moderate adversarial attacks. Although the results are promising, the study is limited to
simulation-based evaluation using synthetic data. Future work will focus on hardware-in-the-loop validation,
real-world EVSE deployment, adaptive retraining to address model drift, and lightweight embedded
implementation for large-scale charging networks. This study is validated using MATLAB/Simulink
simulations, which allow controlled evaluation of adversarial scenarios but limit direct real-world
generalization. Hardware-in-the-loop testing and deployment on physical EVSE systems will be considered
in future work to further assess practical applicability.
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