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 Over 90% of the billions of people who use the internet globally use it through 

the transport layer security (TLS) protocol. TLS is a security standard that 

performs network authentication and data encryption when accessing the 

internet. Authenticated key exchange (AKE) is the protocol TLS uses for 

network authentication and key establishment during the TLS Handshake 

process. The AKE protocol utilizes a public key cryptosystem (PKC) and 

digital signatures with algorithms commonly used, namely elliptic curve 

cryptography (ECC) and Rivest-Shamir-Adleman (RSA). Future 

advancements in quantum computing may compromise the security of the 

widely used ECC and RSA algorithms. This research conducts an 

implementation and comparative analysis of post-quantum algorithms 

resistant to quantum computer attacks, specifically Kyber-Dilithium, in the 

context of the AKE protocol. The implementation is performed at three 

security levels: 128-bit, 192-bit, and 256-bit. The results show that the Kyber-

Dilithium is greater than those of the RSA variant and much larger than those 

of the ECC variant. In contrast to the ECC and RSA variants, the Kyber-

Dilithium algorithm variants perform better across all security levels, even if 

their byte sizes are greater. 
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1. INTRODUCTION 

The Internet is used daily by billions of users worldwide, making secure communication a 

fundamental requirement of modern digital infrastructure. Transport layer security (TLS) has become the de 

facto standard for securing internet communications, with more than 90% of global internet connections 

protected by TLS as of 2020 [1], [2]. TLS provides confidentiality, authenticity, and integrity of data exchanged 

over potentially malicious networks [3], [4]. These security properties are primarily established during the TLS 

handshake, which performs authentication and session key establishment using an authenticated key exchange 

(AKE) protocol before secure communication begins [5], [6]. 

The AKE protocol enables two communicating parties to securely establish a shared session key over 

an insecure channel [7], [8]. This process typically relies on public-key cryptography and digital signatures, 

after which the derived session key is used for symmetric encryption of data. Currently, widely deployed AKE 

mechanisms in TLS use classical cryptographic algorithms such as Rivest-Shamir-Adleman (RSA), elliptic 

curve Diffie–Hellman (ECDH), and elliptic curve digital signature algorithm (ECDSA) [9]. The security of 
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these algorithms is based on the computational hardness of integer factorization (IF) and the elliptic curve 

discrete logarithm problem (ECDLP) [8], [10]. 

However, the rapid development of quantum computing poses a significant threat to these classical 

cryptographic foundations. Grover’s algorithm can compromise the adequate security of symmetric and 

asymmetric cryptosystems by providing a quadratic speedup for brute-force key searches, necessitating an 

increase in security parameters accordingly [11]. More critically, Shor’s algorithm can efficiently solve IF and 

discrete logarithm problems, rendering RSA and elliptic curve–based cryptographic schemes fundamentally 

insecure in a post-quantum era [12]. Unlike Grover’s algorithm, the threat posed by Shor’s algorithm cannot 

be mitigated by merely increasing key sizes, necessitating the adoption of fundamentally new cryptographic 

primitives. 

In response to these challenges, the National Institute of Standards and Technology (NIST) has 

initiated and completed a standardization process for post-quantum cryptography (PQC). As a result, 

CRYSTALS-Dilithium, Falcon, and SPHINCS+ have been standardized for digital signatures, while 

CRYSTALS-Kyber has been selected as the primary public-key encapsulation mechanism (KEM) for key 

establishment [13], [14]. These algorithms are designed to be resistant to both classical and quantum attacks, 

making them suitable candidates for future TLS and AKE implementations [14]. 

Several studies have explored tightly secure AKE protocols and their variants [5], [6], [15] 

incorporating techniques such as KEMs, digital signatures, symmetric encryption, and forward secrecy. 

However, most of these works remain based on classical Diffie–Hellman assumptions and have not adopted 

NIST-standardized PQC algorithms. Other research has investigated the integration of Kyber into AKE 

protocols [13], [16], [17], but without incorporating post-quantum digital signatures for authentication. 

Consequently, a comprehensive implementation that combines both post-quantum KEM and post-quantum 

digital signature algorithms within a tightly secure AKE framework remains underexplored [17]. 

Therefore, this study aims to address this research gap by implementing and evaluating an AKE 

protocol that integrates CRYSTALS-Kyber for key encapsulation and CRYSTALS-Dilithium for digital 

signatures. The novelty of this work lies in the combined application of NIST-standardized PQC algorithms 

for both key exchange and authentication within the AKE protocol, followed by a detailed performance 

evaluation. This contribution provides practical insights into the feasibility and efficiency of post-quantum 

AKE mechanisms for securing future TLS communications. 

The remainder of this paper is organized as follows: section 2 discusses CRYSTALS-Kyber and 

CRYSTALS-Dilithium and their roles in post-quantum key exchange and digital signatures; section 3 describes 

the methodology used for system design, implementation, and evaluation; section 4 presents and analyzes the 

experimental results; and finally, section 5 concludes the paper and outlines directions for future research. 

 

 

2. CRYSTAL KYBER AND CRYSTAL DILIHIUM 

CRYSTALS-Kyber and CRYSTALS-Dilithium are two leading post-quantum cryptographic 

algorithms developed under the NIST standardization process, designed to provide secure key encapsulation and 

digital signature mechanisms resistant to quantum computer attacks." Federal Information Processing Standards 

(FIPS) are making ML-DSA which is derived from Crystal-Dilithium as standard on the FIPS-204 [9], [18] 

Crystal-Kyber is also derived to become standard under FIPS-203 with the new name ML-KEM [19], [20]. Both 

algorithms are built based on module lattices that are utilizing number-theoretic transform (NTT) which is an 

efficient method to calculate ring polynomials, matrix and vector multiplication [21]. The NTT features is 

reduction in the time complexity for polynomials multiplication from O(n^2) into O(n log n) [22]. 

 

2.1.  Crystal Kyber 

Crystal-Kyber is based on the hardness of solving the module-learning with error problem (MLWE) 

[23]. In its specifications, Kyber has 6 algorithm processes. In some of these algorithm processes, there are 

encoding and compression functions, but for simplification in the writing, the functions are named toRing() to 

convert a bitstring into a ring element in polynomial form and fromRing() to recover the bitstring value from 

the ring element to facilitate reading and understanding [24]. In addition, Kyber also requires additional 

functions such as eXtendable output function (XOF), hashing, pseudorandom function (PRF), and a key 

derivation function (KDF) [25]. The six processes of the algorithm are presented in Algorithms 1 to 6. 

 

Algorithm 1. Kyber PKE key generation 

Input: 𝑟𝑎𝑛𝑑𝑜𝑚𝑛𝑒𝑠𝑠 𝑑 ∈  {0,1}256  
Process:  

1. Expand (𝜌, 𝜎) ∶=  𝐺(𝑑) 
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2. Generate matrix 𝐴 ∈  𝑅𝑞
𝑘 ×𝑘 using 𝜌 

3. Samples 𝑆 ∈  𝑅𝑞
𝑘  using Centered Binomial Distribution using 𝜎 

4. Samples 𝑒 ∈  𝑅𝑞
𝑘  using Centered Binomial Distribution using 𝜎 

5. Calculate 𝑡 =  𝐴𝑠 + 𝑒  
Output: 𝑃𝑢𝑏𝑙𝑖𝑐 𝐾𝑒𝑦 𝑝𝑘 ∶=  (𝑡, 𝜌) 𝑎𝑛𝑑 𝑃𝑟𝑖𝑣𝑎𝑡𝑒 𝐾𝑒𝑦 𝑠𝑘 ∶=  𝑠  
 

Algorithm 2. Kyber PKE encryption 

Input: 𝑃𝑢𝑏𝑙𝑖𝑐 𝐾𝑒𝑦 𝑝𝑘 ∶=  (𝑡, 𝜌),𝑚𝑒𝑠𝑠𝑎𝑔𝑒 (𝑚), 𝑟𝑎𝑛𝑑𝑜𝑚 𝑟𝑖𝑛𝑔𝑠 (𝑟)  
Process:  

1. Generate matrix 𝐴 ∈  𝑅𝑞
𝑘 ×𝑘 using 𝜌 

2. Samples 𝑦 ∈  𝑅𝑞
𝑘  using Centered Binomial Distribution with 𝑟 

3. Samples 𝑒1  ∈  𝑅𝑞
𝑘  using Centered Binomial Distribution with 𝑟 

4. Samples 𝑒2  ∈  𝑅𝑞
𝑘  using Centered Binomial Distribution with 𝑟 

5. Calculate 𝑢 = (𝐴𝑇𝑦)  + 𝑒1 

6. Calculate 𝑣 = (𝑡𝑇𝑦)  +  𝑒2  +  𝑡𝑜𝑅𝑖𝑛𝑔(𝑚) 
Output: 𝑐𝑖𝑝ℎ𝑒𝑟𝑡𝑒𝑥𝑡 𝑐 =  (𝑢, 𝑣) 
 

Algorithm 3. Kyber PKE decryption 

Input: 𝑆𝑒𝑐𝑟𝑒𝑡 𝐾𝑒𝑦 𝑠𝑘 ∶=  𝑠, 𝑐𝑖𝑝ℎ𝑒𝑟𝑡𝑒𝑥𝑡 𝑐 =  (𝑢, 𝑣) 
Process:  

1. Calculate 𝑚 ∗ =  𝑣 − 𝑠𝑇𝑢 

2. Calculate 𝑚 =  𝑓𝑟𝑜𝑚𝑅𝑖𝑛𝑔(𝑚 ∗) 
Output: 𝑚𝑒𝑠𝑠𝑎𝑔𝑒 𝑚 

 

Algorithm 4. Kyber KEM key generation 

Input: 𝑟𝑎𝑛𝑑𝑜𝑚𝑛𝑒𝑠𝑠 𝑑 𝑎𝑛𝑑 𝑟𝑎𝑛𝑑𝑜𝑚𝑛𝑒𝑠𝑠 𝑧 

Process:  

1. Calculate (𝑝𝑘, 𝑠𝑘′) ∶=  𝐾𝑦𝑏𝑒𝑟. 𝑃𝐾𝐸. 𝐾𝑒𝑦𝐺𝑒𝑛(𝑑) 
2. Calculate 𝑠𝑘 ∶=  (𝑠𝑘′||𝑝𝑘||𝐻(𝑝𝑘)||𝑧) 
Output: 𝑃𝑢𝑏𝑙𝑖𝑐 𝐾𝑒𝑦 𝑝𝑘 𝑎𝑛𝑑 𝑃𝑟𝑖𝑣𝑎𝑡𝑒 𝑘𝑒𝑦 𝑠𝑘 ∶= (𝑠𝑘′||𝑝𝑘||𝐻(𝑝𝑘)||𝑧) 
 

Algorithm 5. Kyber KEM encapsulation 

Input: 𝑃𝑢𝑏𝑙𝑖𝑐 𝐾𝑒𝑦 𝑝𝑘  
Process:  

1. Generate message 𝑚 ∈  {0,1}256  

2. Calculate (Ќ, 𝑟) ∶=  𝐺(𝑚||𝐻(𝑝𝑘)) 
3. Calculate 𝑐 =  𝑃𝐾𝐸. 𝑒𝑛𝑐(𝑝𝑘, 𝐻(𝑚)) 

4. Calculate 𝐾 ∶=  𝐾𝐷𝐹(Ќ||𝐻(𝑐)), 
Output: 𝑒𝑛𝑐𝑎𝑝𝑠𝑢𝑙𝑎𝑡𝑒𝑑 𝑐, 𝑠ℎ𝑎𝑟𝑒𝑑 𝑠𝑒𝑐𝑟𝑒𝑡 𝐾 
 

Algorithm 6. Kyber KEM decapsulation 

Input: 𝑠𝑒𝑐𝑟𝑒𝑡 𝑘𝑒𝑦 𝑠𝑘 𝑎𝑛𝑑 𝑒𝑛𝑐𝑎𝑝𝑠𝑢𝑙𝑎𝑡𝑒𝑑 𝑐 

Process:  

1. Calculate 𝑚′ = 𝐾𝑦𝑏𝑒𝑟. 𝑃𝐾𝐸. 𝐷𝑒𝑐𝑟𝑦𝑝𝑡𝑖𝑜𝑛(𝑠𝑘, 𝑐) 

2. Calculate (Ќ′, 𝑟′) ∶=  𝐺(𝑚′||𝐻(𝑝𝑘)) 
3. Calculate 𝑐′ =  𝐾𝑦𝑏𝑒𝑟. 𝑃𝐾𝐸. 𝐸𝑛𝑐𝑟𝑦𝑝𝑡𝑖𝑜𝑛(𝑝𝑘,𝑚′, 𝑟′) 
4. 𝑖𝑓 𝑐 = 𝑐′, 𝑡ℎ𝑒𝑛 𝐾 ∶=  𝐾𝐷𝐹(𝐾′||𝐻(𝑐)) 
5. 𝑖𝑓 𝑐 ≠  𝑐′, 𝑡ℎ𝑒𝑛 𝐾 ∶=  𝐾𝐷𝐹(𝑧||𝐻(𝑐)) 
Output: 𝑠ℎ𝑎𝑟𝑒𝑑 𝑠𝑒𝑐𝑟𝑒𝑡 𝐾 

 

2.2.  Crystal-Dilithium 

Dillitihum is a digital signature scheme based on lattice modules that has been standardized by NIST 

[26]. Dilithium is designed to be simple to implement securely, minimize the size of public keys and signatures, 

modular, and conservative on parameters [14], [22]. Other than that, Dilithium is designed to be efficient to run 

and secure against lattice reduction attack [27]. This effectiveness is accomplished by meticulously organizing 

the instructions and combining the multiplications and reductions throughout the NTT [6]. 



                ISSN: 2302-9285 

Bulletin of Electr Eng & Inf, Vol. 15, No. 3, June 2026: 2665-2676 

2668 

The security of this algorithm is based on the difficulty of obtaining the shortest vector from a lattice 

[22] Dilithium are utilizing calculation functions like ExpandA, ExpandS, ExpandMask, Power2Round, 

HighBits, SampleInBall, MakeHint, and UseHint [22]. The simplified design of the algorithm used in Dilithium 

is shown in Algorithms 7 to 9. 

 

Algorithm 7. Dilithium key generation 

Input: No Input 

Process:  

1. Generate random 𝑠𝑒𝑒𝑑 𝜉 ∈  {0,1}256  
2. Calculate (𝜌, 𝜌′, 𝐾)  ∈  {0,1}256 × {0,1}512 × {0,1}256 ∶=  𝐻(𝜉) 
3. Generate matrix 𝐴 ∈  𝑅𝑞

𝑘 ×𝑙 ∶=  𝐸𝑥𝑝𝑎𝑛𝑑𝐴(𝜌)  

4. Samples (𝑠1, 𝑠2) ∈  𝑅𝑞
𝑙 × 𝑅𝑞

𝑘 ∶= 𝐸𝑥𝑝𝑎𝑛𝑑𝑆(𝜌′)  

5. Calculate 𝑡 =  𝐴𝑠1  + 𝑠2  
6. Calculate (𝑡1, 𝑡0) ∶=  𝑃𝑜𝑤𝑒𝑟2𝑅𝑜𝑢𝑛𝑑(𝑡, 𝑑) 
7. Calculate 𝑡𝑟 ∈  {0,1}256: =  𝐻(𝜌||𝑡1)  

Output: 𝑃𝑢𝑏𝑙𝑖𝑐 𝐾𝑒𝑦 𝑣𝑘 ∶=  (𝜌, 𝑡1) 𝑎𝑛𝑑 𝑃𝑟𝑖𝑣𝑎𝑡𝑒 𝐾𝑒𝑦 𝑠𝑠𝑘 ∶=  (𝜌, 𝐾, 𝑡𝑟, 𝑠1, 𝑠2. 𝑡0) 
 

Algorithm 8. Dilithium signing 

Input: 𝑃𝑟𝑖𝑣𝑎𝑡𝑒 𝑘𝑒𝑦 𝑠𝑠𝑘 = (𝜌, 𝐾, 𝑡𝑟, 𝑠1, 𝑠2. 𝑡0) 𝑎𝑛𝑑 𝑚𝑒𝑠𝑠𝑎𝑔𝑒𝑠 𝑀 ∈  {0,1}∗  
Process:  

1. Generate matrix 𝐴 ∈  𝑅𝑞
𝑘 ×𝑙 ∶=  𝐸𝑥𝑝𝑎𝑛𝑑𝐴(𝜌) 

2. Generate 𝜇 ∈  {0,1}512: =  𝐻(𝑡𝑟||𝑀)  
3. Calculate 𝜌′′ ∈  {0,1}512 =  𝐻(𝐾||𝜇) 
4. Initiate 𝜅 ∶= 0, 𝑎𝑛𝑑 (𝑧, ℎ) ∶=⊥ 

5. while (𝑧, ℎ)  =⊥ do 

6.  𝑦 ∈  𝑅𝑞
𝑙 ∶=  𝐸𝑥𝑝𝑎𝑛𝑑𝑀𝑎𝑠𝑘(𝜌′′, 𝜅) 

7.  𝑤 ∶=  𝐴𝑦 

8.  𝑤1 ∶=  𝐻𝑖𝑔ℎ𝐵𝑖𝑡𝑠(𝑤) 
9.  𝑐 ∶= 𝐻(𝜇||𝑤1)  
10.  𝑐 ∈  𝑅𝑞 ∶=  𝑆𝑎𝑚𝑝𝑙𝑒𝐼𝑛𝐵𝑎𝑙𝑙(𝑐) 

11.  𝑧 ∶=  𝑦 + 𝑐𝑠1 

12.  𝑟0 ∶=  𝐿𝑜𝑤𝐵𝑖𝑡𝑠𝑞(𝑤 − 𝑐𝑠2, 2𝛾2) 

13.  if ||𝑧||∞  ≥  𝛾1 −  𝛽 𝑜𝑟 ||𝑟0||  ≥ 𝛾2 − 𝛽  

14.  then (𝑧, ℎ)  =⊥ 

15. else  

16.  ℎ ∶= 𝑀𝑎𝑘𝑒𝐻𝑖𝑛𝑡(−𝑐𝑡0, 𝑤 − 𝑐𝑠2 + 𝑐𝑡0, 2𝛾2)  

17.  if ||𝑐𝑡0||∞  ≥  𝛾2 𝑜𝑟 𝑡ℎ𝑒 𝑛𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 1′𝑠 𝑖𝑛 ℎ 𝑖 𝑔𝑟𝑒𝑎𝑡𝑒𝑟 𝑡ℎ𝑎𝑛 𝜔  

18.  then (𝑧, ℎ)  =⊥ 

19.  𝜅 ∶= 𝜅 + 𝑙 
Output: 𝑆𝑖𝑔𝑛𝑎𝑡𝑢𝑟𝑒 𝝈: = (𝑧, ℎ, 𝑐 )  

 

Algorithm 9. Dilithium verification 

Input: 𝑃𝑢𝑏𝑙𝑖𝑐 𝐾𝑒𝑦 𝑣𝑘 =  (𝜌, 𝑡1) , 𝑚𝑒𝑠𝑠𝑎𝑔𝑒 𝑀, 𝑎𝑛𝑑 𝑠𝑖𝑔𝑛𝑎𝑡𝑢𝑟𝑒 𝜎 ∶=  (𝑧, ℎ, 𝑐  )  
Process:  

1. Generate matrix 𝐴 ∈  𝑅𝑞
𝑘 ×𝑙 ∶=  𝐸𝑥𝑝𝑎𝑛𝑑𝐴(𝜌)  

2. Generate 𝜇 ∈  {0,1}512: = 𝐻(𝐻(𝜌||𝑡1)||𝑀)  
3. Calculate 𝑐 ∶= 𝑆𝑎𝑚𝑝𝑙𝑒𝐼𝑛𝐵𝑎𝑙𝑙(𝑐  )  
4. 𝑤′1 ∶=  𝑈𝑠𝑒𝐻𝑖𝑛𝑡(ℎ, 𝐴𝑧 − 𝑐𝑡1 ⋅ 2

𝑑 , 2𝛾2) 
5. 𝑐  ′ ∶= 𝐻(𝜇||𝑤′1) 
6.  if 𝑐  ′ =  𝑐  𝑎𝑛𝑑 ||𝑧||∞  <  𝛾1 𝛽 𝑎𝑛𝑑 𝑡ℎ𝑒 𝑛𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 1′𝑠 𝑖𝑛 ℎ ≤ 𝜔 

7.  𝑉𝑒𝑟𝑖𝑓𝑖𝑐𝑎𝑡𝑖𝑜𝑛𝑆𝑡𝑎𝑡𝑢𝑠 =  𝑉𝑎𝑙𝑖𝑑 

8. else 

9.  𝑉𝑒𝑟𝑖𝑓𝑖𝑐𝑎𝑡𝑖𝑜𝑛𝑆𝑡𝑎𝑡𝑢𝑠 =  𝑉𝑎𝑙𝑖𝑑 

Output: 𝑉𝑒𝑟𝑖𝑓𝑖𝑐𝑎𝑡𝑖𝑜𝑛𝑆𝑡𝑎𝑡𝑢𝑠 
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3. METHOD 

The following schematic diagram illustrates the overall workflow of the research process, which 

consists of five main stages: system design and planning, system implementation, system testing, performance 

measurement, and performance analysis, all of which are essential to ensure the development of a reliable and 

effective system. 

 

3.1.  System design and planning 

The standard NIST post-quantum algorithms, Kyber and Dilithium have been implemented. Pre-

quantum algorithms like RSA, ECDSA, and ECDH are utilized for comparison. The Brainpool curve is used 

by both ECDH and ECDSA, with ECDH serving as the key agreement rather than KEM. 

Several equivalent or nearly equivalent security levels are used to obtain a comparable comparison. 

Here is the algorithm strength table based on security levels for RSA and elliptic curve cryptography (ECC) 

[23] and Kyber and Dilithium [28], [29]. It can be depicted in Table 1. 

 

 

Table 1. Algorithm security level 
No Security bits RSA ECDH/ECDSA Kyber Dilithium 

1 128 3072 256≤f≤383 Kyber512 Dilithium2 

2 192 7680 384≤f≤511 Kyber768 Dilithium3 
3 256 15360 f≥512 Kyber1024 Dilithium5 

 

 

Algorithm variants are denoted using the format keyExchange_digitalSignature_level. For example, 

Kyber_Dilithium_1 refers to the post-quantum algorithm variant operating at the first security level. The 

proposed system is organized into two main stages: i) digital signature key pair generation, which is used to 

show and represent participant identities and ii) execution of the AKE protocol, during which authentication 

and secure session key establishment are performed. 

a. Digital signature key generation 

The process of generating the digital signature will be carried out according to the diagram in Figure 1. 

 

 

 
 

Figure 1. Digital signature key generation and exchange 

 

 

Each party will generate a key pair (vk, ssk), which is obtained by running Algorithm 7. Next, the 

client will exchange public keys with the server. In the TLS protocol, public keys between parties are 

distributed by involving a trusted third party using certificates obtained from the public key infrastructure (PKI) 

[30]. However, in this study, both parties exchanged keys directly through the API. 

b. AKE protocol execution 

The AKE protocol consists of three stages: keygen-sign, verify-encapsulate-sign, and verify-

decapsulate, as shown in Figure 2. 

The AKE protocol begins when the client generates a KEM public–private key pair (𝑝𝑘, 𝑠𝑘). The 

client then signs the public key (𝑝𝑘) using its digital signature private key (𝑠𝑠𝑘𝑐) producing a signature 𝜎𝐴. 

The pair (𝑝𝑘, 𝜎𝐴) is terminated to the server for verification. If the verification fails, the server returns an error 

and the protocol is terminated. 

Upon successful verification, the server generates a shared secret key K and encapsulates it into a 

ciphertext c. The server signs c with its digital signature private key to produce a second signature 𝜎𝐵 and sends 
(𝑐, 𝜎𝐵) back to the client. The client verifies 𝜎𝐵 if the verification is invalid, the protocol terminates with an 

error. Otherwise, the client decapsulates c to recover the shared secret key K. 
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Figure 2. AKE protocol 

 

 

3.2.  System implementation 

The proposed AKE system was implemented using Python 3.12 on a Linux-based platform. The 

cryptographic operations for CRYSTALS-Kyber and CRYSTALS-Dilithium were implemented using a post-

quantum cryptographic library compliant with NIST specifications. The system architecture follows a client–

server model, where FastAPI is used to expose RESTful HTTP endpoints for key exchange and authentication 

operations. 

Each phase of the AKE protocol—key generation, signing, verification, encapsulation, and 

decapsulation—is executed through dedicated API endpoints. The entire execution workflow is automated 

using Bash scripts, which sequentially invoke the API endpoints to ensure consistent execution order and 

repeatability. This design enables the isolated measurement of each cryptographic operation, as well as the 

end-to-end execution of AKE. 

 

3.3.  System testing 

System testing was conducted in two stages. First, functional testing verified the correctness of the 

digital signature and the KEM key pair generation, storage, and loading processes. Second, integration testing 

evaluated the complete execution of the AKE protocol, encompassing authentication, key exchange, and the 

establishment of a shared secret between communicating parties. 

All experiments were performed on a test environment with fixed hardware and software 

configurations to ensure consistency. The testing environment consisted of a single machine running the client 

and server components locally to eliminate network latency effects. The system was evaluated under identical 

conditions for all algorithm variants and security levels (128, 192, and 256 bits). 
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3.4.  Performance measurement and analysis 

Performance evaluation focused on execution time and communication overhead. Measurements were 

conducted for the following stages: 

a. Digital signature key pair generation, 

b. KEM key pair generation and public key signing (KeyGen–Sign), 

c. Public key verification, shared secret generation, and encapsulation signing (verify–encapsulation–sign), 

d. Verification and decapsulation of encapsulated data (verify–decapsulation), 

e. End-to-end execution of the AKE protocol, 

f. Output the byte size of cryptographic messages. 

Each experiment was executed multiple times (N iterations), and the reported execution time 

represents the average value across all runs to minimize measurement variance. Execution time was measured 

using high-resolution system timers, while communication overhead was calculated by recording the byte size 

of all transmitted cryptographic artifacts. The collected results were analyzed comparatively across algorithm 

variants and security levels to assess performance trade-offs. 

 

 

4. RESULTS AND DISCUSSION 

This section presents the experimental results and discusses the performance of the proposed AKE 

protocol using the Kyber–Dilithium post-quantum cryptographic variant in comparison with classical ECDH–

ECDSA and ECDH–RSA schemes. The evaluation focuses on execution time and output byte size across three 

security levels: 128, 192, and 256 bits. 

 

4.1.  Key encapsulation mechanism and digital signature key pair generation 

Dilithium consistently achieves the fastest key-generation performance among the evaluated 

algorithms, requiring only 0.0245–0.0599 ms across all security levels. In comparison, ECDSA operates in the 

sub-second range. In contrast, RSA exhibits substantially higher latency, increasing from approximately  

130 ms at the lowest security level to nearly 50 s at the highest, reflecting severe scalability limitations. These 

results underscore the significant computational overhead of RSA relative to elliptic curve–based ECDSA and 

lattice-based Dilithium. At the same time, Dilithium's consistently low latency highlights its superior efficiency 

and scalability as a practical post-quantum alternative to conventional public-key cryptography, as summarized 

in Table 2. 

 

4.2.  Key generation and sign phase 

The post-quantum Kyber–Dilithium hybrid consistently achieves the highest efficiency in combined 

key-generation and signing operations, with execution times remaining below 0.17 ms and increasing only 

modestly from 0.0896 ms at security level 1 to 0.1696 ms at level 3. By comparison, the ECDH–ECDSA hybrid 

operates in the sub-3 ms range, whereas the ECDH–RSA combination exhibits severe scalability limitations, 

with latency escalating from 1.0843 ms to 178.0964 ms at the highest security level. At level 3, ECDH–RSA 

is more than three orders of magnitude slower than Kyber–Dilithium, highlighting the impracticality of RSA-

based hybrids for high-security, performance-sensitive environments. These findings demonstrate that post-

quantum hybrid schemes can deliver both long-term security and substantial computational advantages, as 

summarized in Table 3. 
 

 

Table 2. Key generation average time 
Algorithm Average time (ms) 

Dilithium_1  0.0245 
Dilithium_2  0.0377 

Dilithium_3  0.0599 

ECDSA_1  0.2738 
ECDSA_2  0.6302 

ECDSA_3  0.8998 

RSA_1  130.0487 
RSA_2  4980.0524 

RSA_3  49936.7783 
 

Table 3. Keygen-sign average time 
Algorithm Average time (ms) 

Kyber_Dilithium_1  0.0896 
Kyber_Dilithium_2  0.1435 

Kyber_Dilithium_3  0.1696 

ECDH_ECDSA_1  0.7249 
ECDH_ECDSA_2  1.536 

ECDH_ECDSA_3  2.445 

ECDH_RSA_1  1.0843 
ECDH_RSA_2  35.3117 

ECDH_RSA_3  178.0964 
 

 

 

4.3.  Verification-encapsulation-signature 

The post-quantum Kyber_Dilithium hybrid consistently achieves the best performance among the 

evaluated schemes, requiring only 0.13 ms at the lowest security level—approximately an order of magnitude 

faster than the classical alternatives—and exhibiting strong scalability, with execution time increasing only 

modestly as security requirements rise. In comparison, ECDH_ECDSA shows predictable and moderate 
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performance degradation, whereas ECDH_RSA suffers from severe scalability limitations, becoming nearly 

700 times slower than Kyber_Dilithium at the highest security level. These results highlight the substantial 

computational overhead of RSA-based hybrids at elevated security settings and position Kyber_Dilithium as 

an efficient, scalable, and future-ready cryptographic solution, as summarized in Table 4. 

 

4.4.  Verification and decapsulation phase 

The Kyber_Dilithium hybrid demonstrates the fastest combined verification and decapsulation 

performance among the evaluated schemes, with execution times remaining below 0.08 ms and scaling 

smoothly from 0.0398 ms at security level 1 to 0.0786 ms at level 3. In contrast, the classical ECDH_RSA and 

ECDH_ECDSA hybrids operate in the millisecond range, with 0.3814–1.961 ms and 0.6007–1.99 ms, 

respectively, and both converge to nearly identical performance at the highest security level. Overall, 

Kyber_Dilithium is approximately 15 times faster than the closest classical alternative at level 1 and about 25 

times faster at level 3, underscoring the superior efficiency and scalability of post-quantum hybrid schemes for 

verification and decapsulation operations, as summarized in Table 5. 

 

 

Table 4. Verification-encapsulation-signature average 

time 
Algorithm Average time (ms) 

Kyber_Dilithium_1 0.1344 
Kyber_Dilithium_2 0.2538 

Kyber_Dilithium_3 0.2635 

ECDH_ECDSA_1 1.4742 
ECDH_ECDSA_2 2.9092 

ECDH_ECDSA_3 4.7692 

ECDH_RSA_1 1.5314 
ECDH_RSA_2 35.323 

ECDH_RSA_3 182.889 
 

Table 5. Verification-decapsulation average 

time 
Algorithm Average time (ms) 

Kyber_Dilithium_1 0.0398 
Kyber_Dilithium_2 0.0574 

Kyber_Dilithium_3 0.0786 

ECDH_ECDSA_1 0.6007 
ECDH_ECDSA_2 1.3052 

ECDH_ECDSA_3 1.99 

ECDH_RSA_1 0.3814 
ECDH_RSA_2 0.9451 

ECDH_RSA_3 1.961 
 

 

 

4.5.  Overall authenticated key exchange protocol performance 

Figure 3 compares the average runtime of four different hybrid cryptographic AKE protocols. The 

combinations tested are Kyber_Dilithium, ECDH_ECDSA, ECDH_RSA, and a standalone Kyber_Dilithium 

structure labeled "10.76" through "355.00," which represent the average time in milliseconds for each protocol 

to complete. The data shows that the Kyber_Dilithium hybrid protocol is the most computationally expensive, 

taking 393.68 ms, followed closely by the Kyber-only variant at 271.83 ms. In contrast, the classical 

ECDH_ECDSA and ECDH_RSA hybrids are significantly faster, with average times of 52.47 ms and  

20.83 ms, respectively. 

 

 

 
 

Figure 3. AKE protocol average time 
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The performance gap highlights the substantial computational overhead introduced by post-quantum 

cryptographic algorithms compared to their classical elliptic curve counterparts. While the Kyber_Dilithium 

combination offers strong security against both classical and quantum threats, its runtime is nearly an order of 

magnitude slower than ECDH_RSA. This suggests that for performance-sensitive applications, a hybrid 

approach using ECDH may still be preferable. However, as quantum computing advances, adopting slower but 

quantum-resistant algorithms like Kyber and Dilithium will likely become necessary, despite current speed 

trade-offs. 

 

4.6.  Output by the size analysis 

Figures 4 and 5 compare the output byte sizes of key pairs, ciphertexts, and digital signatures. As 

expected, the Kyber KEM produces significantly larger public keys, secret keys, and ciphertexts than ECDH, 

with sizes approximately an order of magnitude larger. Similarly, Dilithium signatures and keys are larger than 

those of ECDSA, though they grow more moderately than RSA signatures at higher security levels. 

Overall, the Kyber–Dilithium variant incurs higher communication overhead than classical schemes, 

particularly when compared to ECDH–ECDSA. However, when compared to ECDH–RSA, the Dilithium 

secret signing key size at higher security levels is smaller, while other components remain larger. These results 

indicate a clear trade-off between communication cost and computational efficiency. 

 

 

  
  

Figure 4. KEM algorithm bytes size Figure 5. Digital signatures bytes size 

 

 

4.7.  Discussion and pratical implementation 

The experimental results reveal a fundamental trade-off between execution time and communication 

overhead. While the Kyber–Dilithium variant introduces larger message sizes, it significantly reduces 

execution time and scales efficiently across higher security levels. This characteristic is particularly 

advantageous for post-quantum TLS deployment, where handshake latency is a critical factor. 

Compared with recent post-quantum TLS and AKE studies, these findings align with prior observations 

that lattice-based schemes increase bandwidth usage but offer superior computational performance. Unlike 

previous works that focus solely on KEM integration or retain classical authentication mechanisms, this study 

evaluates a fully post-quantum AKE protocol by combining Kyber for key encapsulation and Dilithium for 

authentication. Consequently, the results provide empirical evidence supporting the feasibility of deploying a 

complete post-quantum AKE design in future secure communication systems. 

 

 

5. CONCLUSION 

Experimental results show that the Kyber–Dilithium variant introduces higher communication 

overhead in terms of byte size compared to classical ECDH–ECDSA and ECDH–RSA schemes; however, it 

consistently achieves lower average execution time across security levels of 128, 192, and 256 bits. These 

findings demonstrate the feasibility and practical efficiency of integrating NIST-standardized post-quantum 

algorithms for both key encapsulation and authentication within an AKE protocol. While the evaluation is 
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limited to execution time and message size in a software-based environment, the results indicate that Kyber–

Dilithium is a promising alternative for post-quantum secure key exchange. Future work will focus on 

deployment in TLS-based systems, evaluation on resource-constrained devices, and broader security and 

performance analyses. 
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