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 The rapid growth of internet of things (IoT) devices have improved 

connectivity but also exposed networks to cyber threats. This study proposes 

a prediction-scoring-based ensemble deep learning model with prediction-

scoring-optimized feature selection (EDLM-PSOFS) for intrusion detection 

in IoT systems. The model integrates random forest (RF) feature extraction 

with ant lion optimization (ALO)-tuned convolutional neural networks 

(CNNs) to balance accuracy and computational efficiency. Using the KDD 

Cup ’99 dataset containing 4.9 million traffic records and 41 features, the 

framework achieved 97% accuracy, 0.99 precision, and 0.97 recall within 

five epochs. Comparative evaluation shows faster convergence and reduced 

complexity than gated recurrent units (GRU), long short-term memory 

(LSTM), and support vector machine (SVM) baselines, demonstrating 

suitability for real-time, resource-constrained IoT deployments. 
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1. INTRODUCTION 

The internet of things (IoT) has become an important technological ecosystem that connects smart 

devices, sensors, and actuators so that they can share data and make smart decisions in a wide range of fields, 

including healthcare, manufacturing, transportation, and smart cities [1]–[3]. Kevin Ashton first used the 

term "Internet of Things" in 1999 to talk about how physical objects could be connected to digital 

communication networks [2]. IoT technology has come a long way in the last twenty years. It now lets 

machines talk to each other, analyze data in real time, and use edge intelligence. But this digital growth has 

also brought about a new set of cybersecurity challenges because IoT devices are open, diverse, and limited 

in resources [4]. Market research says that the IoT industry will be worth about 11 billion USD worldwide by 

2026, and that more than 50 billion devices will be connected by 2025 [5], [6]. This growth makes it easier to 

make decisions based on data and automate processes, but it also puts billions of nodes at risk of cyber 

attacks. IoT devices usually use lightweight communication protocols and have limited storage and 

computing power, which makes them very easy targets for hackers [7]. Attacks like distributed denial of 

service (DDoS), malware injection, SQL injection, and botnet infiltration can put user data at risk by making 

https://creativecommons.org/licenses/by-sa/4.0/
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it less private, less secure, and less available [8], [9]. These weaknesses are especially important because IoT 

devices often deal with private and business information. Kumar et al. [10] have thus stressed the necessity 

for intelligent intrusion detection systems (IDS) capable of identifying and counteracting evolving attack 

patterns in real time. 

Traditional IDS models depend on signature-based or rule-based detection, which frequently does 

not identify zero-day and polymorphic attacks. To address this constraint, the research community has 

increasingly concentrated on machine learning (ML) and deep learning (DL) methodologies capable of 

autonomously extracting intricate behavioural attributes from network data [11]–[15]. ML methods like 

support vector machine (SVM), decision tree (DT), and random forest (RF) have been used to find strange 

traffic, but they usually rely on hand-crafted features and don't work as well when they have to deal with 

large IoT datasets. DL architectures such as convolutional neural networks (CNNs) and recurrent neural 

networks (RNNs) can automatically find nonlinear dependencies, but they need a lot of computing power and 

are very sensitive to how hyperparameters are set. So, the best IDS for IoT should be able to detect things 

with high accuracy, be easy on computers, and be able to adapt to changing data distributions. To overcome 

these limitations, researchers have utilized metaheuristic optimization algorithms for feature selection and 

model refinement. Particle swarm optimization (PSO), genetic algorithm (GA), and ant lion optimization 

(ALO) are some of the most popular methods because they can effectively search large solution spaces and 

avoid local optima [16], [17]. These algorithms can make DL work better by fine-tuning hyperparameters 

like the learning rate, batch size, and dropout ratio, as well as finding the most important features in traffic 

data. However, many hybrid frameworks that combine metaheuristics and DL have problems like 

computational overhead, slow convergence, and limited generalization across different datasets. 

Raj and Pani [18] introduced a chaotic whale crow (CWC) optimization framework that integrates 

chaotic whale optimization (CWOA) and crow search algorithm (CSA) for secure routing in IoT, resulting in 

enhanced throughput and latency while concentrating solely on routing-level security. Adat and Gupta [19] 

offered a thorough analysis of IoT security, detailing a classification of vulnerabilities, challenges, and 

architectural solutions, while emphasizing the necessity for adaptive, multi-layered defense strategies.  

Gaber et al. [20] proposed an industrial IoT (IIoT) intrusion detection methodology employing PSO and the 

bat algorithm (BAT) for feature extraction, alongside RF for classification. The method worked well for 

accuracy, but it had trouble adapting to changing IoT environments. Sharifian et al. [21] created a sin-cos-

based improved African vulture optimization algorithm (bIAVOA) that uses a gravitational fixed radius 

nearest neighbour (GFRNN) classifier to find DDoS attacks. It was accurate for some attacks, but it took a lot 

of processing power and was likely to overfit. Roopak et al. [22] proposed a multi-objective-based feature 

selection method for DDoS attack detection in IoT networks. Chaudhary et al. [23] created an IDS for fog-

enabled IoT networks that used filter-based feature selection and J48 classifier. It had low latency but 

couldn't be expanded. Dahou et al. [24] suggested a reptile search algorithm (RSA) in conjunction with CNN 

for attack detection, but encountered difficulties regarding computational efficiency and adaptability to 

emerging threats. Krishna and Arunkumar [25] utilized a PSO–gray wolf optimization (GWO) hybrid for IoT 

intrusion detection employing RF classification; although they attained satisfactory accuracy, their model 

experienced convergence delays when processing large-scale data. Lightweight cryptographic and heuristic 

methods have also been created to work with IDS frameworks. Tewari and Gupta [26] presented a ultra-

lightweight mutual authentication protocol for IoT devices that employs solely bitwise operations, thereby 

decreasing computational and communicative expenses while preserving privacy. Even though this work was 

cryptographic, it showed how important it is for IoT devices with limited resources to use energy-efficient 

algorithms. Saheed et al. [27] subsequently introduced a hybrid autoencoder-based model employing a 

modified particle swarm optimization (HAEMPSO) algorithm for feature selection and a deep neural 

network (DNN) for classification. Their system was very accurate, but it was hard to find the right balance 

between selection efficiency and model generalization. 

Intelligent IDS for IoT have various problems that restrict their operational scalability and 

reliability, despite substantial advances. DL-based IDSs are accurate on benchmark datasets but have 

considerable computational overheads due to deep architectures and extensive parameterization, rendering 

them unsuitable for resource-restricted edge or fog contexts. Most metaheuristic-driven IDS frameworks lack 

adaptive control between exploration and exploitation, causing premature convergence and poor detection 

robustness under shifting attack distributions. Generalization across heterogeneous IoT topologies is another 

major issue. When subjected to different device types, communication protocols, and attack patterns, 

centralized or single-domain dataset models often perform poorly. Real-time IoT cybersecurity is hampered 

by this detection accuracy-computational efficiency imbalance. The need for a lightweight, adaptively 

optimized ensemble architecture is growing. For rapid, precise, and scalable detection in dynamic IoT 

settings, this system must synchronize feature selection, hyperparameter optimization, and ensemble 

inference. Advanced architectures like vision transformer-based IDS (ViTIDS) [28], gated graph neural 
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networks (GGNN-IDS) [29], and federated transformer-CNN hybrids [30] combine attention mechanisms for 

contextual learning. These models are computationally demanding and require considerable training data, 

making them unsuitable for real-time IoT nodes. Thus, prediction-scoring-based ensemble optimization and 

lightweight feature-driven learning make the ensemble deep learning model with prediction-scoring-

optimized feature selection (EDLM-PSOFS) model an adaptive, resource-aware option that fills this research 

need. 

 

 

2. METHOD 

The proposed EDLM-PSOFS aims to provide an efficient, lightweight, and highly accurate 

framework for cyber-attack detection in IoT networks. This architecture combines feature selection, 

hyperparameter optimization, and ensemble DL inference to make sure that detection is strong while using as 

little processing power as possible. The principal novelty of the EDLM-PSOFS framework lies in its score-

based ensemble aggregation integrated with feature-driven optimization. This dual mechanism achieves an 

equilibrium between computational lightness and detection precision, offering an efficient alternative to 

heavy multi-layer IDS models while preserving real-time responsiveness for edge IoT devices. Figure 1 

present the overall framework architecture and application domains of the proposed EDLM-PSOFS system 

before the detailed processing stages are discussed. Figure 1(a) illustrates the conceptual workflow of the 

framework, including data collection, preprocessing, optimization, classification, and the final intrusion 

decision process, while Figure 1(b) highlights major IoT application areas such as smart homes, healthcare, 

smart cities, industrial IoT, smart grids, and transportation, emphasizing the growing need for robust 

cybersecurity solutions in real-time environments. Figure 2 shows how IoT applications are used in different 

fields, which shows how important it is to have strong cybersecurity solutions in a variety of real-time 

settings. The proposed EDLM-PSOFS framework begins with data preprocessing using the standard KDD 

Cup ’99 dataset, which contains labelled network traffic representing both benign and malicious activities. 

Initially, raw traffic attributes are normalized using min-max scaling to transform all features into a common 

range of [0, 1], thereby preventing features with larger magnitudes from dominating the learning process and 

ensuring balanced convergence during training. Subsequently, the normalized dataset is divided into training 

and testing subsets for effective model development and performance evaluation. 

Although the KDD Cup ’99 dataset is a legacy benchmark, it continues to serve as a standard 

baseline for intrusion detection research owing to its well-labelled attack categories, balanced traffic 

representation, and compatibility with lightweight IoT-focused IDS frameworks. Moreover, its structured 

feature distribution allows the proposed EDLM-PSOFS model to validate detection performance with 

minimal preprocessing overhead. To ensure broader applicability, future work will include validation on 

recent datasets such as NSL-KDD and CICIDS-2017, which provide modern attack variants and richer 

protocol diversity. 

Next, feature selection is very important for making detection more accurate and less complicated to 

compute. We use the RF algorithm to find the most discriminative attributes by calculating the mean 

decrease in impurity across several DTs. This choice cuts down on the number of dimensions in the data, cuts 

down on redundancy, and speeds up the DL process without hurting performance. After choosing the best 

feature subset, ALO is used to tune the hyperparameters of the DL model. ALO is a metaheuristic based on 

how antlions hunt, and it strikes a good balance between exploration and exploitation. 

The ALO search space was constrained to empirically validated parameter bounds to ensure stability 

and convergence: learning rate ∈ [0.0001–0.01]; dropout ∈ [0.2–0.5]; batch size ∈ {32, 64, 128}; 

convolutional filters ∈ {16, 32, 64, 128}. The fitness objective minimized (1−accuracy), leading to optimal 

hyperparameter sets of learning rate=0.0012, dropout=0.3, batch size=64, and 64 filters per layer. 

In the suggested model, each antlion stands for a possible CNN setup, which is determined by things 

like the learning rate, batch size, dropout ratio, and number of filters. Through repeated random walks and 

changing the boundaries as needed, ALO dynamically looks for the combination of parameters that makes 

the fitness function (1–accuracy) the lowest. This makes sure that the DL classifier converges as quickly as 

possible and improves both its accuracy and stability. The ensemble DL module is the main part of EDLM-

PSOFS. It has several CNN sub-models, each trained on the best feature set but started with different random 

weights to encourage variety. Each CNN learns different patterns in IoT traffic data that are both spatial and 

temporal. During inference, the prediction-scoring mechanism takes the probability outputs from each CNN 

and adds them all together to get an average ensemble score for each attack class. The final choice is based 

on the category with the highest score, which makes the system more stable and less likely to make mistakes. 

This ensemble strategy reduces the biases of each learner and makes sure that predictions are consistent even 

when the network conditions change. 

The design focusses on "lightweight computation," which makes it possible to use the model on IoT 

devices at the edge or in the fog. Tests showed that EDLM-PSOFS can find things with 97% accuracy in just 
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five epochs, which shows that it converges quickly and works well. In addition, combining optimised feature 

selection with adaptive parameter tuning cuts down on training time and memory use by a large amount 

compared to traditional DL frameworks. The proposed model improves cyber-attack detection accuracy and 

makes sure that scalability and adaptability are possible for next-generation IoT infrastructures that need real-

time, resource-efficient intrusion detection. 

 

 

  
(a) (b) 

 

Figure 1. The proposed framework architecture for; (a) EDLM-PSOFS workflow and (b) IoT application 

domains 

 

 

 
 

Figure 2. IoT application domains highlighting the need for robust cybersecurity solutions 

 

 

3. SIMULATED RESULTS 

The suggested EDLM-PSOFS framework was put into action and tested using the KDD Cup '99 

dataset on a Python-based platform that ran on an Intel i5 processor with an RTX 3050 GPU. The goal of the 

experimental analysis was to see if the prediction-scoring optimized EDLM worked better than other baseline 

classifiers like RNN, long short-term memory (LSTM), gated recurrent units (GRU), SVM, and logistic 

regression (LR). The performance evaluation looked at accuracy, loss, convergence rate, precision, recall, 

F1-score, and how well the computer worked. We used 80% of the dataset to train the model and 20% to test 

it. For feature scaling, we used min-max normalization, and for CNN learning, we used ALO-optimized 

hyperparameters. Five times, each simulation was run again, and the average results were used to check for 

consistency. The results showed that the proposed method worked better on all evaluation metrics, which 

proved that it was strong and could handle complicated IoT traffic conditions. 

Figure 3 demonstrates the convergence stability of the proposed EDLM-PSOFS model during both 

training and testing phases. The accuracy curve shows consistent growth over successive epochs with 

minimal fluctuation, indicating reliable optimization behavior. After five epochs, the model achieved a 
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training accuracy of 96.55% and a testing accuracy of 96.56%, confirming the absence of overfitting. The 

ensemble structure and optimized feature subset improved the model’s generalization to unseen data. 

Compared with standalone CNN and LSTM baselines, EDLM-PSOFS reached convergence faster owing to 

ALO-tuned hyperparameters and adaptive weight updates. This rapid convergence is essential for real-time 

IoT intrusion detection, where timely adaptation to network dynamics is critical. 

Figure 4 shows how the training and testing losses go down over time. The loss curve goes down 

steadily, which shows that the gradient descent and optimization are working well. The dropout mechanism 

worked well to regularize the data, as shown by the fact that the training loss went down by about 33.96% 

and the testing loss went down by 16.02%. The proposed framework kept the difference between training and 

validation losses low, unlike traditional models that show big oscillations because weight updates are not 

stable. This balance shows that the feature selection and scoring-based ensemble method worked well to 

reduce bias and variance trade-offs. The low loss values show that the EDLM's predictions are reliable. 

 

 

  
  

Figure 3. Training and testing accuracy analysis of 

the proposed EDLM-PSOFS framework 

Figure 4. Training and testing loss analysis 

 

 

Figure 5 shows how well the EDLM-PSOFS model does compared to other methods like RNN, 

LSTM, GRU, and SVM in terms of precision and recall. The proposed model achieved a precision of 0.99 

and a recall of 0.97, surpassing all benchmark classifiers. The model's improved precision shows that it has 

fewer false positives, and the higher recall shows that it can correctly identify attack instances. The ALO-

driven hyperparameter selection and feature optimization process that made the model more discriminative is 

what caused this improvement. The results from the confusion matrix also showed this superiority, with 8943 

true positives and almost no false negatives for major attack classes like DoS and probe. The ensemble's 

prediction scoring system made classification much more reliable, especially for rare attack patterns that 

older models had trouble finding. 

Figure 6 shows how the detection accuracy and computation time of all the models we looked at 

compare. The EDLM-PSOFS framework had the best detection accuracy at 97%, which was better than 

LSTM (94%), GRU (95%), and SVM (91%). The proposed system had the shortest average computation 

time, finishing each iteration in less than a minute. This shows that it is efficient for deploying IoT networks 

in real time. The shorter computation time is due to the combination of fewer features and better CNN 

parameters, which both cut down on unnecessary operations. These results show that the EDLM-PSOFS 

model not only improves the accuracy of classification but also makes processing light enough for IDSs that 

work in fog and edge environments. To evaluate the individual contribution of each module, ablation 

experiments were performed on three configurations: i) RF-only+CNN, ii) CNN+ALO (without feature 

selection), and iii) RF+ALO+single CNN. 

To further substantiate the comparative analysis, additional evaluation measures were incorporated, 

including F1-score, area under the curve (AUC), confusion matrix, and receiver operating characteristic 

(ROC) visualization. The proposed EDLM-PSOFS achieved an F1-score of 0.98 and an AUC of 0.992, 

confirming the model’s superior balance between precision and recall. 

Figure 7 shows the ROC curves of the proposed EDLM-PSOFS framework compared with baseline 

algorithms including LSTM, GRU, RNN, and SVM. The proposed ensemble achieves the highest AUC of 

0.992, significantly exceeding classical and DL counterparts (ranging from 0.93–0.97). The steep ascent of 

the EDLM-PSOFS curve toward the upper-left corner indicates its superior discriminative capability in 

distinguishing attack and normal traffic instances. This high AUC reflects balanced sensitivity and 
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specificity, validating the effectiveness of the ALO-tuned CNN ensemble in minimizing both false positives 

and false negatives. 

 

 

 
 

Figure 5. Precision and recall comparison 

 

 

 
 

Figure 6. Comparative analysis of detection accuracy and computational time 

 

 

 
 

Figure 7. ROC curves of the proposed EDLM-PSOFS model versus baseline algorithms 
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Table 1 presents the performance comparison of different module combinations in the proposed 

EDLM-PSOFS framework, demonstrating that the full EDLM-PSOFS model achieves the highest accuracy, 

precision, recall, and F1-score compared to the other variants. The model's optimized feature subset and 

metaheuristic parameter adjustment enhance convergence and generalization. The CNN avoided local optima 

with the ALO algorithm's exploration-exploitation balance. In addition, RF-based ranking removed duplicate 

characteristics, improving interpretability. The reliance on labelled datasets limits its application in real-

world IoT systems with minimal annotated data. While lighter than other metaheuristics, the ALO phase may 

be computationally intensive for large data sets. The framework's centralized training limits its use in 

decentralized or federated IoT contexts. Future research will apply the EDLM-PSOFS model to federated and 

distributed learning frameworks for decentralized training and data privacy. Integrating semi-supervised and 

unsupervised learning could increase zero-day attack detection adaptability. Explainable AI (XAI) improves 

automated security system trust by making forecasts more understandable. IoT devices with limited resources 

can reduce computational load by using lightweight CNNs like MobileNet or Tiny-YOLO. These 

improvements improve the framework's scalability, energy efficiency, and real-time application in next-

generation IoT networks. 

 

  

Table 1. Performance comparison of individual modules in the EDLM-PSOFS framework 
Model variant  Accuracy (%)  Precision Recall  F1-score 

RF+CNN 93.42 0.94 0.92 0.93 
CNN+ALO 95.16 0.96 0.94 0.95 

Full EDLM-PSOFS (ours) 97 0.99 0.97 0.98 

 

 

4. CONCLUSION 

This paper introduced an innovative EDLM-PSOFS for efficient cyber-attack detection in IoT 

networks. The model combines RF-based feature importance ranking and ALO to fine-tune hyperparameters 

in a CNN-based ensemble architecture. This hybrid method cuts down on unnecessary features, speeds up 

convergence, and improves detection performance while keeping the computational complexity low. The 

proposed framework achieved a detection accuracy of 97% on the KDD Cup '99 dataset, with precision and 

recall values of 0.99 and 0.97, respectively. This was better than traditional ML and DL models like SVM, 

RNN, LSTM, and GRU. The ensemble prediction-scoring mechanism made classification more reliable and 

robust, making sure that performance was consistent across different types of intrusions. The research 

validates that the integration of optimized feature selection with adaptive DL significantly improves IoT 

network security. The EDLM-PSOFS framework strikes a good balance between accuracy and speed, 

making it a good choice for IoT applications at the edge and in real time. Future extensions will investigate 

federated learning, XAI, and lightweight CNN architectures to enhance scalability, transparency, and 

deployment feasibility in expansive, resource-limited IoT settings. Future research will prioritize 

decentralized, privacy-preserving intrusion detection through federated and self-supervised learning 

frameworks, enabling collaborative model updates without raw-data exchange. Graph-based reasoning and 

transformer-attention layers will be integrated to capture spatiotemporal dependencies among heterogeneous 

IoT nodes. Moreover, upcoming studies will explore multimodal threat detection across encrypted, cross-

protocol, and multi-sensor traffic streams to enhance zero-day resilience and end-to-end adaptability. 
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