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 The rapid growth of internet of thing (IoT) has increased the need for secure 

communication among resource-constrained devices using lightweight 

protocols such as message queuing telemetry transport (MQTT) and message 

queuing telemetry transport for sensor network (MQTT-SN). Traditional 

certificate-based solutions introduce significant computational and memory 

overhead for low-power devices. This paper proposes the hybrid lightweight 

protocol (HLP), a certificate-free approach combining elliptic-curve key 

exchange, hash-based message authentication code (HMAC)-based 

authentication, and ChaCha20-Poly1305 encryption. HLP uses pre-shared 

keys to reduce handshake complexity while maintaining confidentiality, 

integrity, and mutual authentication across MQTT and MQTT-SN 

environments. A Python-based implementation using paho-mqtt was 

evaluated in a constrained-device testbed. Experimental results show that 

HLP achieves lower handshake latency (~20–24 ms) and reduced bandwidth 

overhead (~130 bytes) compared with elliptic curve Diffie-Hellman 

ephemeral-pre-shared key (ECDHE-PSK) and elliptic curve Diffie-Hellman 

ephemeral-elliptic curve digital signature algorithm (ECDHE-ECDSA), while 

still supporting forward secrecy. These findings demonstrate that HLP is an 

efficient and practical solution for securing IoT communications on 

constrained devices. 
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1. INTRODUCTION 

The development of internet of thing (IoT) has changed the world in many aspects. We have now 

entered an age in which inanimate objects can communicate with one another, exchange data, and perform 

automated tasks. IoT is increasingly adopted across various domains, including smart homes, industrial control 

systems, healthcare, transportation, and environmental monitoring [1], [2]. As of 2025, it is estimated that over 

30 billion devices will be connected globally, generating massive amounts of data and requiring robust, real-

time, and secure communication mechanisms [3], [4]. 

One of the core challenges of securing IoT communications lies in the resource-constrained nature of 

IoT devices [5], [6]. These devices often operate on limited battery power, have modest computational 

capabilities, and have minimal memory. Consequently, implementing conventional security protocols such as 

transport layer security (TLS) with certificate-based authentication mechanisms (e.g., Rivest–Shamir–

Adleman (RSA) or elliptic curve digital signature algorithm (ECDSA)) introduces significant overhead in 
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terms of processing power, memory usage, and energy consumption. Such overhead is impractical for devices 

such as sensors, actuators, and embedded controllers commonly used in IoT deployments [7]. 

Figure 1 shows a hierarchical classification of IoT protocols, organized into three main categories 

based on their functional roles within the IoT communication stack. At the top level, the figure distinguishes 

between network layer protocols, transport & messaging protocols, and application & device management 

protocols. Network layer protocols such as 6LoWPAN, Zigbee, LoRaWAN, and NB-IoT enable low-power, 

long-range, and low-bandwidth communication suitable for IoT devices [8], [9]. Transport & messaging 

protocols such as message queuing telemetry transport (MQTT), message queuing telemetry transport for 

sensor network (MQTT-SN), CoAP, and AMQP facilitate efficient, lightweight message exchange between 

devices and cloud services. Finally, application & device management protocols, including HTTP/HTTPS, 

LwM2M, OMA-DM, and RESTful APIs, handle device configuration, firmware updates, and application-level 

interactions. This classification highlights the modular and layered architecture of IoT ecosystems, which offers 

varying flexibility and scalability options across deployment contexts [10], [11]. 

 

 

 
 

Figure 1. Classification of IoT communication protocols 

 

 

The MQTT protocol is rapidly becoming the most dominant inter-networking communication 

standard for IoT applications owing to its lightweight publish/subscribe messaging model, low network-layer 

requirements, and a small header size [12], [13]. However, the default security mechanisms of any MQTT 

implementation remain weak because they rely solely on plain-text tokens and username/password pairs, which 

lead to eavesdropping, replay attacks, and unauthorized access to MQTT sessions. While TLS can improve 

MQTT security, its deployment is unsuitable for most use cases in constrained settings [14], [15]. 

Most of the MQTT ‘security’ adaptations have focused on lightweight TLS implementations. The 

most common adaptation is the use of the elliptic curve Diffie-Hellman ephemeral (ECDHE) for session key 

generation [16]. These approaches, along with the elliptic curve digital signature algorithm (ECDSA) for 

authentication, are widely used because they significantly reduce the size of the session key and the associated 

crypto overhead in RSA/remote public key infrastructures (PKI) scenarios [16], [17]. 

MQTT-SN is specifically designed for wireless sensor networks and provides an alternative for 

scenarios where TCP-based MQTT is too heavy. Despite its potential, MQTT-SN's security remains under-

researched, with most existing solutions either relying on simple symmetric encryption or ignoring the protocol 

entirely. The lack of integrated, lightweight, and secure authentication mechanisms for MQTT-SN represents 

a significant gap in current research [18], [19]. 

Furthermore, current studies often limit their evaluation to either simulation environments or 

simplistic performance metrics, such as CPU utilization and message latency [20]. Few works consider real-

world end-to-end communication, including client- and broker-side authentication, session key derivation, and 

message encryption and decryption under realistic network conditions. This gap in comprehensive, practical 

implementation undermines the applicability of proposed security mechanisms in actual IoT ecosystems, where 

devices are deployed across diverse environments with varying network conditions and energy constraints [21]. 
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This paper proposes a novel hybrid lightweight protocol (HLP) for IoT security over MQTT and 

MQTT-SN to address these critical gaps. The HLP combines symmetric cryptography, ephemeral elliptic-

curve key exchange, and hash-based message authentication code (HMAC)-based authentication to deliver a 

highly efficient, secure communication mechanism for resource-constrained devices. Unlike traditional 

approaches, HLP eliminates the need for certificates by leveraging a pre-shared key (PSK) model that 

authenticates devices using keyed hashes. This reduces cryptographic complexity and enables scalable and 

secure integration across a wide range of IoT platforms. 

The key contributions of this paper are as follows: 

− We propose HLP, a novel certificate-free, hybrid authentication and encryption scheme for MQTT and 

MQTT-SN protocols, suitable for ultra-constrained IoT devices. 

− We design a full end-to-end communication framework that includes mutual authentication, session key 

generation, and secure payload transmission using lightweight cryptographic primitives. 

− We implement a proof-of-concept testbed to simulate real-world deployment using Python cryptographic 

libraries and measure end-to-end metrics, including authentication overhead, encryption latency, and 

resource usage. 

− We compare HLP against existing lightweight protocols and show improved performance in computational 

cost, bandwidth consumption, and resistance to common attack vectors. 

− We provide the first integrated solution that extends secure session management to MQTT and MQTT-SN, 

addressing a major limitation in current research that largely ignores MQTT-SN's security. 

By addressing the dual challenges of efficiency and security in IoT communications, the proposed 

HLP scheme paves the way for broader adoption of secure MQTT and MQTT-SN protocols in real-world IoT 

ecosystems. A balance between cryptographic strength and implementation feasibility guides the design 

choices. The proposed model makes the protocol practical for many IoT applications, including those deployed 

in low-power and low-connectivity environments. 

HLP’s novelty lies in its MQTT/MQTT-SN oriented integration of PSK/HMAC mutual 

authentication, ephemeral ECDH forward secrecy, and AEAD payload protection, together with an end-to-end 

implementation and measured evaluation in the same experimental setting—rather than in proposing new 

cryptographic primitives. 

 

 

2. RELATED WORK 

This section presents the methodological foundations of our proposed HLP and describes relevant 

prior studies that inspired and informed our design. We extended and examined each study's context, 

contributions, and limitations. A summary comparison table is also provided at the end. 

Roldán-Gómez et al. [22] provided an in-depth study on the security posture of the MQTT-SN 

protocol by identifying seven distinct attack scenarios that could be practically implemented. They highlighted 

the unique vulnerabilities in resource-constrained networks and proposed a novel threat-detection model that 

can identify unknown attack patterns. While the approach demonstrated strong detection capability, it did not 

incorporate cryptographic mechanisms or encryption strategies, limiting its protection scope to monitoring and 

alerts. Andy et al. [23] performed a comprehensive vulnerability assessment on MQTT broker 

implementations, including Mosquitto and HiveMQ. Their analysis of public CVEs revealed persistent issues, 

including denial-of-service vulnerabilities and injection attacks. They recommended proactive improvements 

in broker design but did not experimentally evaluate these proposals in constrained environments or implement 

a tested defense framework. Andy et al. [23] conducted hands-on experiments to demonstrate attack feasibility 

on various MQTT configurations. The work detailed attack vectors such as eavesdropping, unauthorized 

publishing, and denial-of-service, particularly when brokers were misconfigured or lacked TLS support. The 

study was purely diagnostic and, along with the diagnosis, did not provide any countermeasures or mitigation 

frameworks. 

Chien et al. [24] proposed a lightweight authentication scheme for MQTT that seamlessly integrates 

into existing APIs. Their model uses a secure two-phase handshake based on symmetric keys and session 

tokens, reducing computational cost compared to SSL. Despite its lightweight nature and compatibility, the 

scheme does not ensure encrypted payloads or forward secrecy, leaving message confidentiality unprotected. 

Dinculeană and Cheng [25] proposed a lightweight alternative to symmetric encryption for MQTT-

based IoT communication. Their method uses HMAC signatures as identifiers of known values, enabling 

efficient matching through a lookup table on the receiver side. This significantly reduced encryption overhead 

on devices like the Omega2+. However, the model's scalability and security are constrained by the necessity 

to precompute and securely store large hash tables, and key compromise can undermine confidentiality. 

Table 1 summarizes the most relevant prior works addressing MQTT and MQTT-SN security for IoT 

systems. It outlines the methods various researchers use to mitigate known vulnerabilities, improve protocol 
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security, or enhance the efficiency of authentication and encryption processes. The summarized methods 

include threat modeling, lightweight authentication, CVE analysis, and hash-based HMAC optimizations, each 

tailored to improve performance or resilience in constrained IoT environments. 

As reflected in the table, most studies substantially improved detection capabilities or performance 

optimizations. However, a recurring limitation across several approaches is the lack of comprehensive coverage 

that combines authentication, encryption, and forward secrecy. This observation reinforces the need for an 

integrated, lightweight, and hybrid security framework like the proposed HLP, which addresses the trade-offs 

between security and resource consumption while remaining compatible with MQTT and MQTT-SN protocols. 
 

 

Table 1. Summary of security enhancements for MQTT/MQTT-SN protocols 
Reference Method Improvement Limitation 

Roldán-
Gómez et 

al. [22] 

Threat modeling and attack 
simulation on MQTT-SN 

Introduced seven MQTT-SN attack 
scenarios and a threat detector to enhance 

resilience 

Focused on attack detection without 
addressing cryptographic 

countermeasures 

Andy et al. 

[23] 

Survey and CVE analysis on 

MQTT broker 

implementations 

Identified real-world vulnerabilities across 

open-source brokers and advocated for 

proactive security design 

Relied primarily on retrospective 

analysis and lacked experimental 

validation 

Chien et al. 
[24] 

Two-phase API-compatible 
MQTT authentication 

scheme 

Enhanced authentication using a secure 
handshake protocol without modifying the 

MQTT core 

Focused on authentication only and 
lacked message encryption or session 

confidentiality 
Dinculeană 

and Cheng 

[25] 

Value-to-HMAC mapping 

using hash-based keyed 

authentication 

Reduced encryption overhead by replacing 

traditional ciphers with precomputed 

HMAC mappings 

Limited to small value ranges and 

susceptible to hash table 

reconstruction attacks if compromised 

 
 

From a formal cryptographic perspective, we consider an active network adversary who can 

eavesdrop, replay, delay, drop, and inject messages, including attempting man-in-the-middle attacks between 

the client and broker/gateway. Under this model, the protocol aims to provide mutual authentication, session 

key freshness, replay resistance, payload confidentiality/integrity, and forward secrecy via ephemeral ECDH, 

assuming the long-term PSK is securely stored, and endpoints can generate fresh nonces. To ground these 

claims in established practice, we align our discussion with relevant standards and RFCs, including NIST 

guidance on key management and widely used RFCs covering PSK-based key exchange, HMAC, X25519, and 

ChaCha20-Poly1305. 

 

 

3. PROPOSED ALGORITHM 

This section may be divided by subheadings. It should provide a concise, precise description of the 

experimental results, their interpretation, and the conclusions that can be drawn. This part outlines the 

methodology for designing and assessing the HLP, which aims to bolster the security of IoT communication 

over MQTT and MQTT-SN, and focuses on ‘how to do’ the specific tasks within the HLP framework. HLP 

aims to be a lightweight, yet secure, certificate-free communication protocol that also aligns with the limitations 

of IoT systems. Automated mutual trust is implemented using a methodology that includes symmetric 

cryptography, elliptic curve key exchange, and HMAC-based authenticated messages. RSA-based certificates 

and PKI, which are commonly used with IoT systems, are replaced by the HLP framework because of the 

RSA-free environment enabled by PSK, which offers security simplicity and scalability. This part addresses 

the adaptation of the MQTT and MQTT-SN protocols, their system realization, the architectural elements of 

the protocols, their operational phases, the cryptographic primitives used, and the protocols themselves. 

The sequence diagram illustrates the full working cycle of HLP from the client side to the broker side. 

The process is initiated when the client combines a random nonce and ephemeral elliptic curve cryptography 

(ECC) key pairs, then completes the authentication token calculation using PSK. The sequence diagram 

illustrates the complete operation of the proposed HLP communication between the client and broker. The 

process begins when the client generates a random nonce and ephemeral ECC key pair, and computes an 

authentication token using the PSK. Subsequently, the client sends its credentials to the broker, which checks 

the authentication token. If the token is valid, the broker continues with the protocol; otherwise, it rejects the 

session. After fully validating the authentication token, the broker generates its own nonce, performs ECDH to 

compute a shared secret, derives the session key, and sends an authentication response to the client. The client 

checks the response, confirms mutual authentication by performing the same computation to derive the session 

key. Once both parties have mutually validated each other, subsequent communication between the client and 

broker will be encrypted with the ChaCha20-Poly1305 protocol to ensure confidentiality, integrity, and 

authenticity, while maintaining low computational requirements. Figure 2 illustrates the HLP client–broker 

handshake, including PSK/HMAC-based mutual authentication, ECDH key agreement, and ChaCha20-

Poly1305 encrypted data exchange. 
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Figure 2. Sequence diagram of the HLP 

 

 

3.1.  Design rationale 

The HLP was developed to address challenges in existing security approaches for MQTT and MQTT-

SN. Although TLS, including RSA and ECDSA, is common practice, it is resource-intensive and requires 

excessive power and memory. This is especially true for microcontroller devices or sensor nodes that run from 

batteries. In addition, MQTT-SN is a protocol specifically designed for wireless sensor networks that uses 

UDP. In the past, MQTT-SN has been under-researched in terms of security, leading to significant gaps. The 

HLP provides mutual authentication, session key derivation using ECC, and message encryption using 

ChaCha20-Poly1305, an authenticated encryption algorithm that is faster and more resource-efficient than 

traditional methods. 

 

3.2.  Protocol architecture 

HLP's architecture consists of two main components: the IoT client (e.g., sensor or actuator) and the 

MQTT/MQTT-SN broker. The client starts the action by attempting to establish secure communication with 

the broker, with both components pre-provisioned with a PSK at registration time. The PSK is then used to 

derive HMAC tokens and implicitly authenticate the exchanged nonces. ECC is used to create one-time key 

pairs that are discarded at the end for session security and forward secrecy. Next, the broker and client each 

selected a nonce during negotiation. The ECDH key exchange output is combined with both the client and 

broker nonces to derive a shared session key, K_sess. The session K_sess is then run through HMAC to produce 

a random, unpredictable key used to encrypt the payloads. 

 

3.3.  Step-by-step operational flow 

In Figure 2, the operational flow of the proposed HLP is shown step-by-step, establishing a secure 

communication channel between an IoT client and an MQTT/MQTT-SN broker. Specifically, the IoT client 

generates a nonce and EC ephemeral key pair, then computes an authentication token using a PSK and HMAC. 

In the authentication token, the client’s public key and nonce are sent to the broker. When the broker receives 

the message, it authenticates the client, generates its own nonce and ephemeral key pair, and then computes an 

ECDH key exchange. After ECDH is used to derive a shared key, the broker will also derive a session key 
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using HMAC with the shared secret and the two nonces. The broker then responds to the client with an 

authentication token, which contains the broker’s authentication to the client and the brokers nonce. The client 

can verify the token and now construct the same session key. Once mutual authentication is complete and the 

session key is established, communication can proceed, encrypted with ChaCha20-Poly1305 to ensure the 

confidentiality, integrity, and authenticity of all messages. Figure 3 summarizes the HLP client–broker 

exchange: PSK/HMAC mutual authentication, ECDH session key derivation, and ChaCha20-Poly1305-

encrypted communication. 

 

 

 
 

Figure 3. Operational flow of the proposed HLP 

 

 

HLP is a lightweight authentication and encryption protocol for IoT devices using MQTT/MQTT-SN. 

It combines pre-shared keys (PSKs), ephemeral ECC-based key exchange, HMAC authentication, and 

ChaCha20-Poly1305 encryption to provide mutual authentication, secure session key generation, 

confidentiality, integrity, and perfect forward secrecy with low computational overhead suitable for resource-

constrained devices. 

 

HLP Algorithm 

Step 1: the client generates a random nonce (N_C) and an ephemeral ECC key pair (SK_C and 

PK_C). These keys are intended only for this session.  

Step 2: the client calculates an authentication token, Auth_C, using the PSK assigned during device 

registration: Auth_C = HMAC(PSK, ID_C || N_C).  

Step 3: the client sends an encrypted request to the broker, which includes its ID (ID_C), public ECC 

key (PK_C), nonce (N_C), and the calculated Auth_C. 

Step 4: the broker obtains the corresponding PSK using ID_C, then recalculates the HMAC to verify 

the Auth_C received.  

Step 5: if Auth_C is verified, the broker generates its own random nonce (N_B), and calculates the 

ECDH shared secret: K_ECC = ECDH(SK_B, PK_C). 

Step 6: the broker derives the session key as K_sess = HMAC (PSK, K_ECC || N_C || N_B). This 

key will be used to encrypt messages. 

Step 7: the broker creates its authentication token Auth_B = HMAC(PSK, ID_B || N_B) and returns 

it to the client along with its ID (ID_B) and nonce (N_B).  

Step 8: the client verifies Auth_B and computes the shared secret independently using its private key 

with the broker's public ECC key: K_ECC = ECDH(SK_C, PK_B). 

Step 9: it then derives K_sess using the same procedure and confirms that both sides have mutually 

authenticated and can derive the same shared encryption key.  

Step 10: all subsequent communication between the client and the broker is encrypted using 

ChaCha20-Poly1305(K_sess) to maintain confidentiality, integrity, and authenticity. 

 

Both parties can periodically generate new ECC key pairs and repeat the above steps to prevent key reuse and 

support perfect forward secrecy. 
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3.4.  Cryptographic primitives 

HLP recommends lightweight cryptographic protocols that have earned recognition for their 

efficiency and security. The elliptic curve used for key exchange is Curve25519. Curve25519 provides strong 

128-bit security with low CPU overhead. HMAC-SHA256 is used for authentication because it’s simple, 

collision-resistant, and is widely supported. For payload encryption, the standard chosen is ChaCha20-

Poly1305. ChaCha20-Poly1305 is an authenticated encryption algorithm that can provide confidentiality, 

integrity, and authenticity in a single operation. ChaCha20-Poly1305 also performs better in software-based 

environments and does not require specialized hardware acceleration, unlike AES-GCM. 

 

3.5.  Implementation environment 

Implementing and testing the protocol used Python version 3.11. The 'cryptography' module was used 

for cryptographic operations, while MQTT communication was handled via the 'paho-mqtt' library. The 

simulations were conducted in a virtual testbed that emulated IoT devices with resource constraints (e.g., 

ESP32 or Raspberry Pi Zero W). Performance metrics, such as authentication latency, time to encryption, and 

memory usage, were gathered for both MQTT and MQTT-SN operation modes. The messaging was tested in 

a variety of message sizes and network conditions to simulate more realistic IoT deployment conditions. 

 

3.6.  Message queuing telemetry transport vs message queuing telemetry transport for sensor network 

adaptation 

Although the MQTT protocol runs on top of TCP, providing ordered and reliable communication, 

MQTT-SN is designed to operate over UDP for low-power wireless sensor networks. The HLP protocol was 

modified by abstracting its primary capabilities at the application layer, allowing it to function directly with 

MQTT clients over TCP sockets and with MQTT-SN clients over UDP packets tunneled through a transparent 

MQTT-SN gateway. The encryption and authentication logic runs before transmission and does not include 

any transport-layer-specific reasoning [26]. 

 

3.7.  Security and session management 

To ensure robust security guarantees, HLP enforces session key uniqueness and freshness. Using 

ECDH guarantees that each session produces a new, independent key, while HMAC ensures the keys are not 

derivable even if the adversary intercepts public parameters. Mutual authentication is enforced by validating 

both Auth_C and Auth_B, preventing impersonation. Optional key rotation further enhances security by 

minimizing the exposure window in the event of a partial compromise [27]. 

 

 

4. SIMULATION AND DISCUSSION 

The current HLP prototype is implemented in Python to validate the protocol logic and enable rapid 

experimentation and repeatable measurements. As such, the reported latency and resource usage should be 

interpreted as prototype-level results that reflect the Python runtime and library overheads. While this provides 

useful comparative trends and an end-to-end demonstration, it does not fully represent a production-grade 

embedded implementation on ultra-constrained microcontrollers. 

Devices such as the Raspberry Pi Zero W (Linux-based) can support lightweight security services 

when configured carefully. Still, microcontrollers such as the ESP32 typically require a native implementation 

(e.g., C/C++ with hardware acceleration and tight memory control). Therefore, the observed memory footprint 

(e.g., up to ~45 MB) should not be interpreted as the expected embedded footprint of HLP itself; it includes 

the Python interpreter and cryptographic stacks. A native implementation and on-device evaluation on ESP32-

class hardware, together with reduced-footprint libraries and tighter memory profiling, are identified as future 

work. 

To ensure reproducibility, we define a common testbed and per-attack parameters. Testbed: Mosquitto 

2.0.18 broker (default config), Python 3.11 clients (paho-mqtt 2.1.0), cryptography 42.0, single subnet over 

localhost with a 20±5 ms emulated delay (netem), run length 100 s per trial, and fixed RNG seed=42. Baseline 

traffic: 10 clients publish at 1 msg/s each to distinct topics with 32-byte application payloads (QoS 0). Under 

HLP, normal message frames (including headers, nonce, and tag) are 85–100 B (μ≈92 B, σ≈4 B) for MQTT 

and 83–98 B (μ≈90 B, σ≈5 B) for MQTT-SN. We flag size anomalies when the packet size is >105 B for ≥3 

consecutive samples on the same flow (topic and client), or when the 95th percentile exceeds 110 B within a 

10-s window. 

Attack scenarios: (A1) replay—an adversary re-injects previously captured {CONNECT/PUBLISH} 

frames at 5 msg/s for 30 s starting at t=40 s. Replayed frames preserve original sizes (typically 90–98 B) but 

fail HLP freshness checks; detection labels are assigned when ≥10 invalid tokens are observed within 5 s. (A2) 

Packet Injection/Flood (DoS)—adversary publishes malformed PUBLISH frames at 200 msg/s for 20 s (t=60–
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80 s), with payloads padded to 110–115 B to stress bandwidth; we declare flood onset when per-client rate 

exceeds 50 msg/s for ≥2 s or when accumulated traffic slope increases by ≥3× baseline. (A3) 

Spoofing/Impersonation—adversary attempts to impersonate a valid client by forging Auth_C/Auth_B at  

0.1 Hz (1 attempt/10 s) over the full 100 s; packets are 88–96 B but fail HMAC verification. We count an 

impersonation event on each invalid token; a spoofing burst is flagged when ≥3 failures occur within 10 s. (A4) 

Burst Payload Anomaly—legitimate client temporarily sends oversized payloads (256 B app data) at 

2 msg/s for 15 s (t=20–35 s) to evaluate false-positive risk; resulting frames are 120–140 B. The detector 

tolerates a single 10-s burst if <5% of windowed samples exceed 120 B; otherwise, an anomaly is raised. All 

results are averaged over 5 runs; we report mean±SD for CPU, memory, and latency, along with the above 

thresholds, so that others can replicate our settings. 

 

4.1.  Security analysis 

We analyze HLP under an active network adversary capable of eavesdropping, replaying, delaying, 

dropping, and injecting messages, including man-in-the-middle attempts. Replay is mitigated by binding 

authentication and key derivation to fresh nonces. In contrast, impersonation and MITM attempts are mitigated 

because the session establishment requires valid HMAC tokens computed with the PSK and a key derived from 

an ephemeral ECDH exchange. Payload confidentiality and integrity are provided by AEAD encryption after 

the session key is established. This analysis is intended as a structured, standards-aligned argument; a 

mechanized proof (e.g., in Tamarin/ProVerif) is left for future work. 

 

4.2.  Pre-shared key scalability and management 

We recognize that PSK-based systems face scalability and lifecycle-management challenges in large 

deployments. To address this, HLP assumes unique per-device PSKs (not a global shared PSK) and supports 

operational measures such as secure provisioning/onboarding, key rotation and revocation, and domain-based 

or hierarchical provisioning to reduce exposure and simplify administration. Where available, hardware-backed 

storage (e.g., secure elements/TPM-like support) can further reduce key-extraction risk. Nonetheless, PSK 

management remains a practical limitation of PSK-based approaches, and we explicitly highlight it as a key 

constraint and direction for future work. 

 

4.3.  Packet sizes over time 

Examining the relationship between unexpected packet sizes and time is critical for identifying 

atypical communication patterns resulting from IoT environmental conditions and for identifying potential 

security challenges. Expected packets are usually predictable, with their sizes and timing patterns consistent, 

but unexpected packets exhibit irregular sizes and timing patterns that may be suspicious or anomalous. 

Tracking unexpected changes in packet size over time enables us to correlate them with incidents such as 

unauthorized access attempts, spoofing, and denial-of-service attacks. The timing of packets and resulting 

changes in packet size provide a model for defining normal communication patterns, enabling us to distinguish 

between normal and malicious behavior and to design real-time intrusion detection. Additionally, identifying 

unexpected packet-size aberrations provides important insight for protocol designers to address vulnerabilities 

exposed in the traffic environment and to improve the resilience and performance of their protocols. 

Figure 4 shows a time-based distribution of packet sizes detected in an IoT system, separated into 

expected and unexpected packets. Expected packets (orange) tended to have lower packet sizes (85–100 bytes), 

typically indicating legitimate, normal communication. Unexpected packets (blue) exhibited higher, stable 

packet sizes (110–115 bytes), suggesting abnormal or potentially malicious communication. The visualization 

enables the identification of anomalous traffic by highlighting outliers that fall outside the normal 

communication footprint, facilitating the detection of potential security risks or attacks (e.g., injection or packet 

spoofing) in resource-constrained IoT environments. 

 

4.4.  Accumulated network traffic over time 

It is important to analyze how traffic accumulates over time to quantify the implications of security 

threats on IoT communication systems. In a regular operation, the increase in traffic typically follows a well-

defined, predictable trajectory, consistent with the expected behavior of resource-constrained devices. But in 

an attack, such as a flooding or injection attack, the volume of transmitted data increases exponentially 

compared to non-attack traffic, resulting in a steeper cumulative data curve. By tracking traffic trends over 

time for both attacked and non-attacked states, deviations in traffic patterns associated with a malicious act can 

be detected, and the resulting degree of resource exhaustion can be identified. Such behaviors in simulation 

can yield observational evidence of how an attack affects the burden on IoT networks, while also highlighting 

the need for lightweight and efficient security mechanisms. In addition, the simulation recognizes how 

proposed protocols can be validated to maintain operation and mitigate excessive data growth resulting from 

attacks. 
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Figure 5 depicts the total network traffic for the attacked and non-attacked systems over time. The 

data illustrate a clear increase in the attacked system's traffic, as indicated by the steeper slope of the blue line 

compared with the orange line for the non-attacked system. The increase in transmitted data can thereby 

indicate the use of attack conditions, such as packet injection or packet flooding, causing a heavier burden on 

the networks and devices involved. Including the simulation in the paper is critical—indeed, quantitatively 

measuring the impact of attacks only confirms communication overhead. This type of analysis is also beneficial 

for validating lightweight security mechanisms, given the necessity of such mechanisms to preserve bandwidth 

and resource efficiency in adverse conditions-especially in constrained IoT contexts. 

 

 

  
  

Figure 4. Visualization of expected and unexpected 

packet sizes over time 

Figure 5. Accumulated network traffic over time 

in attacked vs. non-attacked IoT systems 

 

 

4.5.  Comparative analysis with existing lightweight protocols 

To assess the functionality of the proposed HLP, we evaluate its performance and security features 

against two commonly utilized lightweight protocols, namely ECDHE-PSK and ECDHE-ECDSA. The 

evaluation uses key metrics relevant to constrained IoT settings, including computation cost, bandwidth cost, 

certificate cost, and resistance to common attacks. The review shows that HLP is more efficient and secure, 

and is compatible with both the MQTT and MQTT-SN protocols. 

Table 2 compares the HLP with ECDHE-PSK and ECDHE-ECDSA across eight criteria: 

computational cost, bandwidth utilization, certificate dependency, forward secrecy support, mutual 

authentication, MQTT-SN support, and sufficient security against common attacks such as replay and spoofing. 

For constrained devices, the HLP exhibits lower computational and bandwidth overhead and no need for 

certificates. In addition, it provides robust security guarantees, including full forward secrecy, and mutual 

authentication. Finally, HLP is the only of the three schemes to support MQTT-SN, providing greater flexibility 

across different IoT deployments. 

 

 

Table 2. Comparative analysis of the proposed HLP protocol against existing lightweight cryptographic 

protocols 

Protocol 

Computat

ional cost 
(ms) 

Bandwid

th usage 
(bytes) 

Certificate 

requirement 

Forward 

secrecy 

Mutual 

authentication 

MQTT

-SN 
support 

Resistance 

to replay 
attack 

Resistance 

to spoofing 

ECDHE-PSK 35 160 No Partial Yes No Medium Medium 

ECDHE-ECDSA 60 180 Yes Yes Yes No High High 

HLP (proposed) 20 130 No Yes Yes Yes High High 

 

 

To provide a broader assessment of the HLP under study, additional performance metrics were 

captured: CPU usage, memory usage, and end-to-end latency. The study found that HLP had an average of  

18–22% CPU usage on ESP32-class devices and 12–15% CPU usage on Raspberry Pi Zero W, indicating an 

appropriate level of resource consumption for resource-constrained platforms. The memory usage in all device 

trials, therefore, peaked at less than 45 MB, notably lower than TLS-based schemes (e.g., 65–80 MB). 

Authentication latency was measured at 20 ms for MQTT and 24 ms for MQTT-SN, with an additional  

5 to 8 ms of latency due to encryption/decryption operations on every transaction. Overall, HLP communicates 
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with a very minimal computational and memory footprint while providing secure communication, further 

demonstrating its capability for ultra-lightweight IoT deployments. 

 

4.6.  Positioning and novelty relative to elliptic curve Diffie-Hellman ephemeral-pre-shared key 

HLP is not intended to introduce new cryptographic primitives; instead, it defines a lightweight 

composition and integration of well-established building blocks tailored to MQTT and MQTT-SN 

deployments. In conventional ECDHE-PSK handshakes (e.g., TLS-PSK variants), the PSK is used within a 

standardized handshake transcript and key schedule. By contrast, HLP targets publish/subscribe IoT messaging 

where: i) certificate handling is undesirable, ii) MQTT-SN over UDP and gateway-based deployments are 

common, and iii) constrained clients benefit from minimal handshake bytes and simple verification steps. HLP 

therefore: i) performs PSK/HMAC mutual authentication using fresh nonces and device identifiers before 

accepting a session, ii) establishes forward secrecy using an ephemeral ECDH exchange (Curve25519), and 

iii) derives the session key using a PSK-bound KDF over the ECDH shared secret and both nonces, followed 

by AEAD (ChaCha20-Poly1305) for payload protection. The novelty of HLP is thus expressed in: i) a unified 

application-layer protocol flow that supports both MQTT (TCP) and MQTT-SN (UDP/gateway) while 

remaining certificate-free; ii) explicit mutual authentication tokens (HMAC) bound to identities and freshness 

parameters before session acceptance; and iii) an end-to-end proof-of-concept implementation and 

experimental comparison (latency/bandwidth/resource overhead) against representative lightweight baselines 

under the same testbed configuration. 

The performance of the proposed HLP protocol is compared with two lightweight cryptographic 

schemes in Figure 6, measuring computational costs and bandwidth usage. HLP demonstrated the lowest 

computational overhead (20 ms) and the most effective bandwidth use (130 bytes), making HLP a good 

candidate for resource-constrained IoT devices. Both metrics showed that ECDHE-ECDSA performed the 

worst, largely due to certificate-based authentication requirements. ECDHE-PSK had better performance than 

ECDHE-ECDSA but was not as efficient as HLP. The results of this study suggest that HLP can perform secure 

communication with minimal resource use, furthering its applicability for low-power, and low-latency IoT use 

cases. 

 

 

 

 

Figure 6. Comparative performance of HLP vs. ECDHE-PSK and ECDHE-ECDSA 

 

 

5. CONCLUSION 

This paper presented the HLP for securing IoT communications over MQTT and MQTT-SN in 

resource-constrained environments. HLP combines PSK-assisted HMAC-based mutual authentication, 

ephemeral elliptic-curve key agreement for session establishment, and ChaCha20-Poly1305 for authenticated 

encryption. A proof-of-concept implementation was developed and evaluated in a controlled testbed, reporting 

performance in terms of authentication/handshake latency, bandwidth overhead, and computational cost. The 
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results suggest that HLP can provide a practical and efficient security option for lightweight publish/subscribe 

IoT messaging under the experimental conditions considered in this study. 

Despite these contributions, several limitations should be noted. First, HLP assumes secure PSK 

provisioning, storage, and rotation, which may be challenging to manage in heterogeneous or highly dynamic 

IoT deployments. Second, the evaluation was conducted in a controlled testbed and does not fully capture the 

behavior of large-scale networks with many clients, high churn, and diverse hardware/firmware constraints. 

Third, while the design follows established cryptographic primitives, this work does not provide a formal 

safety/security analysis (e.g., a formal proof, symbolic verification, or protocol model checking) to establish 

security properties under a comprehensive adversarial model rigorously. Finally, the implementation is 

software-based and may not reflect optimizations or constraints of all embedded platforms. 

Future work will focus on PSK lifecycle enhancements (e.g., automated provisioning, secure rotation, 

and compromise recovery) and large-scale evaluation using emulated or real deployments with higher node 

counts and varied device capabilities. In addition, we plan to conduct a formal protocol analysis using 

established verification frameworks and to extend the threat model to cover additional IoT-specific adversarial 

conditions. These steps will strengthen confidence in HLP’s security guarantees and clarify its applicability 

across broader IoT operational scenarios. 
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