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Phishing attacks are a significant cybersecurity threat in higher education,
where employees handle sensitive data such as student records, financial
transactions, and research information. This study investigates the relationship
between information security awareness (ISA), intuitive decision style (IDS),
and phishing detection confidence (PDC), while assessing the moderating role
of phishing email knowledge (PEK). A quantitative approach was employed,
using a structured questionnaire distributed to 120 employees at XYZ
University in Indonesia. Data were analyzed using moderated mediation
analysis with PROCESS Macro. The findings indicate that ISA positively
influences IDS, but an overreliance on intuition negatively impacts PDC. PEK
significantly moderates this relationship, reducing the negative effects of
intuitive decision-making. The results emphasize the importance of
cybersecurity awareness and phishing-specific training programs to enhance
detection confidence. Organizations should integrate security awareness

programs with phishing simulations and automated detection tools to
strengthen their cybersecurity defenses. This study is limited by its focus on a
single organization and reliance on self-reported measures. Future research
should explore additional cognitive and contextual factors influencing
phishing susceptibility to develop more comprehensive security strategies.
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1. INTRODUCTION

The rapid advancement of information and communication technology has transformed many sectors,
including education. However, this progress also increases the risks of cybersecurity threats, particularly
phishing attacks. Phishing is a cyberattack technique that exploits social engineering to obtain sensitive
information via electronic communication by impersonating legitimate entities [1]. In Indonesia, phishing
remains one of the most prevalent cybersecurity threats, as recent studies highlight significant cyberattack
activities targeting institutional environments [2]. These threats endanger data security, privacy, and
institutional integrity, making higher education institutions particularly vulnerable.

In the academic environment, phishing attacks may compromise the personal data of students, faculty,
and employees, thereby disrupting institutional operations. Employees are central to maintaining information
security, yet their awareness and knowledge of phishing remain limited [2]. Impulsive or intuitive decision-
making styles may further exacerbate susceptibility, as phishing attempts are often designed to trigger rapid
emotional responses. This highlights the importance of understanding how cognitive processes, awareness, and
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knowledge interact in shaping individuals’ ability to resist phishing. XYZ University in Indonesia has been
selected as the case study for this research due to its recent experiences with cybersecurity incidents,
particularly phishing attacks targeting its employees. Several employees at XY Z University have fallen victim
to phishing scams, leading to potential security breaches that threaten institutional data. One crucial factor in
mitigating this risk is increasing cybersecurity awareness.

Previous studies provide important foundations for this research. Naga et al. [3] emphasized that
cybersecurity awareness reduces vulnerability by encouraging caution in handling suspicious emails.
Sturman et al. [4] examined the role of information security awareness (ISA) and intuitive decision-making in
influencing behavioral intention and phishing detection, finding that higher awareness improves detection
ability but may be moderated by decision style. Brickley [5] noted that phishing detection confidence (PDC)
depends not only on awareness and skills but also on subjective factors such as prior experience, knowledge,
and self-assessed ability. Moreover, research shows that knowledge of phishing techniques strengthens one’s
ability to identify fraudulent emails, though it may also generate false confidence if overestimated [6].

Despite these contributions, several research gaps remain. First, most prior studies have focused on
behavioral intention or actual detection rather than confidence in detection, even though confidence strongly
influences decision-making in real phishing scenarios [5]. Second, the role of intuitive decision style (IDS) as
a mediator between awareness and PDC has not been sufficiently examined. Third, limited studies in the
Indonesian higher education context have analyzed how phishing knowledge moderates these relationships.
Addressing these gaps is critical, as employees in universities face growing cybersecurity threats but are rarely
the main focus of empirical investigations.

The objective of this paper is analyze the relationship between ISA, decision-making style, and
phishing knowledge in influencing PDC among employees at XYZ University in Indonesia. Specifically, this
research examines the mediating role of intuitive decision-making style and the moderating effect of phishing
email knowledge (PEK) in the relationship between ISA and PDC. By addressing these aspects, the study seeks
to provide insights that contribute to both theoretical advancements and practical applications in cybersecurity
awareness and phishing prevention strategies.

The research framework in this study integrates as shown in Figure 1. Insights from Sturman et al. [4]
regarding the relationship between ISA, IDS, and behavioral intention and phishing detection. However, this
study modifies the dependent variable by replacing behavioral intention and phishing detection with PDC. This
change is made to better align the research focus with how individuals assess their ability to detect phishing
rather than merely their intention to act. This shift aligns with Brickley [5], who emphasizes that confidence in
phishing detection can influence detection effectiveness, both positively and negatively. Furthermore, this
study retains PEK as a moderating factor, allowing for an exploration of whether increased knowledge about
phishing truly enhances confidence in detecting threats or instead fosters false confidence, potentially making
individuals more susceptible to sophisticated phishing attacks. By adapting the previous research framework,
this research analyses provide deeper insights into the psychological and cognitive mechanisms that shape an
individual’s confidence in phishing detection.

Phishing Email
Knowledge

Information Security Phishing Detection
Awareness Confidence

Figure 1. Theoretical model of moderated mediation [4]

Specifically, this study hypothesizes that ISA positively influences IDS among employees at XYZ
University in Indonesia (H1) and also has a positive effect on phishing detection confidence (H2). Furthermore,
it is expected that IDS positively influences phishing detection confidence (H3). In addition to these direct
relationships, this study investigates whether PEK moderates the relationship between ISA and phishing
detection confidence (H4) as well as the relationship between IDS and phishing detection confidence (H5). By
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testing these hypotheses, this study seeks to provide empirical insights into how these factors interact to
enhance PDC among employees in an academic work environment.

2. METHOD

This study examines the relationship between ISA, decision-making styles, and PDC among
employees of XYZ University in Indonesia. The population consists of all 120 employees at XYZ University
in Indonesia, aligning with Cresswell [7], who define a population as a group of subjects or objects with specific
characteristics relevant to research objectives. As noted by Sekaran and Bougie [8], a sample is a subset of the
population that represents the entire group, ensuring that the findings reflect broader trends within the target
population. Using Cochran’s formula, the minimum required sample size for a population of 120, with a 95%
confidence level and a 5% margin of error, is approximately 92 respondents. However, given the relatively
small population size, this study employs saturated sampling, a non-probability sampling technique where the
entire population is included as research participants. Unlike probability sampling, which ensures equal
selection opportunities, non-probability sampling does not guarantee equal chances for all individuals [7].
Saturated sampling is particularly useful in this context as it provides a comprehensive understanding of the
entire employee group without the need for random selection.

A total of 120 participants were included in the study. As shown in Table 1, the gender distribution is
nearly balanced, with 51% male participants (n=61) and 49% female participants (n=59). Regarding
generational cohorts, the largest group of participants belongs to the Millennial generation (40%, n=48),
followed by Generation Z (33%, n=40) and Generation X (25%, n=30). The Baby Boomer generation accounts
for only 2% (n=2), making it the least represented group. In terms of educational background, Table 1 indicates
that most participants hold a Bachelor’s degree (43%, n=52), followed by Doctorate holders (25%, n=30) and
Master’s degree holders (22%, n=26). Participants with Diploma 3 (7%, n=8) and Senior High School
education (3%, n=4) are the least represented. From the data in Table 1, it can be concluded that the study
sample primarily consists of Millennials with a Bachelor’s degree. This demographic composition provides a
comprehensive representation of cybersecurity awareness across different generations and educational levels.

Table 1. Participant demographics

Category Subcategory Percentage (%) n
Gender Female 49 59
Male 51 61

Generation Generation Z 33 40
Millennials 40 48

Generation X 25 30

Baby Boomers 2 2

Education level  Senior High School 3 4
Diploma 3 7 8

Bachelor's degree 43 52

Master's degree 22 26

Doctorate 25 30

This study employs a quantitative approach to analyze statistical relationships between variables.
According to Brahimi and Leperlier [9], quantitative methods provide a comprehensive understanding beyond
individual perspectives. A structured questionnaire is used to assess key research variables, ensuring
consistency in data collection and analysis [10]. While primary data offers firsthand insights, it requires
significant time and resources (Cresswell [7]). The questionnaire, designed with clear instructions, employs a
Likert scale to measure respondents' attitudes toward key indicators [11], enabling a nuanced understanding of
security awareness, decision-making styles, and PDC.

In this study, data were collected using a structured questionnaire combined with a practical email
sorting task. The questionnaire consisted of four main constructs. ISA was measured using 9 items that assess
employees’ understanding and vigilance regarding cybersecurity practices. PEK was measured with 15 items
designed to evaluate the respondents’ ability to recognize the common characteristics of phishing emails, such
as suspicious links, sender anomalies, and spelling errors. IDS was measured with 5 items capturing the extent
to which individuals rely on intuition and instinct rather than deliberate analysis when making decisions. The
primary outcome variable, PDC, was assessed using 15 questionnaire items and complemented by an email
sorting task. In this task, participants were presented with a series of email examples, consisting of legitimate
and phishing emails. For each email, they were asked to indicate their perceived security level by responding
to the statement: “I feel safe clicking on the link in this email.” This measurement approach strengthens the
validity of the PDC construct by confidence and practical detection performance.
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After data collection, data will be analyzed using descriptive statistics to summarize key
characteristics and inferential analysis to examine variable relationships and test hypotheses. The data will be
coded and processed using statistical software. Methodological challenges include limited generalizability, as
the sample is from XYZ University in Indonesia, though the use of saturated sampling minimizes bias.
Response rate issues will be addressed through follow-ups and reminders. Additionally, measurement accuracy
will be enhanced by using validated measurement scales.

Validity and reliability ensure accurate measurement and consistency in research instruments.
Validity testing verifies whether the questionnaire accurately captures research variables [7]. Statements
representing each variable were tested using SPSS with 30 respondents, following the recommended sample
size for normality. A statement is valid if its r-value exceeds the critical r-table value (0.361). Results confirmed
that all items met validity criteria. Reliability testing assesses the instrument's consistency over time using
Cronbach’s Alpha [7]. An instrument is reliable if £>0.70. SPSS results showed that all variables exceeded this
threshold: PDC (0.921), PEK (0.925), IDS (0.886), and ISA (0.934). The overall reliability score was 0.966,
indicating exceptional reliability.

The data analysis technique in this study employs moderated mediation analysis to evaluate the
relationships among the independent variable, mediator, moderator, and dependent variable simultaneously.
Huang et al. [12] stated that causal explanation helps in identifying complex cause-effect relationships, thereby
strengthening the validity of the research model. Hayes [13] explained that moderated mediation is an analytical
approach that examines whether the mediating effect of the independent variable (X) on the dependent variable
(YY) through a mediator (M) varies depending on the value of a moderator (W). This technique is used to
understand complex variable relationships and provide deeper insights into the mechanisms and conditions
influencing the indirect effect.

The analysis is conducted using PROCESS Macro version 4.3, developed by Andrew F. Hayes.
PROCESS Macro is specifically designed for analyzing mediation and moderation models in linear regression.
By using PROCESS, this study can easily estimate direct effects, indirect effects, and interaction effects
(moderation). Additionally, PROCESS facilitates the use of the bootstrapping method to enhance the accuracy
of confidence interval estimation [13]. This study applies Model 15 in PROCESS Macro, which represents a
moderated mediation model where the effect of the independent variable on the dependent variable is mediated
by a single mediator, and this mediation relationship is influenced by a single moderator. Sekaran and Bougie
[8] noted that analyzing the dependent variable allows researchers to identify the influencing factors and
provide answers or solutions to the research problem. This framework guides the moderated mediation analysis
employed in this study. This model is chosen because it allows for an in-depth analysis of complex relationships
between variables, including how the mediation effect depends on the level of the moderator [13].

The analysis process follows several steps. First, the study identifies the examined variables, including
the independent variable (X) as ISA, which reflects respondents' awareness of information security; the
mediator (M) as IDS, which represents respondents' preference for intuitive decision-making when evaluating
emails; the moderator (W) as PEK, indicating respondents' level of knowledge about phishing characteristics;
and the dependent variable (Y) as PDC, which measures the tendency to avoid clicking on malicious email
links. Next, data transformation is performed, where the ISA, IDS, and PEK variables are converted into z-
scores to obtain standardized effect sizes. Additionally, the moderator variable (PEK is categorized into three
levels: low (—1 standard deviation), average (mean), and high (+1 standard deviation).

The analysis process consists of four main steps. First, the direct effect analysis is conducted to
measure the direct relationship between ISA (X) and PDC (Y). Second, mediation analysis examines whether
the relationship between ISA (X) and Y is mediated by IDS (M). Third, moderation analysis assesses whether
the direct and indirect effects are influenced by the level of PEK (W). Lastly, to obtain more accurate results,
a bootstrap method with 5,000 samples is used to calculate confidence intervals for direct and indirect effects.
Alfons et al. [14] stated that the bootstrap method is preferred over traditional methods that assume normality,
as it allows for more flexible and accurate estimation of indirect effects and helps determine statistical
significance based on confidence intervals.

The decision criteria for this analysis are as follows. The relationships between variables are
considered significant if the p-value is less than 0.05. The moderation and mediation effects are deemed
significant if the confidence interval does not include zero.

3. RESULTS AND DISCUSSION
3.1. Results
3.1.1. Descriptive statistics and correlation analysis

Prior to hypothesis testing, a descriptive statistical analysis was conducted to examine the mean,
standard deviation, and correlation among the study variables. Table 2 presents the regression model for IDS
predictors, demonstrating the relationship between ISA and IDS. The results indicate that ISA is positively
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correlated with IDS (r=0.637, p<0.01), confirming the positive influence of ISA on IDS. Additionally, the
coefficient for ISA—IDS (0.637) is statistically significant (p=0.000), reinforcing the relationship between
these variables. The table also includes a control variable (COV), which shows a negative effect (-0.148) on

IDS with a significance level of p=0.034. These findings support Hypothesis 1 (H1), which states that ISA
positively influences IDS.

Table 2. Regression model for IDS predictor
Variable  Coefficient SE (HC4) t p-value LLCI ULCI

Constant 0.441 0.196 2.249 0.026 0.053  0.830
ISA—IDS 0.637 0.065 9.772 0.000 0.508  0.766
cov -0.148 0.069 -2.145 0.034 -0.284 -0.011

3.1.2. Mediation analysis

Next, Table 3 presents the regression model for PDC predictors. The relationship between IDS and
PDC was negative and significant (f=-0.300, SE=0.066, p<0.001, 95% CI [-0.431, -0.169]), suggesting that an
intuitive approach to decision-making reduces employees’ intention to detect phishing attempts. This finding
contradicts Hypothesis 3 (H3), which posited a positive effect of IDS on PDC. The direct effect of ISA on PDC

was positive and significant (3=0.266, SE=0.099, p=0.008, 95% CI [0.070, 0.462]), supporting Hypothesis 2
(H2).

Table 3. Regression model for PDC predictor
Variable Coefficient SE (HC4) t p-value LLCI ULCI

Constant 3.604 0.211 17.093  0.000 3.186  4.022
ISA—PDC 0.266 0.099 2.688 0.008 0.070  0.462
IDS—PDC -0.300 0.066 -4540 0.000 -0.431 -0.169
PEK—PDC 0.250 0.134 1.860 0.065 -0.016 0.516
ISAXPEK 0.185 0.153 1.212 0.228 -0.117 0.487
IDSxPEK -0.305 0.155 -1.971  0.051 -0.612 -0.002
cov 0.051 0.062 0.833 0.407 -0.071 0.174

3.1.3. Moderation analysis

To further explore this moderating effect, Table 4 presents the Johnson-Neyman analysis, which
identifies the range of PEK levels at which IDS significantly affects PDC. The results indicate that IDS
negatively affects PDC at moderate and high levels of PEK (p<0.05), meaning that individuals with higher
PEK are more likely to experience a stronger negative effect of intuitive decision-making on PDC. However,
at low levels of PEK (p=0.560), the effect of IDS on PDC becomes non-significant, suggesting that when
phishing knowledge is minimal, intuitive decision-making does not significantly impact PDC. These findings
confirm that the moderating role of PEK influences how IDS affects PDC, further validating H5.

Table 4. Johnson-Neyman test: significant moderation range of PEK
PEK level  Effect of IDS->PDC __ SE (HC4) t p-value LLCI _ULCI

-0.720 -0.081 0.138 -0.585 0560 -0.353 0.192
0.000 -0.300 0.066 -4540 0.000 -0.431 -0.169
0.720 -0.520 0.121 -4298  0.000 -0.759 -0

3.1.4. Moderated mediation analysis

To further explore the interplay between ISA, IDS, PEK, and PDC, we conducted a moderated
mediation analysis using PROCESS Model 15 by Hayes (2022). The analysis examined whether the indirect
effect of ISA on PDC via IDS was contingent upon varying levels of PEK. The results confirmed that the
indirect effect of ISA on PDC is moderated by PEK at moderate and high levels, supporting H4.

Table 5 highlights the conditional direct effects of ISA on PDC, demonstrating that the direct
relationship strengthens as PEK increases. The index of moderated mediation in this finding confirms that PEK
significantly moderates the indirect relationship between ISA and PDC via IDS.

The results in Table 6 show that the indirect effect of ISA on PDC through IDS is not significant at
low levels of PEK (-0.720) as the confidence interval includes zero. However, the effect becomes significant

at moderate (0.000) and high (0.720) levels of PEK, indicating that as employees' PEK increases, the negative
influence of IDS on PDC strengthens.
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Table 5. Conditional direct effects of ISA on PDC at different levels of PEK
PEK level Direct effect of IDSSPDC  SE (HC4) t p-value  95% CI (LLCI, ULCI)

-0.720 0.133 0.128 1.037  0.302 [-0.121, 0.387]
0.000 0.266 0.099 2.688  0.008 [0.070, 0.462]
0.720 0.399 0.165 2416 0.017 [0.072, 0.726]

Table 6. Conditional indirect effects of ISA on PDC via IDS at different levels of PEK
PEK level Indirect effect of IDS>PDC  BootSE  95% CI (BootLLClI, BootULCI)

-0.720 -0.051 0.090 [-0.247,0.112]
0.000 -0.191 0.052 [-0.304, -0.103]
0.720 -0.331 0.084 [-0.516, -0.188]

3.2. Discussion

The findings provide insights into the interplay between ISA, intuitive decision-making, and phishing
detection. The positive relationship between ISA and IDS (H1) aligns with prior research suggesting that
individuals with greater security awareness tend to rely more on intuition when making security-related
decisions [3]. Similarly, the positive effect of ISA on PDC (H2) is consistent with earlier studies indicating
that security awareness enhances phishing threat detection [15]. In quantitative terms, our study found a strong
positive effect of ISA on IDS (=0.637, p<0.001) and a significant direct effect of ISA on PDC (=0.266,
p=0.008). These magnitudes are broadly consistent with yet distinctive from prior studies:
Sturman et al. [4] reported a smaller ISA-PDC effect (~0.18) in a student sample, while Naga et al. [3] found
a lower ISA-IDS association (r=0.52) among Filipino employees, suggesting context-dependent variation in
effect magnitude.

These results underscore that security awareness training must be complemented by enforcement
mechanisms and organizational policies. Alshammari and Al-Mamary [16] similarly highlighted the necessity
of integrating awareness with administrative measures, while Sari et al. [17] found that awareness of policies
did not guarantee compliant behavior without clear sanctions, a pattern echoed in our data where ISA positively
influences PDC but requires structural reinforcement.

Contrary to expectations, the IDS-PDC relationship was negative (H3), indicating that intuitive
decision-makers may struggle to accurately detect phishing attempts. This finding diverges from literature that
associates intuition with efficient risk assessment [18], and suggests that phishing attacks are specifically
designed to exploit intuitive thinking through heuristics and psychological triggers such as urgency or
familiarity [19], [20]. Zulauf and Wagner [21] note that intuitive decision-making involves unconscious
processing without clear reasoning, which may explain susceptibility to misleading phishing cues. Findings
from Sirawongphatsara et al. [22] reinforce this argument, as their comparative simulation demonstrated that
employees without prior cybersecurity training were more susceptible to phishing, and that targeted training
interventions significantly reduced susceptibility. Behavioral intention to detect phishing threats can be
enhanced by equipping individuals with both technological tools and cognitive skills to identify fraudulent
messages [23]. Numerically, the negative IDS-PDC effect (p=-0.300, p<0.001) is stronger than
Sturman et al. [4] (B=-0.19) and markedly different from Brickley [5], who found no significant effect
(B=-0.09, p=0.21), suggesting that intuitive bias may be amplified in non-Western, less-institutionalized
cybersecurity environments.

The significant moderation of PEK on the IDS-PDC relationship (H5) confirms that employees with
higher phishing knowledge are better equipped to counteract the negative influence of intuition [24].
Conversely, the non-significant moderation of PEK on the ISA-PDC relationship (H4) suggests that awareness
and knowledge operate as independent predictors rather than interacting constructs, implying that organizations
should design distinct training approaches for each, general awareness programs to cultivate vigilance, and
knowledge-based interventions to build concrete detection skills [25]. Given the increasing sophistication of
phishing tactics, organizations should adopt an integrated approach combining user education with automated
detection mechanisms, as mitigating phishing risks requires both human vigilance and advanced threat
intelligence systems [26].

Generational analysis revealed that Gen Z and Millennial employees showed higher PDC mean scores
(M=3.89, SD=0.61) compared to Generation X and Baby Boomers (M=3.54, SD=0.74), consistent with Sari
et al. [17]. Respondents with higher phishing knowledge (PEK>+0.72 SD) also demonstrated stronger
mitigation of the negative IDS effect ($=-0.331, 95% CI [-0.516, -0.188]), reinforcing the need for
demographically tailored training programs. Several limitations should be noted: the single-site sampling
design limits generalizability, self-reported measures introduce common method bias risk, the cross-sectional
design precludes causal inference, and environmental factors such as organizational security culture were not
controlled. Future studies should employ multi-site, longitudinal, or experimental designs to enhance validity.
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Theoretically, the negative IDS-PDC relationship challenges dual-process assumptions in
cybersecurity contexts. Practically, organizations should implement multi-layered training, including phishing
simulations and demographic-tailored interventions, to counteract intuitive biases and strengthen detection
confidence across generational cohorts.

4. CONCLUSION

This study has provided valuable insights into the relationships between ISA, IDS, PEK, and PDC.
The results confirm that security awareness positively influences both intuitive decision-making and PDC,
reinforcing the need for strong cybersecurity education. However, the negative effect of IDS on PDC suggests
that reliance on intuition alone may reduce the accuracy of phishing detection. Additionally, phishing
knowledge plays a crucial moderating role, particularly in mitigating the risks associated with intuitive
decision-making.

Organizations should adopt a multi-faceted approach to cybersecurity training, combining awareness
programs with hands-on phishing simulations to enhance detection skills. Additionally, businesses and
institutions should consider integrating phishing detection tools that complement human vigilance, ensuring a
holistic defense strategy. Furthermore, differences in generational background and PEK levels suggest that
organizations should tailor their cybersecurity training strategies to accommodate different demographic
groups. This targeted approach can improve overall awareness and better equip employees to recognize and
mitigate phishing threats effectively.

Future research should examine additional psychological and contextual factors that may affect
phishing susceptibility, such as cognitive load, stress, or individual risk perception. Expanding the study to
different organizational contexts and cultures could also provide broader generalizability. The limitations of
this study employed a single-site sampling approach, focusing solely on employees within one institution,
which limits the external validity of the findings. Additionally, the reliance on self-reported measures
introduces the possibility of response bias. Future studies should incorporate experimental or behavioral
observation methods to strengthen the reliability of the results.
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