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Internet of medical things (IloMT) ties medical sensors, actuators, wearable,
and communication technologies to provide an improved healthcare delivery
process by means of constant patient monitoring and decision-making. The
trend has resulted in an increase in its use because of the increasing
prevalence of chronic diseases and aging, and the need to have cost-effective
healthcare services. Nonetheless, the networks provided by the loMT are
prone to cyberattacks under the considerable threat as both process huge
volumes of sensitive health data, and do not have the resources to do it. In
this paper, the author suggests a new adaptive intrusion detection system
(IDS) as a way to enhance the security of loMT-enabled healthcare
environments. The proposed model the pre-treats NSL-KDD dataset, filling
gaps and transmitting nominal values. Particle swarm optimization (PSO) is
used in the optimal selection of features and artificial neural network (ANN),
K-nearest neighbors (KNN), and random forest (RF) classifiers are used in
intrusion detection. Experimental performance proves that the PSO-ANN
model can perform better with a high accuracy of 99.54%, sensitivity of
99.31% and specificity of 97.32% on average with high protection of
intelligent healthcare systems.
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1. INTRODUCTION

Internet of medical things (IoMT) is an emerging highly technical application of the internet of
things (1oT) to medicine that connects medical devices, surfaces (sensors) and healthcare systems with the
use of the internet so as to offer clever tracking of both patients and care organizations. IloMT assists in
ensuring the continuity of collecting, transmitting and processing of medical data and allows healthcare
professionals to track patients and monitor them outside the clinic and provide them with timely clinical care.
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It has already become a fundamental part of modern healthcare since it assists to resolve patient outcomes,
enhance operational efficiency, and entail the application of evidence-based medical decision-
making [1], [2].

One of the key applications of the loMT is remote patient monitoring where sensors are connected
to continually measure one or more vital physiological parameters (heart rate, blood pressure, body
temperature, blood glucose, oxygen saturation, electrocardiogram (ECG) signal). The resulting data are
transported via wireless communication networks into platform based on clouds in healthcare to enable the
physicians to access the information regarding patients in real-time. The latter skill can be utilized
particularly in chronic diseases such as diabetes, high blood pressure, cardiovascular diseases, and asthma
where continuous monitoring can be of immense importance to identify patients at a tender age and treat
them accordingly. By integrating wireless sensor networks, cloud computing and artificial intelligence, it
becomes possible to provide even superior healthcare services with predictive analytics and personal
recommendations on treatment [3], [4].

The increase in chronic diseases, the ageing population and the urge to make healthcare cheap have
led to the increased use of networked healthcare technologies [5]. IoMT can be used with the majority of
healthcare services, e.g., telemedicine, home care, aging, emergency management, and rehabilitation. loMT
enables effective information exchange and a coordinated approach to medical care due to the unhindered
flow of communication with all patients and healthcare providers, hospitals, and diagnostic laboratory.
Additionally, big data collection of the patient information helps in medical research, predicting diseases, and
planning healthcare provision evidence-based [6], [7].

The common intrusion detection model in the context of the loMT healthcare systems includes the
process of network traffic and malware data gathering, then, data processing and feature extraction to
enhance the model. These common components are shown in Figure 1. The artificial data are analyzed by
applying machine learning and deep learning algorithms to categorize normal and malicious activities. The
trained models continue to observe the network traffic, detect anomalies on-the-fly and issue security alerts
thereby enhancing the maximum confidentiality, integrity, and availability of healthcare information. Smart
intrusion-detection systems are hence crucial to well-run, resilient, and secure loMT-based healthcare
settings [8], [9].

Identification of Intrusions in loT based
Healthcare Systems

Figure 1. Intrusion detection in 10T based healthcare systems

2. LITERATURE SURVEY

Intrusion detection systems (IDSs) the signature based IDS seeks to alert when malicious activity is
detected by comparing traffic across a network to signature of attacks that have been defined and are stored
as attack signatures in a database of well known attacks. Such systems are quite efficient in detecting a low
false alarm rate and threats, but are indeed unable to detect new attacks or attacks that have never been
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observed before [10]. The other popular signature-based IDS is a program named Snort by Roesch whose
Snort program is a network IDS in a lightweight that fits well in a resource constrained environment. Snort
applies a matching algorithm known as pattern matching algorithm suggested by Boyer-Moore as a technique
of matching the incoming traffic with known attack signature. The algorithm works well especially when the
attack patterns are different and non-overlapping. The major deficiency of signature-based methods however
is that it often needs the metadata to be updated with a new cyber threat by updating the signature database.
To enhance the computational efficiency of attack-detection in loT devices, scholars have suggested
optimized pattern-matching engines with auxiliary tool of shifting and early decision that decrease
unnecessary matching procedures and decrease the amount of computing overhead [11].

Concrete loT-specific IDS frameworks have been sped up due to the special security considerations
of resource limited devices and heterogeneous network structures. An IDS architecture has also been
presented in 6 low-power wireless personal area networks (6LOWPAN) to thwart a host of cyberattacks of
the low-power 10T networks [12]. Updates to the existing IDS systems such as the popular Suricata to allow
them to be more efficient in detecting attacks deployed in 10T applications have also been undertaken by
other researchers [13]. The performance of supervised intrusion detection models however, is highly
dependent on the quality and diversity of the training data. False alarms risks will be enormous [14] in case
the normal operation of the network is not adequately represented by the training data. Moreover, some
protocols like the constrained application protocol (CoAP) which are heavily used in 10T speak need specific
security mechanisms due to their lightweight structure and large-scale implementations of the protocol.

Anomaly based, in contrast, to signature based systems, IDSs that work on the basis of an anomaly
will build an example of normal network behavior, and compare any abnormality with that example. These
systems are able to detect the unknown attacks but are more prone to have false positives. In a number of
studies some methods of anomaly detection have been suggested to detect botnet attacks in 6LoOWPAN
gateways using network traffic behavior [15], [16]. Other researchers have proposed sinkhole authentication
methods to routing protocol for low-power and lossy networks (RPL) but the methods generally consume a
lot of power, and there are lots of false alarms [17]. There are also statistical methods that have been used to
detect network traffic entropy based and fuzzy logic model based DDoS attacks using the entropic method
with better accuracy [18], [19]. This kind of hybrid intrusion detection framework has been more recently
suggested as being based fundamentally on game theory and security information and event management, as
well as machine learning techniques, to provide efficient, adaptive, and intelligent security solutions to
resource-constrained, resource based 10T environments at an acceptable computational cost [20]-[24].

3. METHOD

This section presents a machine learning based methodology for intrusions detection in 10T based
healthcare systems. It is shown in Figure 2. In this framework, input data set is preprocessed to handle
missing values and encode categorical elements. Features are extracted by particle swarm optimization (PSO)
technique. Classification is performed by artificial neural network (ANN), K-nearest neighbors (KNN)
classifier, and random forest (RF) decision tree classifier.

Input Data Set
Vi
Data Preprocessing
N/
Feature Extraction - PSO
V4
Classification -PSO-ANN, KNN, RF

V4

Intrusion Classification and Detection

Figure 2. A machine learning framework for intrusion detection in 10T based healthcare systems
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The illustration in the framework indicates a methodical procedure in searching intrusion in
healthcare systems on the IoT with the use of machine learning. The loT-based healthcare systems are
dependent on devices and sensors that are interconnected to collect and share real-time information. These
systems, as much as they offer several advantages in health monitoring, also pose chances of vulnerability
and security risks owing to their enormous levels of interconnectivity and sharing of data among themselves.
This framework is an attempt to safeguard such systems through machine learning that is capable of detecting
and identifying intrusions. We are going to go through each of the steps one by one.

3.1. Input data set
The initial step in the framework is to get the input data set. The quality and relevancy of input data
is the most important in the functioning of any machine learning model, and IDS are not an exception. When
it comes to healthcare systems based on the 10T, the dataset usually includes the information received by
different sensors, actuators, and communication devices, which are a part of the network. They might contain
the following information:
— Network traffic data: the packets exchanged on the IoT network, which have the potential to hold
sensitive information regarding health.
— Sensor readings: sensor data refers to the readings of medical devices like heart rate monitors, glucose
meters or smart thermometers.
— System logs: the records of the 10T devices or servers that document which operations and interactions
take place between system components.
— Health data: information revolving around the health conditions of the patients, including blood pressure
levels, ECG, and other vital statistics that can be compromised by cyberattacks.
This data is normally raw and it may contain noise, missing values as well as inconsistencies which
can influence the output of IDSs. As such, it has to undergo preprocessing to make sure that only the
information that is relevant is utilized in the subsequent steps.

3.2. Data preprocessing

The data preprocessing is an important process through which the raw input data is prepared to be
processed into features and classified. Preprocessing stage solves the problem of universal data in the real
world and pre-processes it before the machine learning algorithms. Data preprocessing in the context of
intrusion detection in the loT-based healthcare systems is aimed at achieving the following key objectives:

— Handling missing values: most real-world data contains missing or partial values. Losses of values may
occur due to sensor failures, dropped network packets, or not all the activities may be logged. Imputation
(replacing missing values with statistical estimates, e.g., mean, median, and mode) techniques or data
deletion (eliminating rows that have missing values) techniques are used.

— Data normalization: 10T sensor data can be highly scaled, and such high variability might result in some
features dominating in the model training process. Normalization is done to bring the features to a certain
range (normally 0 to 1) to make certain that all the features are given equal contribution to the learning
process of the model.

— Categorical encoding: there are lots of l0T datasets, which have categorical data (e.g., the type of device
and user ID) that must be converted to numerical values prior to being inputted into machine learning
models. Categorical variables are processed by common encoding methods, such as one-hot encoding or
label encoding.

— Noise reduction: 10T data can be noisy because of the environmental condition or sensor error. To reduce
noise and preserve meaningful data trends, filtering and smoothing methods, e.g., moving averages or
signal processing methods, are frequently used.

Through preprocessing, the dataset is tidied and standardized, meaning that the next processing phases in the

framework will be done on a trustworthy and consistent data.

3.3. Feature extraction-particle swarm optimization

The process of feature extraction is done by PSO after preprocessing. In machine learning, feature
extraction refers to a process of converting raw data to a collection of useful features that have the potential
to enhance the performance of the model. The relevance of different features can vary in the intrusion
detection case, and it is necessary to select the most appropriate features to detect possible threats [23].

PSO is one of the optimization algorithms that use social behavior of a flock of birds, or school of
fish. PSO is a method applied to find the best combination of features through the simulation of a population
of candidate solutions (particles) which traverse the feature space. Individual particles consider the quality of
the solution (i.e., the chosen features) of the chosen particle and reevaluates position based on its previous
best position and the global best position of any particle in the swarm. PSO helps in:
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— Reducing dimensionality: discovering a few important features (including features that are not necessarily
the most important) in the data.

— Improving efficiency: overall, as the PSO chooses only the most important features, it minimizes the
complexity of the computation involved in the classification models.

— Enhancing model accuracy: the model becomes more accurate and the chances of overfitting are
minimized by concentrating on the pertinent features.

A set of features which can be used to effectively classify the input data to detect intrusions is the output of

this stage.

3.4. Classification-PSO-ANN, KNN, and RF

The second step is classification wherein the obtained features are subjected to machine learning
classifiers to determine possible intrusions. There are three classification algorithms applied in this
framework:

— PSO with ANNs

PSO-ANN is a superior hybrid algorithm, which incorporates the optimization capability of PSO
and the learning ability of ANN. PSO is an optimization algorithm based on nature which simulates the social
process of birds or fish to search the solution space. In PSO-ANN, the weights and biases of the ANN are
optimized by the use of PSO which improves the capability of the network in making correct predictions.

The main purpose of such combination is to enhance the training of ANN. The training of ANNSs is
usually performed by means of such methods as backpropagation, which can also have such drawbacks as
they can lead to local minimum. This is overcome by PSO which directs the neural network to an optimal
solution on weight optimization across the globe. PSO particles (or candidate solutions) will either change
their positions sequentially depending on personal experiences and also depending on the best solutions of
the swarm resulting in more effective weight convergence.

This optimization increases the overall performance of the ANN, which is also highly effective in
identification of elaborate patterns, including intrusions in loT-based healthcare systems [25]. PSO-ANN not
only improves the accuracy but improves sensitivity (the ability to be able to detect positive cases correctly)
and specificity (the ability to detect negative cases correctly). Consequently, PSO-ANN is better suited to the
task when high accuracy and the potential to deal with complex patterns of data are essential, like those of
intrusion detection and cybersecurity.

The network in ANN network structure usually has three layers:

— Input layer: the input layer is where the input features are received by the data set. In the example of
intrusion detection, they may be such features as network traffic information, sensor measurements or
system logs.

— Hidden layers: hidden layers are the layers that are used to carry out calculations on the input data with
the help of weighted connections. Several layers (deep learning) are employed to represent non-linear
relationships that are of complex nature. The amount of the hidden layers and the number of neurons in
each layer is typically determined by experiment.

— Output layer: this is the final output layer that will give the result or prediction as to whether the data is an
intrusion or not.

— KNN is a simple classification algorithm which is effective. The principle of it is the label of a data point,
which depends on the majority vote of its closest neighbors in the feature space. KNN comes in handy
specifically when it is required to detect the known forms of intrusion with similar patterns to similar ones
that have been previously observed [26]. In KNN, K is a parameter that is used to give the number of
nearest neighbors to use in the making of a classification decision. Given a particular data point, KNN
forms the difference distance of the data point with the rest of the data points in the feature space and
makes a classification, based on the majority class of the KNN. The smaller K value results in a sensitive
model to noise whereas the higher the K value, the more results are generalized. In most cases, the
optimum K value is determined through a cross-validation technique.

— RF is a type of ensemble learning that is based on numerous decision trees and integrates the results of
those trees. It works well with large datasets with high-dimensionality and offers a robust performance
even in the event of noise or overfitting [27]. RF has very many trees in the forest, and the performance of
the model greatly depends on this number. A RF is trained on a random subset of the data, and the end
result is the classification decision is made by combining the predictions of all the trees (e.g., with
majority ruling in classification tasks). This is because, increasing number of trees usually increases the
accuracy of the models as it decreases the overfitting and variance creating stronger and generalized
forecast. Nevertheless, excessively large trees may not bring about any meaningful performance benefits
as they may rise in computation complexity.
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These classifiers are all trained and evaluated with the features obtained above and their performances are
checked in terms of accuracy, sensitivity and specificity.

3.5. Intrusion classification and detection
The last phase is intrusion classification and detection whereby the classified data is applied to
determine whether an intrusion has taken place. According to the outcomes of the classification phase, the
system will show whether the ongoing activity or data stream can be considered evidence of an intrusion
attempt, including illegal access, suspicious data patterns, or possible attacks against 10T devices.
This step typically involves:
— Alert generation: once an intrusion is spotted, then an alert is generated to alert the system administrators
of the suspicious activity.
— Response actions: response measures may be undertaken, including blocking out intrusion or secluding
compromised offenses, depending on the severity of the intrusion.
The IDS is constantly watching the IoT healthcare network and adjusts the detection mechanisms according
to the new information, thus making the system robust and resilient to new threats.

4. RESULTS AND DISCUSSION

NSL KDD data set [28] is used as an input data set. This data set consists of 125973 instances and
41 features. 80% records are used to train the deep learning model and rest 20% is used to test and validate
the model. In this framework, input data set is preprocessed to handle missing values and encode categorical
elements. Features are extracted by PSO technique. Classification is performed by ANN, KNN classifier, and
RF decision tree classifier. For instance, a study applying PSO for feature selection on the NSL-KDD dataset
identified 10 features that significantly reduced the false alarm rate and enhanced detection accuracy. These
features include: protocol type, service, flag, duration, source bytes, destination bytes, hot, num failed logins,
logged in, and num compromised.
Sensitivity:

TP
(TP+FN)

Sensitivity =
where TP stands for true positive and FN stands for false negative.
Specificity:

TN
(TN+FP)

Specificity =

where TN stands for true negative and FP stands for false positive.
Accuracy:

TN+TP
Accuracy = (TN+TP+FN+FP)

From Figure 3, it is clear that ANN clearly outperforms both KNN and RF across all evaluation
metrics, making it the most effective model for intrusion detection in this comparison. RF offers a solid
balance and is a good alternative if computational simplicity or interpretability is a concern. KNN, while
decent, is the least effective among the three and may be more suited for simpler or smaller-scale problems.

Table 1 illustrates the performance of three machine learning models of KNN, RF and PSO-ANN
with regard to three performance metrics, that is, accuracy, sensitivity, and specificity. KNN has an accuracy
of 91.32%, a sensitivity value of 95.25% and specificity value of 92.13%. This implies that KNN is effective
in identifying positive cases (high sensitivity), but the sensitivity and specificity of the model are relatively
low compared to the rest.

An accuracy of 94.73% represents an improvement of RF. Both its sensitivity 95.75% and
specificity 96.12% values are large indicating that the model is not only effective in correctly categorizing
positive instances, but also effective in correctly categorizing negative instances.

PSO-ANN performs better than KNN as well as RF with an accuracy of 99.54%, sensitivity and
specificity of 99.31% and 97.32% respectively. The PSO-ANN model has proven to be more effective in all
metrics, especially the accuracy and sensitivity, which means that it is quite strong in the aspect of ranking in
the right direction, both positive and negative cases. To conclude, the three models have high level of
performance, but PSO-ANN has higher accuracy and balanced sensitivity and specificity.
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Figure 3. Result comparison of classifiers for intrusion detection in 10Ts based healthcare systems

Table 1. Result comparison of machine learning models
Model Accuracy  Sensitivity  Specificity

KNN 91.32 95.25 92.13
RF 94.73 95.75 96.12
PSO-ANN 99.54 99.31 97.32

5. CONCLUSION

The dependability and safety of the functioning of loT-enabled applications is paramount,
particularly in the context of large networks. As the links between 10T devices increase, the security of
communications between the two is of the highest priority. One of the major problems of the 10T systems is
the guarantee of safe data transmission which is critical towards preserving the integrity and secrecy of the
information. This paper introduces an adaptive IDS that is targeted to secure the loT-enabled smart
healthcare systems. The suggested methodology will involve input datasets and deep learning algorithms in
which NSL KDD dataset will be used as an input dataset in training. The model uses three machine learning
algorithms namely, ANN, KNN, and RF, all of which aid in the detection of possible intrusions. The testing
has revealed that ANN model is much better than the other algorithms with greater accuracy, sensitivity, and
specificity to detect intrusion, which improves the security of the loT-enabled healthcare applications.

It is the contribution of this paper that has led to the creation of a strong IDS of 10T healthcare
systems, feature extraction using PSO, and a comparative analysis of the various classification algorithms.
This work can be further developed as a future direction with the addition of real-time data streams, further
research of more sophisticated deep learning methods, and the application of the system in a variety of
healthcare settings to further consider its scalability and efficacy in the practical implementation.
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