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Platforms such as Facebook, WhatsApp, Twitter, and Telegram have a
substantial influence on the dissemination of information in modern society.
Numerous individuals rely on them without verifying the veracity of their
information or the sources of their knowledge. False information is referred
to as "Fake News" and is disseminated through both traditional and non-
traditional media channels including social media. Contemporary media
consumers uncritically embrace the news they read online, rather than taking
the time to critically assess it. This method has led to a heightened trust in
internet content, which has facilitated the spread of misinformation. This
article describes a machine learning (ML)-based approach to classifying and
detecting fake news anomalies in online social media data. This framework
accepts social media data as input. Features are chosen using the term
frequency identification term frequency—inverse document frequency (TF-
IDF) and chi-square tests. The categorization model is then built utilizing
approaches such as artificial neural network (ANN), support vector machine
(SVM), and random forest (RF). The classification model is trained and
tested on a preprocessed data set. Finally, fake news is discovered, and the
suggested framework is evaluated using measures such as accuracy,
precision, recall, and F1-score. ANN is performing better for fake news
classification and detection.
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1. INTRODUCTION

Facebook, WhatsApp, Twitter, and Telegram are platforms that influence the dissemination of
information in modern society greatly. They make lots of people trust them without even having to check the
validity or the sources of their knowledge. The fake information spreads through both the traditional and non-

Journal homepage: http://beei.org


https://creativecommons.org/licenses/by-sa/4.0/

4672 O ISSN: 2302-9285

traditional media, among them social media and is referred to as the fake news [1]. The consumers
worldwide are social media fans because of its availability, low cost, and ease in the spread of information.
Unfortunately, it resulted in spreading misinformation [2]. It is a commonly used term to define articles that
are visibly and deliberately false as fake news [3]. In addition, it also includes those that appear to be a news
but include factual errors that are intended to mislead readers into thinking that they are reading authentic
information [4], [5]. Scholars are keen to establish the cases of unethical reporting even in the post-internet
age. The spread of fake news is now seen as a serious threat to democracy in our country and the integrity of
the news media. It has a tremendous impact on the three spheres: social, political, and economic. There is a
plethora of fake and false news. Information plays a significant role in the way we form our worldview and
how we make evidence-based judgements. The acquired facts are applied in developing the views towards
groups or events. Nonetheless, it is not easy to make informed decisions when the evidence is biased,
inaccurate, or otherwise mistaken. Studies have shown that about 93% of the American population rely on
one or another types of online resources or technology to meet their informational needs. One of the main
impacts of massive use of social media is the rapid dissemination of misinformation and lies.

Thereby, filtering false information has become a major issue. The automated fake news recognition
is becoming essential in order to reduce negative effects of fake news. It is not easy to analyze news material
and verify its credibility, which makes it a complex process. It is a daunting task to develop a solid and stable
method to detect misinformation. Presently, social media has become part of the daily life of people. It is
impossible to assume that all the news and information that is spread by it is accurate. It is common that news
items and other internet information contains no references [6]. False news can also be issued as news online.
When the information is incorrect or untrue, it results in fake news. This misinformation is in the form of
unsubstantiated claims that are invented. The stories are presented in a way that gradually forms the minds of
the reader and inculcates the misguided ideas. The similarity between authentic news and misinformation has
been challenging to distinguish in the modern society as they are similar. The use of social media and its
reliance has increased exponentially over the past few years, and the speed of communicating news via such
media is unbelievable [7].

Contemporary media consumers blindly believe what they read on the internet rather than take time
to critically evaluate the news. The given approach has led to the growing faith in the contents of the internet,
which has added to the spread of misinformation. The catchy headlines, popular language, and other forms of
misinformation quickly find their way to the media consumers because of the crucial role played by the
social media in their spread. According to the researchers, the current media ecosystem is disorganized
because people are not able to properly detect the misleading captions that they come across online [8].

Cases of fake news that were popular on the internet are few. There is a multiplicity of events that
took place online and social media as a result of spreading misinformation on a virus called Zika that spread
within the United States. The existing emphasis on social media throws the light on the health concerns and
the rising number of sicknesses spreading per day. According to the authors of the study, consumers are more
interested in misinformation that is being shared through social media compared to proper information
provided by health groups. Algorithms of artificial intelligence can create fake profile images with ease, and
posts and comments can trap users of social networks.

The identification of sources of disinformation is becoming difficult due to the spread of
misinformation rapidly and the increasing use of social media. The utilization of deep learning and machine
learning (ML) techniques will allow concluding about the authenticity of the article. To draw the line
between fake news and real news, a person can use a number of textual traits. Despite the extensive research
on ML to identify fake news, it is possible to determine the accuracy of fake news content accurately based
on the key features of texts and employing the appropriate methodology [9]. ML approaches can prove useful
in addressing the complexity by identifying trends that can distinguish between genuine news and fake news.
Discovering fake news is a good fit with these algorithms because they are useful in processing serial data
and context of knowledge. They also record contextual relationships and interconnections over time as well
as highlighting important phrases in the text. ML methods make detection models more effective by
extracting salient features due to understanding the text. Information on fake news requires the management
of a significant amount of data, such as user data and information on a social network [10]. These algorithms
are constantly learning on new data to fit the ever-evolving world of misinformation. In turn, neural network
practices have demonstrated an efficient approach in the detection of fake news by optimizing the whole
process of detection and efficiently managing various information.

This paper presents a ML-based approach to categorizing and detecting anomalies in social media
fake news in online data. The information around the social media sites can be put into this framework. The
data collected undergoes preprocessing in order to enhance the accuracy of classification and the removal of
noise. Features are selected by the term frequency—inverse document frequency (TF-IDF) and chi-square
tests. Then the model of categorization is developed based on such methods as the support vector machine
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(SVM), artificial neural network (ANN), and random forest (RF). A training and evaluation of the
classification model are conducted using a preprocessed data set. Finally, false news is detected and such
metrics as accuracy, precision, recall, and F1-score are employed to evaluate the suggested method. The
concept of ANNs is more efficient in detecting and classifying bogus news.

2. LITERATURE SURVEY

To address the limitations of ANN, a hybrid model that combines both ANN and autoregressive
integrated moving average (ARIMA) is suggested and is said to have more comprehensive and accurate
predictions as compared to the traditional hybrid ARIMA-ANN models. The research has also made use of
neural networks, to forecast the underlying data with the help of the peculiarities of ARIMA models in the linear
process of modelling on the preprocessed data. This allowed the researchers to identify and emphasize existing
linear patterns in the data. Using the proposed methodology in the real-world data sets allowed the researchers
to show that the traditional hybrid and single models could possess the improved forecasting accuracy [11].

They plan to create a prototype on the detection of false information with the help of polarity
analysis [12]. The authors acquired the editorials of the credible sources of English-language news and
commented on them. It was established after developing content-based features based on the use of n-grams
and analysis using SVM, k-nearest neighbors (KNN), and the Naive Bayes that KNN classifiers performed
better than SVM classifiers when used in polarity analysis to detect fake news. By using ML and natural
language processing (NLP), authors created the methodology of aggregating news stories across multiple
social media platforms, such as Facebook, Twitter, and WhatsApp. After this, they used SVM to determine
reliability of the articles. The output of the model is assessed using modern models. Results of the model
have an accurate characterization of 93.6% [13].

Adaptive boosts are necessary in the process of classifications made by gradient descents; therefore,
the tree-based ensembles (gradient boosting) were used to identify fake news on the basis of content and
context-based information. In order to maximize standard goal functions, the main elements and features of the
methods were carefully chosen. The multiclass datasets of false news challenges (FNC) and some ML
approaches were utilizing in this study. Their ensemble structures were far beyond most preceding norm, as the
results of the study conducted show. The accuracy of the project in classifying fake news into four categories
through the gradient boosting technique which is an ensemble ML framework has been realized to be 86% [14].

In order to distinguish between real and fake news, as well as to overcome the unbalanced data
problem existing in the dataset, researchers applied an ensemble learning method on Indonesian fake news.
RF ensembles performed better than multinomial Naive Bayes (MNB) and SVM (non-ensembles) with a
F1-score of 0.98 and 0.43 and 0.74, respectively as per the study findings. This research revealed that the
strategy yielded better conclusions than prior studies which used the same data [15].

Semantic features as well as other ML methods of identifying misinformation in digital media. In
this study, there were five linguistic criteria to test the NB and RF classifiers. After evaluation based on both
real and fake data of kaggle.com, the top model with bigram features and the RF classifier achieved an
accuracy of 95.66%. Compared to unigrams, trigrams, and quadgrams, bigrams (word pairs) are a better
indicator of news validity [16]. Hussna et al. [17] combined text data mining and the use of supervised ML
algorithms to identify coronavirus disease 2019 (COVID-19) misinformation on social media. The text
mining analysis and classification operations have been conducted on the text data. The experiment applies
two algorithms, RF, and decision tree (DT), in order to identify incorrect information about COVID-19.
According to the results, the measures of accuracy, precision, recall, F1-score, as well as support values have
considerably improved when comparing the two methods. The results of the testing findings point to the fact
that the proposed approach to detecting COVID-19 misinformation in social media had a trained and tested
accuracy of 94.49% in RF. The level of performance reached by the DT was 92.07%. Following the negative
publicity and false information, scholars revealed various facts about the disinformation of the online
community. The findings clearly show the importance of accuracy, recall as well as the RF. The results of
DT classifier are similar to the RF classifier.

Two different ML algorithms, RF, and DT (J48) were used in work [18] to detect fraudulent news.
Out of the 20,761 samples, 4345 samples were to be tested. The first step was to remove the stop words in the
data and then the removal of redundant special characters, numerical values, English alphabet and
whitespace. The researchers prescribed two sets of features by extractions of TF-IDF features. According to
the research findings, DT has scored high at 88.11 and RF at 84.97.

To detect fake news, the authors of proposed evaluate the completeness and validity of a report [19].
This algorithm built ensemble networks to process the news strip representations, producers, and titles in
parallel because they offered trustworthiness scores of textual input components. Additional ML tools are
used to achieve better accuracy such as SVM, KNN, and Naive Bayes. Measures that are utilized to
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determine the effectiveness and performance of classifiers are accuracy, recall, and F1-score. The use of
numerous algorithms emphasizes the performance effectiveness of the dataset.

Given the topicality of this issue, present an evaluation of the experimental study aimed at
identifying fake news on the social media in the Bangali language. The features that were used to identify
Bangla fake news were count vectorizer and TF-IDF vectorizer, and two supervised ML algorithms were
used, namely MNB and SVM classifier. The article can be characterized by the framework that identifies the
fake news [20]. This paper indicates that SVM using linear kernel is better than MNB and has a rate of 96.64
accuracy. Mahabub [21] suggested using ensemble voting-based intelligent detections in order to classify
news as authentic or fraudulent. There were eleven different ML detection methods that were used in this
research, namely: Naive Bayes, SVM, KNN, RF, logistic regression, gradient boosting, ANN, and AdaBoost.
The ensemble voting was then used to select the three most common ML algorithms following the cross-
validation. The experiment findings they had shown that their framework had the possibility of achieving an
accuracy level of 94.5% or higher. Measures of receiver operating characteristic (ROC) improved during this
experiment with memory, accuracy, and Fl1-scores. The technique can be applied to the classification of
fraudulent personalities and messages, as well as the identification of news highlights worth referring to.

Weigh up detecting fake news within tweets by using context-based detection algorithms [22].
Credibility attributes of the user combined with the overall knowledge of social interactions, and the news
content allow the automated detection of fake news on Twitter. The level of reliability is initially evaluated
through examining user profile. The number of comments, likes, and retweets a post receives is an indicator of
the view of the user and how much he or she is involved. The news has been analyzed using SVM model using
radial basis function (RBF) kernel. An example of Twitter data was used to demonstrate the effectiveness of
the strategy. Misleading and classified false news that misleads the viewers to believe false stories [23]. The
study employed the use of language analysis to establish the content features, out of which the emotional,
grammatical, syntactic, and readability news article dimensions were obtained. The models based on the
language have a long time to process and the hand-crafted features are limited by the curse of dimensionality.
Accordingly, a sequential learning algorithm based on neural networks was used to enhance the accuracy of
detecting fake news. The model of the study based on the integrated linguistic features achieved an average
detection and classification of false news of 86% and therefore confirmed the effectiveness of the retrieved
linguistic features. Compared to the ML-based models and word embedding-based false news detection
techniques, their sequential neural model showed better performance. Their comparison showed that feature
based sequential models achieved the same assessment results at lower run times.

3. METHOD
This section presents a ML based methodology to classify and detect fake news anomalies in online
social media data. This methodology is presented in Figure 1.

Social media data set

\Z

Data preprocessing

\Z

Feature selection using TF-IDF and chi-square test

\Z

Building classification model-ANN, SVM, and RF

\Z

Training and testing of classification model

\Z

Fake news anomaly detection

Figure 1. TF-IDF-chi-square and ANN ML techniques for fake news anomaly detection
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In this framework, social media data is used as input. First of all, data set is preprocessed to
eliminate any noise and improve classification accuracy. Features are selected using TF-IDF and chi-square
test. Then classification model is developed using the ANN, SVM, and RF techniques. Training and testing
of classification model is conducted using the preprocessed data set. Finally fake news are detected and
proposed framework is analyzed on parameters like- accuracy, precision, recall, and F1-score. Table 1
presents the ablation study and architecture choice related details.

Table 1. Summary of architectural choices and ablation study validation
Architectural choice Description Validation (ablation study) Impact on performance
Model type Used a combination of ANN, Evaluated each model (ANN, SVM,  ANN performed the best with
SVM, and RF for classification. and RF) separately, assessing their 98.45% F1-score,
accuracy, precision, recall, and F1- outperforming SVM (93.35%)

score. and RF (89.35%).

Feature selection TF-IDF and chi-square tests Tested performance with and Feature selection improved
were used for feature extraction.  without feature selection methods. model accuracy (ANN: 98.3%).

Preprocessing Removed noise from data Compared models trained with raw  Preprocessing improved model
through tokenization, stopword data versus preprocessed data. precision (ANN: 98.3%) and
removal, and lemmatization. recall (96.7%).

Training dataset Used mediaeval (DB3) dataset Used smaller datasets to evaluate Larger dataset improved
containing 17,000 tweets (6,000  the impact of dataset size on model ~ accuracy (ANN: 98.3%) and
real, 9,000 fake). performance. recall (96.7%).

Evaluation metrics Performance evaluated using Evaluated models on multiple ANN achieved the highest
accuracy, precision, recall, and metrics to validate robustness. overall performance across all
F1-score. metrics (F1-score: 98.45%).

3.1. Data preprocessing

The initial important step in ML models of raw text data cleaning and preparation is preprocessing.
It starts by changing the text to lower case so that such words as Fake and fake are similar and do not have
any case sensitivity problems. To minimize noise, punctuations that do not usually contain any meaningful
information used to detect fake news are removed. There is also the removal of stopwords including the, is,
and. The stopwords are common in the text but do not add much value in terms of classification. The text is
then tokenized to individual tokens (words) and it is processed more easily by models. Lastly, lemmatization
eliminates words to their basic forms (e.g., running to run) to cluster related variations which enhances the
efficiency of the model. Their combination of these preprocessing steps improves the data streams to
concentrate on the most significant terms to avoid inaccurate analysis and classification.

3.2. Feature selection using term frequency-inverse document frequency and chi-square test

Features are chosen with the TF-IDF and chi-square methods. The text data collection is initially
preprocessed by converting the text to lowercase. Punctuation is eliminated from the supplied dataset.
Punctuation marks often lack semantic significance and may introduce noise during feature extraction.
Subsequently, stopwords are eliminated, as they are ubiquitous yet uninformative for categorization purposes.
The tokenization procedure divides the phrase into distinct words or tokens. Lemmatization transforms words
into their basic or dictionary form ("better" — "good", "running" — "run"). The chi-square test assesses the
independence of a term's occurrence from the class label. The more its dependence, the more revealing the trait

becomes. Utilize it to identify the most pertinent terms for categorization [24], [25].

3.2.1. Term frequency-inverse document frequency
TF-IDF is a statistical value that can be used to determine the significance of a word to a document
within a collection or corpus:

— Term frequency (TF) is defined as the frequency of the appearance of a word in a document.

— Inverse document frequency (IDF) is used to recompense the fact that some words are more common in
all documents (such as common words), and then this decreases their significance.

— TF-IDF is based on the following concept: a word is considered frequent in a single document and is
considered to be rare in all documents, so it is likely to have a significant amount of information.
Although words such as breaking, exclusive or scam could be found more in fake news than regular news
and thus could be more substantial when it comes to fake news detection.

3.2.2. Chi-square test for feature selection
Chi-square is a statistical test that is applied to understand whether a feature (term) is independent of
the class label (fake or real news in this case):
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— Chi-square test is used to test the independence of the appearance of a word (feature) and the target class
(fake or real). Chi-square values are high, which means that a word has a strong relationship with the
class label and can be considered relevant.

— Words such as scam, hoax, and unverified can be used more often on fake news stories. Such words can be
detected by the chi-square test since these words are very strong indicators to the label of the fake class.

— Chi-square is to rank the features in terms of their relevance to classification. The characteristics with a
more significant chi-square are said to be more telling and are relevant in terms of categorization.

3.2.3. Integration ofterm frequency—inverse document frequency and chi-square
TF-IDF which weighs terms by their frequency and inverse frequency across documents plus
chi-square which tests the relationship between terms and the labels of the class form a very strong feature
extraction and selection pipeline:
— TF-IDF is useful in finding significant terms through the frequency of occurrence of a term in a document
or in the entire corpus.
— Chi-square is used to refine the features by testing the association between the terms and the class labels
and allows the model to concentrate on the words which have the most predictive value.

3.3. Model building

An ANN has several processing components that utilize specified activation functions to take inputs
and produce erroneous outputs. An ANN consists of input, hidden, and output layers. The uppermost layer
collects input information, undergoes analysis, and generates 'n' outputs. All processes are conducted
according to weights. Weights serve as data aids in addressing problems in neural networks [26]. The
concealed information is recovered by the hidden layer as it progresses from the input layer to the output
layer when substantial information is obtained. ANN are employed for the detection of counterfeit attributes.

The information security online threats (ISOT) dataset is utilized for training in ANN, while the testing phase

involves classifying state characteristics and identifying false information. Figure 2 illustrates the architecture

of the ANN:

— Input layer: the input layer transports the data presented to the network. Initially, this information is little
underdeveloped.

— Hidden layer: the hidden layer's primary function is to transform the raw data from the input layer into
something that the output layer can use. There might be one or more hidden layers in an ANN.

— Output layer: to achieve the desired results, the output layer processes the data received from the hidden
layer. Adjustable values along the connections between neurones in ANNs may be altered via a learning
process that improves the model as it learns from observed data. A suitable cost function must be selected
in addition to the learning process. ISOT used word embedding to detect false news by generating a set of
prepared misleading phrases and assigning weights to gain fake characteristics. A linear function equation
and a transfer function calculate the features from the input layer in the hidden layer to produce a hidden
node's output feature.

N; = ¥b_qwiplp + B;

where N; is the value of the ithfeature; w; ,, and B; are the weight of the pthinput to the ithIP is the value of
the pthinput node, together with the bias parameter of the appropriately hidden node. Here is how the transfer
function is defined,

yi=f(N) = ——

1+exp(—N;)

where the sigmoid function used in this research serves as the transfer function and y; is the output signal of
the it hidden node. Using the model's performance is evaluated MSE throughout the learning phase as,

1 N Nout 2
NNout) n=1 20:1 (en,o)

MSE =

where N and Nout are the number of outputs and the number of occurrences, respectively; e, , is the
inaccuracy in training at the other output with nth instance; y the real result, and y is the result that ANN
anticipated.

RF algorithms are a set of categorization approaches that aggregate decisions from many DT. Binary
splits are frequently used to recursively partition the tree into homogeneous or very homogeneous terminal
nodes when expanding the RF tree base learner. RF is frequently made up of hundreds to thousands of trees,
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each built from a first data bootstrap sample. When a tree is created, a second layer of randomization is
applied at the node level in addition to the randomization generated by creating the tree with a bootstrap
sample of the starting data. RF selects a randomized sample of factors at each tree node, and only those
variables are utilized as candidates to determine the node's optimal division. This two-step randomization
minimizes the unpredictability of the forest ensembles, or bagging phenomenon, by de-correlating the trees.

Input Output

Figure 2. ANN architecture

The SVM is a data mining approach that uses supervised ML to analyze data and recognize patterns.
Based on structural risk minimization analysis and statistical learning theory, the SVM divides the training
set into two classes of positive and negative samples using a maximum margin hyperplane. The amount of
characteristics that should be taught cannot be determined in advance. It is an effective ML method that seeks
to identify a linear separation hyperplane with the highest margin for distinguishing data in a
higher-dimensional environment. The conventional SVM method requires a significant training time [27].

In our paper, we adopted a mixture of ANN, SVM, and RF to classify fake news. TF-IDF and
chi-square tests were used in the selection of the features, and the data was pre-processed by removing noise.

4, RESULTS ANALYSIS
4.1. Result and discussion

This section includes the results of the proposed fake news detector on various datasets, such as
mediaeval (DB3) dataset, the LIAR and FakeNewsNet datasets. Another issue that we address is the
effectiveness of different preprocessing procedures, such as tokenization, elimination of stopwords, and
stemming/lemmatization, on model performance [28].

4.1.1. Performance across multiple datasets
We test the performance of our model on three different datasets to test how well it can generalize.
The datasets used are:
a. Mediaeval (DB3): this is a collection of 17,000 tweets (6,000 genuine and 9,000 fake) utilized in the
training and testing.
b. LIAR: this is a dataset containing 12,800 labeled short statements of real-world political conversations,
where the labels are true, false, and mixed statements.
c. FakeNewsNet: 20,000+ articles were gathered by online sources; the dataset was divided into fake and
real articles.
Accuracy: accuracy is a measure that define the overall progress of the model. It measures the frequency at
which the algorithm assigns the correct classification to a data point. Basically, it involves the proportion of
data points that are correctly classified divided by the total number of classified data points, as given below.

Accuracy = (TruePositive (TP) + TrueNegative(TN))/
(TruePositive (+TrueNegative (TN) + FalsePositive (FP))

Precision: precision displays the model accuracy in terms of the proportion of true positives among all
positive outcomes, including those that were incorrectly recognized.

Precision = TP/(TP + FP)

where, TP represents true positive and FP represents false positive.

TF-IDF, chi-square, and ANN machine learning techniques for fake news ... (Venkata Ashok Kumar Boyina)
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Recall: recall discusses the proportion of samples that are true positives out of all samples that should have
been classified as positive.

Recall = TP/(TP + FN)

F-Measure: the F-measure combines both precision and recall presenting a weighted average known as the
harmonic mean. The F-score can reach a maximum of 1.0 and a minimum of 0.

F1 = 2 X ((precision X recall)/(precision + recall))

Figure 3 and Table 2 shows that the ANN outperforms all measures, with the highest precision
(98.3%) and recall (96.7%), yielding a good F1-score (98.45%). This model is extremely accurate and
produces very few mistakes, demonstrating great sensitivity and specificity. SVM provides excellent
performance across the board. In all measures, it outperforms RF. Solid F1-score (93.35%), indicating a
favourable trade-off between recall and precision.

Result Analysis for Mediaval data set

© 100
© 95
;if’ 90
§ 85
& o

Random Forest SVM ANN

= Accuracy 91.25 95.47 98.67

m Recall 87.3 93.3 96.7

Precision 85.96 91.25 98.3

m F1 Score 89.35 93.35 98.45

Figure 3. Accuracy, precision, recall, and F1-score of classifiers for fake news anomaly detection

Table 2. Performance comparison across datasets and impact of preprocessing steps

Dataset Model  Accuracy (%)  Precision (%) Recall (%) F1-score (%)
Mediaeval (DB3) ANN 98.67 98.3 96.7 98.45
SVM 95.47 91.25 93.3 93.35
RF 91.25 85.96 87.3 89.35
LIAR ANN 96.3 94.1 92.5 93.3
SVM 94.8 90.4 91.1 90.75
RF 89.9 82.7 84.2 83.4
FakeNewsNet ANN 97.4 95.6 94.1 94.8
SVM 93.6 90.8 91.3 91.05
RF 89.5 84.3 85.2 84.75

The preprocessing stages are important in enhancing the performance of the model. The datasets

were subjected to the following steps:

a. Tokenization: the text data was broken into single words or tokens to make the analysis easy.

b. Stopword removal: insignificant words which occur regularly like the, is, in, etc. that do not help in the
classification process were eliminated in the dataset.

c. Stemming/lemmatization: words were made in their root form in order to standardize the data. As an
example, running was changed to run and better too good.

These preprocessing steps were compared as to the effect they had on model training and testing. The Table 3

summarizes the findings of the various preprocessing settings.

As reported in Table 3, the use of all the preprocessing steps (tokenization, stopword, and
stemming/lemmatization) gives the best performance in all metrics. In particular, the accuracy improves by a
wide margin in the preprocessing scenario, which proves the relevance of these procedures to improve the
performance of the model.
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Table 3. Impact of preprocessing steps on model performance

Preprocessing steps Accuracy (%)  Precision (%) Recall (%) Fl-score (%)
None (raw data) 85.2 80.5 82.1 81.3
Tokenization only 90.1 85.3 86.5 85.8
Tokenization+stopword removal 93.2 88.2 90.1 89.1
Full preprocessing 98.7 98.3 96.7 98.45

(tokenization+stopwordremoval+stemming/lemmatization)

4.2. Real-life scenario: social media moderation

The control of the content, such as the recognition of fake news, is always a problem in the case of
social media, including Facebook, Twitter, or Instagram. The amount of data produced and the pace of
information exchange with each other makes the world a place where false information is easily

disseminated. The real-time identification and notification of such content before they become viral are a

major issue in this case.

How the proposed model would adapt:

a. Continuous learning and adaptation to new patterns: the latest model, which relied on TF-IDF, chi-square
tests, and ANN, is useful to detect fake news trends in structured information. Nevertheless, concerning
social media moderation, the content keeps changing. The model may be used with continuous learning in
order to be adjusted. This will enable the model to keep on developing as new forms of fake news crop up
so that it is never left behind in the current trends of deceit. The model may be provided with incremental
training as an example; the model will be trained on every newly found piece of misinformation without
going through retraining.

b. Real-time processing: real-time analysis of content is needed on the social media platforms. In this case,
the suggested ML model will be able to combine with the flows of social media data and implement the
anomaly detection at the moment of the new data arrival. Through the implementation of a distributed
solution (e.g., a cloud computing system), the detection of fake news can be conducted upon upload of
content, which will allow responding much faster.

¢. Multi-modal data integration: the content of the social media is not only written; it can be in the form of
images, videos and even memes and these are most frequently used to spread fake news. The model
would be flexible to include multi-modal data processing. It might, as an example, analyze the visual
contents of the posts with the help of computer vision models in addition to textual analysis. This would
improve the capacity of the model to identify misinformation in more sophisticated forms of media.

d. Contextual sensitivity: the model must be in a position to differentiate information that is contextually
correct and misinformation. Sarcasm/satire- an example is that it may seem like misinformation, yet not
always unhealthy. One way of solving this issue is by enhancing the contextual awareness of the model
using NLP improvements, e.g., sentiment analysis or contextual word embeddings (e.g., BERT and GPT).
With the use of such techniques, the model will be more accurate in detecting intent of content and cut off
the false positives (i.e., identifying satirical content as fake news).

e. User and source profiling: the other adaptation of the model is the use of user and source profiling. Users or
groups of people in social media may be more inclined to posting fake news. The model can rank the flagging
of the content in terms of origin and credibility of the source of the content by examining the historical
behavior of the users and judging the reliability of the information sources of origin of such content.

f. Scalability across platforms: since misinformation may be transmitted across various platforms, the model
may be implemented in a cross-platform surveillance system. As an illustration, when fake news is
identified on Twitter, the system is able to use the detected information to track such information in
Facebook, WhatsApp, or any other platform. The scalability aspect will enable the model to keep on
adapting and learning more social media platforms, enhancing its efficiency in identifying misinformation
in the varied settings.

5. CONCLUSION

This paper presents a ML-based method for online social media data false news anomaly detection
and classification. Social media data provides input for this approach. Chi-square testing and TF-IDF help to
choose features. Then the classification model is developed using RF, SVM, and ANN. Preprocessed data
sets are used both in training and testing the classification model. At last, bogus news is found, and the
proposed structure is assessed in respect to accuracy, precision, recall, and F1-score. ANNSs are doing better
at detection and classification of bogus news. With the highest precision (98.3%) and recall (96.7%), ANN
beats all metrics and produces a decent F1-score (98.45%). With considerable sensitivity and specificity, this
model is quite accurate and generates rather few errors. All around performance is outstanding thanks to
SVM.
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