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 Decentralized cloud storage (DCS) provides IT resources to a growing 

community of users. Decentralized storage systems offer availability, 

redundancy, and security because the data will be spread across numerous 

nodes. Despite its benefits, there are still challenges associated with DCS, 

such as inconsistency in data versions, complicated data retrieval, and the 

problem of data integrity and privacy. To effectively handle these 

challenges, it is necessary to come up with new solutions. To overcome 

these issues, a novel Dual-Chunk redundancy assisted Damgard–Jurik-

incorporated slice-based data security (DRAGO-SLICE) framework has 

been suggested in this paper to improve security and reliability in DCS. The 

suggested approach utilizes the Damgard–Jurik algorithm (DJA) for 

encrypting the cloud resource data. The slicing process divides encrypted 

data into multiple chunks to increase security. Enhanced system reliability 

has been achieved by implementing dual chunk redundancy (DCR). Python 

has been used to simulate the suggested model. The efficacy of the 

developed approach is evaluated utilizing metrics namely decryption time 

(DT), security strength, encryption time (ET), latency, computational 

overhead, reliability, storage efficiency, and throughput. The proposed 

DRAGO-SLICE strategy performs better in terms of security than the 

existing methods, including Ethereum virtual machine elliptic-curve 

cryptography (EVM-ECC), decentralized blockchain-based security 

(DeBlock-Sec), and blockchain-based decentralized storage system (BC-

DSS) approaches, by 21.05%, 13.74%, and 8.52%, respectively. 
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1. INTRODUCTION 

Decentralized cloud storage (DCS) is an emerging phenomenon in data management [1]. DCS 

provides security, fault tolerance, privacy, and scalability compared to the centralized cloud storage (CCS). 

CCS data is centrally stored on the server, which is controlled by one authority [2], [3]. In DCS, it transmits 

the data to several nodes on a peer-to-peer (P2P) network [4]. The architecture reduces uncertainty related to 

a single point of failure, data breaches, and service outages. Nonetheless, it is severely challenged with 

security issues such as data integrity, confidentiality, and access control (AC) [5]-[8]. 

Encryption has become quite relevant in the concerned security issues as it protects data against 

unauthorized access and maintains its confidentiality [9]. With the use of sophisticated encryption method, 

information stored on distributed nodes cannot be compromised in case some nodes are damaged [10]. 

Moreover, encryption improves integrity of data by ensuring that it is not modified by unauthorized third 

https://creativecommons.org/licenses/by-sa/4.0/
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parties, as well as determining the authenticity of data. Despite its potential, DCS still faces numerous 

challenges, particularly in balancing security, efficiency, and accessibility [11]-[13]. Issues such as key 

management, encryption overhead, and trust among decentralized nodes can hinder system performance [14]. 

Additionally, the distributed nature of these systems can introduce complexities in data retrieval and 

consistency [15]. One of the most important issues in DCS research is making sure that encrypted data is 

only accessible by authorized users without sacrificing performance [16]. 

The existing ways of DCS still bear several research gaps, including high latency, greater 

computational cost, inefficient key-management plans, and diminished scaling as the network grows [17]. 

The majority of the classical encryption methods fail to facilitate effective processing at the distributed nodes 

and cannot effectively coordinate with the slicing or redundancy mechanisms. Furthermore, the use of 

multifaceted cryptographic algorithms can tend to consume more resources, and real-time access to data can 

be difficult [18]. To overcome these problems, a novel dual-chunk redundancy assisted Damgard–Jurik-

incorporated slice-based data security (DRAGO-SLICE) framework has been suggested to enhance security 

and reliability in DCS. The main contributions of the DRAGO-SLICE technique have been given as follows: 

− The goal of the work is to improve the privacy, security, and reliability of the system in DCS. 

− The suggested approach achieves secure, decentralized, and reliable data through the use of Damgard–

Jurik algorithm (DJA), data slicing, and dual chunk redundancy (DCR) techniques. 

− The proposed system utilizes the DJA for encryption to enhance data confidentiality and secure 

processing. 

− The effectiveness of the proposed DRAGO-SLICE scheme has been examined parameters including 

encryption time (ET), security strength, storage efficiency, computational overhead, latency, reliability, 

throughput, and decryption time (DT), respectively. 

The rest of the work is provided as follows: section 2 examines the literature survey. The 

recommended DRAGO-SLICE technique is provided in section 3. Section 4 has the result and discussion, 

whereas section 5 examines the conclusion. 

 

 

2. LITERATURE REVIEW 

Over the past few years, various papers have examined various methods of achieving data security 

in DCS applications. The subsequent section observes these contemporary methods and points out their 

respective constraints. 

Khan et al. [19] suggested an Ethereum virtual machine elliptic-curve cryptography (EVM-ECC) 

framework for efficient data storage across a DCS using the Ethereum blockchain. This suggested solution 

offered a distributed paradigm for a role-based cloud AC framework. This paradigm enhanced data security 

by encrypting and distributing data among several peers in the architecture. 

Narayanan et al. [20] suggested a novel decentralized blockchain-based security (DeBlock-Sec) 

solution to address the security problem, which would be most appropriate in an internet of things (IoT) 

environment with minimal resources. The comprehensive evaluations conducted in the Spark environment 

demonstrate that the suggested research performs better in terms of throughput, storage space, and time 

consumption. 

Liu et al. [21] suggested a blockchain-based cloud computing AC system where the access policy is 

described by an access matrix that is kept up to date. While the suggested method has a larger 

communication overhead than PpBAC and SVPAC by 39.05% and 5.88%, respectively, it is more secure and 

has a 17.16% lower communication overhead than Timely CP-ABE. 

Mishra et al. [22] presented a secure decentralized public auditing system based on blockchain 

technology in a DCS system that uses an effective deduplication strategy. Furthermore, a complete concrete 

security analysis shows that the suggested paradigm is computationally impractical in the face of powerful 

attacks such as data privacy, duplicate faking (DFA), forgery, storage free-riding, proof-of-ownership, and 

collusion. 

Shakor et al. [23] presented an innovative dynamic encryption technique designed to improve the 

security of file storage in cloud environments. This method makes use of a hybrid dynamic encryption 

system that combines aspects of blockchain, advanced encryption standard (AES), and ECC. All these factors 

combine to enhance consumer confidence and enhance the security of information stored in the cloud. 

Li et al. [24] proposed a blockchain-based decentralized storage system (BC-DSS) with a stable 

deduplication and storage balance mechanism to ensure the privacy of outsourced data. The results of 

simulation showed that the proposed framework maintains the confidentiality of outsourced data at a 

reasonable computational cost. 

Sharma et al. [25] introduced a new strategy, which utilizes the interplanetary file system (IPFS), a 

secure and reliable connection network that can be used by web browsers and enables global data distribution 
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and storage on a decentralized P2P network. The analysis offers a viable method that does not interfere with 

user privacy but maintains usability without increasing costs. 

As per a literature survey, various data security measures in DCS have been proposed. Nevertheless, 

it has drawbacks such as complicated encryption algorithms, poor scalability and vulnerability to security 

attacks. In order to address this challenge, this paper has proposed a novel DRAGO-SLICE method that is 

discussed in the next section. 

 

 

3. PROPOSED SYSTEM 

In this section, novel DRAGO-SLICE framework has been proposed to augment security and 

reliability in DCS. The general block diagram of the proposed model is shown in Figure 1. 
 

 

 
 

Figure 1. Proposed model 

 

 

3.1.  Encryption using Damgard–Jurik algorithm 

The Damgard–Jurik encryption algorithm is a flexible cryptographic scheme, which aims to provide 

efficiency and security. It is based on the RSA cryptosystem with homomorphic properties, which enables one to 

safely perform calculations on encrypted data. It is a type of hybrid encryption that combines the characteristics 

of RSA and homomorphic encryption and is used to encrypt data before storing it on cloud servers. 

Based on RSA architecture, the first step in this scheme is to generate the public and the private 

keys, which enable efficient exchange of keys and still retain their homomorphic properties. These keys are 

employed to transform every unit of data in a coded form upon encryption to ensure secrecy and integrity 

throughout the transmission and storage processes. The asymmetric Damgard–Jurik cryptosystem is defined 

as (1). Let ((𝑟, 𝑀𝐼𝑛), 𝑀𝐼𝑥) be the public/private key pair. 
 

𝑀𝐼𝑛 = 𝑛𝑚 𝑎𝑛𝑑 𝑀𝐼𝑥 = 𝐿𝐶𝑀((𝑛 − 1), (𝑚 − 1)) (1) 
 

Where 𝑛 and 𝑚 are two huge prime integers, and LCM stands for the least common multiple function. 

ℤ𝑀𝐼𝑛
𝑎 = {0,1, … , 𝑀𝐼𝑛

𝑎 − 1} and ℤ𝑀𝐼𝑛
𝑎

∗  indicates the integers with modulo multiplicative inverses 𝑀𝐼𝑛
𝑎 where m 

is an ordinary amount and choice 𝑟 ∈ ℤ𝑀𝐼𝑛
2

∗  which is given in (2): 

 

𝑟 = (1 + 𝑀𝐼𝑛)𝑢𝑠 𝑚𝑜𝑑𝑀𝐼𝑛
𝑎+1 (2) 

 

Where, 𝑢 is a recognized mutable that moderately prime with 𝑀𝐼𝑛 and 𝑠 ∈ ℤ𝑀𝐼𝑛
2

∗ . The Damgard–Jurik 

encryption of a plain-text 𝑝 ∈ ℤ𝑀𝐼𝑛
𝑎  into the cipher-text 𝑦 ∈ 𝑀𝐼𝑛

𝑎+1 using the public key 𝑀𝐼𝑛 is given in (3): 
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𝑦 = 𝑄[𝑝, 𝑔] = 𝑟𝑝𝑔𝑀𝐼𝑛
𝑎

𝑚𝑜𝑑𝑀𝐼𝑛
𝑎+! (3) 

 

Where, 𝑔 ∈ ℤ𝑀𝐼𝑛
𝑎 is the Damgard–Jurik encryption system stochastic or semantically secure, given a random 

number associated with 𝑝. More specifically, depending on the value of 𝑔, the encryption of the same plain-

text message will produce different cipher-texts using the same encryption key. Selecting 𝑟 = 1 + 𝑀𝐼𝑛 will 

enable a speedy implementation of this cryptosystem without compromising algorithm security. There are 

two processes involved in decrypting 𝑦 using the private key 𝑀𝐼𝑥, based on the premise that 𝑟 = 1 + 𝑀𝐼𝑛. 

Initially, the decoder calculates in (4): 
 

𝑦𝑀𝐼𝑥 = (1 + 𝑀𝐼𝑛)𝑀𝐼𝑥𝑝𝑚𝑜𝑑𝑀𝐼𝑛
𝑎+1 (4) 

 

To get access to the message 𝑝 from 𝑦𝑀𝐼 , the decipherer has to compute 𝑀𝐼𝑥𝑝. To do so, Damgard–

Jurik proposed a reiterative process to find 𝑝 from (1 + 𝑀𝐼𝑛)𝑝𝑚𝑜𝑑𝑀𝐼𝑛
𝑎+1. The decoding of the cipher-text 𝑦 

into 𝑝 is given in (5): 

 

𝑝 = 𝐹(𝑦𝑀𝐼𝑥). 𝑀𝐼𝑥
−1𝑚𝑜𝑑𝑀𝐼𝑛

𝑎 (5) 
 

By combining the strengths of RSA encryption with homomorphic properties, the DJA safeguards 

sensitive data within cloud environments, fortifying against unauthorized access or manipulation. The data 

deposited in the cloud server in the encrypted form is decrypted using the Damgard–Jurik method, and if the 

data user is authorized to deliver the search result, the search result is then safely sent to the data user. 

The main defense is provided by the key-driven encryption, and security is further enhanced by the 

usage of DJA. A ciphertext is created from a plaintext resource using a DJA, which has the drawback that the 

entire transformation must be completed in order to recover the original plaintext. In actuality, DJA ensures 

that every bit of the encrypted resource is completely dependent on every other bit so that if any part of the 

encrypted resource is unavailable, no part of the original plaintext can be recovered. 

 

3.2.  Slicing 

The process of slicing an encrypted resource involves creating distinct fragments, each of which 

contains a mini-block that ensures that no two fragments have the same mini-block, and introducing a 

fragment that contains each mini-block. We slice the resource by simply placing the mini-blocks that appear 

at the same location in the various macro-blocks in the same fragment in order to guarantee all of this and to 

make management easier. Figure 2 shows the process of slicing. 

 

 

 
 

Figure 2. Slicing process 

 

 

3.3.  Dual chunk redundancy 

This study proposes a DCR-based DRAGO-SLICE technique, which consists of two key phases: 

trust management (TM) modules and DCR storage modules. TM phase involves the analysis of user behavior 

to calculate a trust value. During the dual modular redundancy storage stage, every piece of data is 

reproduced two times in independent storage nodes in order to provide fault tolerance and data uniformity. 

The concept of dual redundancy is based on a verification-based system, where the first copy is the main 

storage and the second one is a backup. To handle its data corruption or attack, the error detection 

mechanisms are applied to both chunks and in the event of discrepancy, the system applies the integrity 

verification system to determine the correct version. 
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Pseudocode for Draco-Slice framework: 

1. (𝑃𝐾, 𝑆𝐾) ← 𝐷𝐽𝐴_𝐾𝑒𝑦𝐺𝑒𝑛𝑒𝑟𝑎𝑡𝑖𝑜𝑛() // DRACO_SLICE(Data) 
2. EncData ← ∅  
3. For each block 𝐵𝑖  in Data do   //Encryption Phase 

𝐶𝑖 ← 𝐷𝐽𝐴_Encrypt (𝐵𝑖 , 𝑃𝐾) 
EncData ← EncData ∪ 𝐶𝑖 

4. End for  

5. Slices ← Slice_EncryptedData (EncData) //Slicing phase 

6. RedundantChunks ← ∅     // Dual chunk redundancy 

7. for each slice 𝑆𝑗 in Slices do 

RedundantChunks ← RedundantChunks ∪ {𝑆𝑗 , Duplicate (𝑆𝑗)} 

8. end for 

9. for each chunk 𝐶𝑘 in RedundantChunks do 

Node ← Select_DCS_Node () 

Store_Chunk (𝐶𝑘 , Node) 
10. end for  
11. return “Data Stored Securely”  
12. if Authenticate (User) = FALSE then   // DRACO_Retrieve (DataID, User) 

return “Access Denied” 

13. end if  

14. Chunks ← Fetch_Chunks (DataID) 

15. ValidChunks ← ∅ // Integrity Check using redundancy 
16. for each pair (𝐶1, 𝐶2) in Chunks do 

ValidChunks ← ValidChunks ∪ Integrity_Verify (𝐶1, 𝐶2)  
17. end for 

18. PlainData  ← ∅ // Decryption Phase 
19. for each cipher 𝐶𝑖 in ValidChunks do 

𝑀𝑖 ← DJA_Decrypt (𝐶𝑖 , 𝑆𝑘) 

PlainData ← PlainData ∪ 𝑀𝑖 

20. end for  
21. return PlainData 

 

 

4. RESULT AND DISCUSSION 

In this part, the proposed DRAGO-SLICE system is simulated in a Python environment. To 

investigate the effectiveness of the developed DRAGO-SLICE framework, it has been contrasted with the 

other methods, such as EVM-ECC [19], DeBlock-Sec [20], and BC-DSS [24]. A number of significant 

efficiency metrics including ET, DT, throughput, latency, computational overhead, and reliability were 

evaluated in order to regulate in what manner the DRAGO-SLICE method performed. 

Figure 3 illustrates the proposed technique compared with existing approaches such as EVM-ECC, 

DeBlock-Sec, BC-DSS. Figure 3(a) shows a contrast between a proposed technique and existing methods 

like EVM-ECC [19], DeBlock-Sec [20], and BC-DSS [24] in terms of ET. The time booked to encode the 

data is quicker using the proposed approach when compared to other current solutions. The ETs of the 

proposed approach are 44.43%, 36.16%, and 26.63% quicker than those of the current techniques.  

Figure 3(b) compares the DTs of a suggested approach with the existing techniques. The DT is the amount of 

time required to utilize a decryption technique to return encrypted data to plaintext. The suggested method's 

DT is 48.07%, 40%, and 28.26% quicker than that of the existing methods. 
 

 

  

(a) (b) 
 

Figure 3. Comparison of: (a) ET and (b) DT 
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Figure 4 shows the throughput comparison of proposed technique with existing techniques, EVM-ECC, 

DeBlock-Sec and BC-DSS. Figure 4(a) presents a comparison of throughput in terms of data size. In this case, the 

data amount is continuously expanded, and throughput is indirectly proportional to the existing tasks. There are 

little variations in the graph of the throughput curve of the suggested DRAGO-SLICE. The existing systems have 

lower throughput. The proposed system shows that the involvement of the DJA enhances the throughput in the 

authentication process, encryption phase, and retrieval phase. The storage efficiency attained by the suggested 

study has been compared with earlier studies in Figure 4(b). According to the comparison, the suggested research 

achieves a storage efficiency of up to 98%, implying that 98% of the data is processed effectively and 

uninterrupted. Here the cloud is a decentralized environment where the authentication credentials are kept. 
 

 

  
(a) (b) 

 

Figure 4. Comparison of: (a) throughput and (b) storage efficiency 
 

 

The Table 1 indicate that the suggested DRAGO-SLICE framework is more effective in the three 

resilience cases when compared to the existing approaches. In conditions of key compromise, it has the best 

accuracy and is more resistant to key related attacks. The suggested model ensures a better throughput and packet 

delivery ratio during node failure because of DCR and decentralized distribution. In the case of data losses, it has 

the maximum data-integrity value, that guarantees efficient recovery, and a low leakage of information. 
 

 

Table 1. Resilience performance comparison across critical failure scenarios 
Scenarios Metrics EVM-ECC (%) DeBlock-Sec (%) BC-DSS (%) Proposed (%) 

Key compromise Accuracy 82 87 91 97 
Node failure Throughput 65 72 80 95 

Network failure PDR 73 78 87 94 

Data loss Data integrity 88 90 94 98 

 

 

Figure 5 illustrates the computational overhead over time for four different methods: EVM-ECC, 

DeBlock-Sec, BC-DSS, and the proposed DRAGO-SLICE approach. It is evident that the suggested 

approach constantly exhibits the lowest computational overhead, starting from minimal values and increasing 

gradually to a stable level below 30 ms. Conversely, EVM-ECC has the highest overhead, surpassing 80 ms 

over time, whereas DeBlock-Sec and BC-DSS have an intermediate performance, with the overhead of 

around 60 ms and 40 ms, respectively. 

As indicated in the Table 2, the proposed DRAGO-SLICE technique consumes much less additional 

storage compared to the current methods. Although the techniques such as EVM-ECC, DeBlock-Sec need 

high overhead and huge redundant copies, the overhead of the proposed technique is only 15 MB and the 

redundancy is 40 MB. This shows that DRAGO-SLICE provides high security and reliability at a 

significantly reduced storage usage in comparison to other procedures. 

Proposed technique compared with EVM-ECC, DeBlock-Sec and BC-DSS in terms of latency, and 

data confidentiality in Figure 6. Figure 6(a) shows the suggested DRAGO-SLICE method, which has the 

lowest transmission latency. Traditional data redundancy mechanisms often introduce delays due to complex 

encryption and storage processes. In contrast, the DRAGO-SLICE model minimizes latency while 

maintaining high reliability through optimized chunk redundancy and adaptive data slicing. Therefore, the 

proposed approach is perfect for secure and resilient DCS systems. Figure 6(b) shows the data confidentiality 

rate as the number of the user data increases using four techniques such as EVM-ECC, DeBlock-Sec,  

BC-DSS, and the proposed method. The confidentiality of the proposed DRAGO-SLICE reaches its highest, 
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about 96 percent, when the size of the data increases to 100. BC-DSS and DeBlock-Sec are moderately 

enhanced; meanwhile, EVM-ECC exhibits the lowest levels of confidentiality. 
 

 

 
 

Figure 5. Computational overhead comparison 
 

 

Table 2. Comparison of storage overhead and redundancy across security methods 
Methods Storage overhead (MB) Redundancy (MB) 

EVM-ECC 55 120 

DeBlock-Sec 40 95 
BC-DSS 28 70 

Proposed 15 40 

 

 

 
(a) 

 

 
(b) 

 

Figure 6. Performance evaluation of proposed method across different methods: (a) latency comparison and 

(b) data confidentiality 
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The Table 3 indicates the performance of EVM-ECC, DeBlock-Sec, BC-DSS, and the suggested 

DRAGO-SLICE method in seven metrics. The suggested scheme scores highest in every category, including 

encryption (87.23%), decryption (88%), throughput (95%), storage efficiency (98%), and the strength of 

security (97%). It is also the most reliable (99%) and the least latent (90.65%) which can be mostly attributed 

to the combination of Damgard–Jurik encryption, slicing, and dual-chunk redundancy. 
 

 

Table 3. Comparative performance analysis of existing methods 

Methods 
Encryption 

(%) 

Decryption 

(%) 

Throughput 

(%) 

Storage 

efficiency (%) 

Security 

strength (%) 

Reliability 

(%) 

Latency 

(%) 

EVM-ECC 55.7 51.93 65 75 78.95 70 65 

DeBlock-Sec 63.84 60 72 80 86.26 78 72 
BC-DSS 73.37 75 80 85 91.48 82 78 

Proposed 87.23 88 95 98 97 99 90.65 

 

 

Table 4 indicates that the proposed DRAGO-SLICE has the highest mean reliability (98.00) when 

compared with EVM-ECC, DeBlock-Sec, and BC-DSS. The smaller standard deviation value (±0.74) shows 

that there is a consistent and stable performance over repeated simulation runs. Moreover, the p-values less 

than 0.05 prove that the increase in reliability is statistically significant and is not the result of a random 

variation. Whereas, the existing methods achieves the higher standard deviation of ±1.88, ±1.42, and ±1.16, 

respectively. 

 

 

Table 4. Statistical validation of reliability performance 
Technique p-value Reliability (mean±Std) 

EVM-ECC 0.031 82.00±1.84 

DeBlock-Sec 0.024 87.00±1.42 

BC-DSS 0.015 91.00±1.16 

Proposed DRAGO-SLICE 0.004 98.00±0.74 

 

 

Figure 7 (in Appendix) illustrates the performance of proposed algorithm with existing technique by 

data integrity, data availability, and energy consumption parameters. Figure 7(a) shows the data integrity 

performance of EVM-ECC, DeBlock-Sec, BC-DSS, and the proposed method at various data sizes. The 

proposed DRAGO-SLICE method consistently achieves the highest integrity of 98% as the size of the data 

increases because of the effective encryption and dual-chunk redundancy measures. BC-DSS demonstrates a 

moderate improvement when the data size increases, but DeBlock-Sec and EVM-ECC have lower and more 

moderate values of integrity. Figure 7(b) provides the comparison of the availability of data using four 

techniques. The proposed DRAGO-SLICE method is able to achieve maximum availability of data up to 

94% because of its dual-chunk redundancy and effective slicing plan. BC-DSS and DeBlock-Sec demonstrate 

moderate improvements with availability ranging between 89% and 92%, and EVM-ECC has the lowest 

availability in all the rounds. Figure 7(c) illustrates the comparison of energy consumption using four 

techniques such as EVM-ECC, DeBlock-Sec, BC-DSS, and the proposed method. The proposed DRAGO-

SLICE has the lowest energy consumption of 38%, as compared to EVM-ECC, DeBlock-Sec and BC-DSS, 

which consume a lot of energy. This indicates that the suggested mechanism is more energy-efficient since 

the encryption and redundancy process is optimized. 

 

 

5. CONCLUSION 

In this paper, a novel DRAGO-SLICE framework has been suggested to improve reliability and 

security in DCS. The suggested framework achieves the security data protection, and improved reliability 

through the DJA and DCR. The proposed technique has been analyzed using a Python simulator. As per the 

comparative analysis, the security of the suggested DRAGO-SLICE model is improved by 21.05%, 13.74%, 

and 8.52% as compared to the existing EVM-ECC, DeBlock-Sec, and BC-DSS models, respectively. The 

proposed model improves the security and reliability but still faces the limitation such as high computational 

costs and low processing device. To counter these limits, the future work will concentrate on real-world 

cloud testbeds like the AWS or Arizona to determine its scalability and robustness under the realistic network 

environment, and also integrate key management protocols based on blockchain to provide secure and 

decentralized distribution of keys in the DRAGO-SLICE framework. 
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Figure 7. Comparison of: (a) data integrity and (b) data availability 
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(c) 

 

Figure 7. Comparison of: (c) energy consumption (continued) 
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