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The rapid dissemination of hoax information through digital media poses a
major danger to public perception and societal order. Automated detection
systems are crucial to combat this issue. This research providing a side-by-
side evaluation of three machine learning (ML) models: support vector
machine (SVM), Naive Bayes (NB), and random forest (RF) for classifying
news text as hoax or non-hoax. A total of 4,009 articles were first cleaned,
broken into tokens, stripped of common stopwords, and lemmatized. Next, the
term frequency-inverse document frequency (TF-IDF) approach was
employed to pull out the key features. Evaluation of the models relied on
metrics such as accuracy, precision, recall, and F1-score. The top results came
from recorded by SVM, which reached 97% accuracy and a balanced F1-score
0f 96%, followed by RF at 95% accuracy. Meanwhile, NB only achieved 87%
accuracy and showed a stronger tendency toward false positives. These results
lead to the conclusion that SVM is the optimal algorithm for hoax news
detection, thanks to its superior and well-balanced classification capability.
What sets this study apart is its use of both comparative performance
evaluation and statistical testing on an English-language dataset, providing a
robust methodological foundation for future development and adaptation of
hoax detection systems in other linguistic contexts, including Indonesian.
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1. INTRODUCTION

The digital era has radically changed how information circulates, giving everyone immediate access
to news through the internet and social networks. But this ease of access carries a major downside: hoaxes,
false information created intentionally to mislead the public for political, financial, or social purposes are now
spreading uncontrollably [1]. In the real world, this issue leads to serious fallout, such as shaping what people
believe, undermining social harmony, and sparking acts of aggression [2]. For instance, a hoax regarding child
abductions in Indonesia triggered public panic and tragic vigilante actions before being debunked by authorities
[3]. This highlights just how urgent and essential it is to have reliable, automated tools that can identify hoax

content quickly and on a large scale.

Within content-based detection, several algorithms have been explored. The Naive Bayes (NB)
algorithm is frequently employed as a baseline due to its computational efficiency and simplicity in text
classification [4]. The application of the NB classifier has been established as a classic and efficient baseline
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method for automated fake news detection in digital text classification [5]. Ensemble learning methods in
machine learning (ML) have been extensively utilized to improve the robustness and overall performance of
systems designed to detect deceptive information [6]. But because it heavily relies on the idea that all features
are unrelated to one another, this approach frequently struggles when applied to complicated, real-life text data
[7]. Support vector machines (SVM) are well-known for performing exceptionally well when working with
many dimensions, which makes them particularly effective when handling text that has been converted through
techniques like term frequency-inverse document frequency (TF-IDF) [8]. Their ability to find an optimal
hyperplane for separation has led to strong results in previous hoax detection studies [9]. Many studies compare
models using different preprocessing pipelines or evaluation metrics, making it difficult to draw concrete
conclusions about their relative strengths and weaknesses in a controlled environment [10].

Apart from their theoretical value, systems designed to spot hoaxes also serve an essential real-world
function: preserving the trustworthiness of online information environments. With these tools, social media
companies can catch and label deceptive or untrue posts before they go viral [11], while also supporting
fact-checking efforts by integrating with external knowledge bases for rapid claim verification [12]. The
presence of such systems enhances public trust and strengthens the credibility of digital media platforms [13].
Furthermore, hoax detection has pedagogical value in engineering and computer science education, such as
demonstrating the role of NLP in secure communication or showcasing the challenges of deploying artificial
intelligence (AI) models on resource-constrained embedded systems or internet of things (IoT)
devices [14], [15]. These interdisciplinary applications highlight the broad impact and relevance of automated
misinformation detection technologies.

This suggested methodology follows a structured sequence that includes getting the data ready,
applying thorough text preprocessing steps (such as cleaning, breaking into tokens, discarding common words,
and lemmatization), and finally pulling out features via TF-IDF [16], model training, and a multi-faceted
evaluation. The novelty and value of this research are threefold: i) it provides a clear, empirical benchmark of
these three algorithms on an identical, preprocessed dataset using a consistent evaluation framework [17],
ii) it moves beyond mere accuracy metrics by employing a detailed diagnostic analysis—including precision
[18], reveal more than just the top-performing model—they also explain the reasoning behind it by looking at
each algorithm's pattern of generating false alarms (false positives) or missing actual cases (false negatives)
[19], and iii) the findings offer practical guidance for developers and researchers: SVM is recommended for
balanced accuracy [20], random forest (RF) for minimizing missed hoaxes [21], and NB for computational
speed where some accuracy can be sacrificed [22]. The remainder of this article is laid out in the manner
described below [23]. Tree-based classifiers, specifically RF and J48 decision trees, provide a structured
approach to analyzing and identifying patterns within misleading news articles [24]. The integration of SVM
with TF-IDF continues to serve as a powerful and highly reliable methodology for unveiling the truth in online
content [25].

2. METHOD

A quantitative strategy was adopted for this study, relying on text analysis to identify hoax news. The
workflow consists of multiple key phases: gathering data, preprocessing the text, extracting features, and finally
running classification through ML algorithms. This setup aims to automatically and precisely uncover textual
patterns that separate hoax articles from legitimate ones. An overview of this research process: start, dataset
fake news, preprocessing, feature extraction TF-IDF, classification (SVM, NB, and RF), evaluation, and end.

2.1. Data collecting

The research draws on a publicly available dataset called 'Fake News Detection,' which comes from
Kaggle and can be accessed via the following link: http://kaggle.com/datasets/jruvika/fake-news-detection.
This collection includes news pieces that have been categorized either as 'hoax' or non-hoax.' In total, there
are 4,000 articles in the dataset, with a fairly even split between the two classes. Four key fields are present in
every record in Table 1.

Table 1. Dataset attributes

Feature Description

URLs Links contains news articles

Headline  Featured news headlines

Body The main content or content of a news article
Label Article classification: hoax (1) and non-hoax (0)
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For classification purposes, only the body feature is used as the main source of text, while labels are
used as a marker for news categories, whether they are hoax or not. Figure 1 shows the distribution of data by
label. Label 0 represents non-hoax with a total of 2,137 articles, while label 1 represents hoax (fake news) with
a total of 1,872 articles. This relatively balanced distribution is important so that the ML algorithm can be not
biased against any of the classes.
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Figure 1. Label distribution

2.2. Data preprocessing

The preprocessing step gets text data ready so ML models can process it effectively. Raw text often
comes with unwanted elements like punctuation, special characters, web links, or irregular formatting that can
hurt how accurately the model performs. The preprocessing pipeline consists of several sequential steps,
illustrated in Figure 2.

N Case — - Remove L
‘ Cleaning H Folding Normalization H Tokenizing Stopword HLemmatzauon

Figure 2. Preprocessing stages

The preprocessing steps include: cleaning (removing numbers, punctuation, URLs, emojis, and extra
spaces); case folding (lowercasing all text for uniformity); normalization (fixing slang and variants, e.g.,
"u"—"you", "covid19"—"covid"); tokenization (splitting text into words); stopword removal (eliminating
low-meaning words like "is," "the"); and lemmatization (reducing words to dictionary root form, e.g.,
"running"—"run"). At the end of the pipeline, in a single document compared to how often they show up across
all documents, making sure that words carrying more useful information get more weight when the model

learns.

2.3. Feature extraction term frequency—inverse document frequency

Once the raw text has passed through preprocessing and been stripped of unnecessary components,
the following phase is feature extraction. Its job is to convert the text-based information into numeric form so
that ML models can work with it. For this research, we applied the TF-IDF approach, a highly popular choice
for representing text when the goal is document classification.

Which shows how important that word is within that specific piece of text. IDF, on the other hand,
measures how distinctive or meaningful a word is across the whole set of documents (the corpus). Words that
pop up often across many documents end up with low IDF scores because they don't help tell documents apart
very well. Meanwhile, words that are rare get high IDF scores, pointing to their potential usefulness for
distinguishing between different classes of documents.
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2.4. Classification model

Here, the classification step takes place to tell apart hoax articles from legitimate ones, using the
features that were pulled out earlier via the TF-IDF technique. The three ML algorithms applied in this phase:
SVM is being a classifier that relies on margins, SVM searches for the best possible boundary known as a
hyperplane that splits two categories while maximizing the gap on both sides. NB relies on probability
principles and stems from Bayes' theorem, operating under the assumption that all features are unrelated to one
another. When handling text data, a specific version called Multinomial NB is applied. RF belongs to the
ensemble family of algorithms. It brings together multiple decision trees.

3. RESULTS AND DISCUSSION

This research aims to identify the algorithm with the highest level of accuracy in detecting text-based
hoax news. The entire process is carried out using Google Collaboratory as a cloud-based programming
environment, as well as the Windows 10 Pro operating system to support the documentation and reporting
process of research results.

3.1. Data collection

At the start, the data collection consisted of 4,009 articles, a mix of hoaxes and real news.
A preliminary check found 1,125 duplicates (caused by the same news appearing across different sources) and
21 blank entries in the body column, which were unusable. After removing these, 2,863 unique and valid
articles remained. This cleanup was essential to prevent duplication bias and ensure a cleaner, more
representative dataset for training.

3.2. Data preprocessing

The data preparation step was performed in order to clean and standardize news text before it was
used in model training. This process included text cleaning, case folding, word normalization, tokenization,
stopword removal, and lemmatization. After the preprocessing stage, the data gets split, with 80% allocated
for training and the remaining 20% reserved for testing. Out of a total of 2.863 data, 2.290 training data, and
573 test data were obtained, as shown in Table 2.

Table 2. Dataset splitting

Data Amount of data
Data training 2.290
Data testing 573
Total data 2.863

3.3. Term frequency—inverse document frequency feature extraction

Once preprocessing finished, TF-IDF was applied to extract features, where a word's weight rises with
its frequency output is displayed in Figure 3. In addition, a WordCloud visualization was performed to display
the words that appear most frequently in the corpus, as shown in Figure 4.

visible wisibly wision visionary visit wisitation wvisitor
8 8.8 a8.e 8.8 8.8 0.815158 8.8 @.eceoea
1 a. 8.8 8.0 0.eooaeee 8.0g0008
2 8.8 a8.e 8.8 8.0 ©.832118 8.8 ©.egooee
3 8.8 a8.e 8.8 8.8 0.epboace 8.8 @.eo60ea
4 8.8 e8.e 8.8 8.0 0©.eobece 8.8 ©.oeooee
2285 8.8 a8.e 8.8 8.8 0.ep0oace 8.8 @.eceoea
2286 8.8 8.8 8.8 8.0 0©.600ece 8.8 ©.oo0000
2287 8.8 a8.8 8.8 8.0 ©.818683 8.8 ©.823%@8
2288 8.8 a8.e 8.8 8.8 0.815531 8.8 @.eo60ea
2289 8.8 a8.e 8.8 8.8 0.ep0oace 8.8 @.eceoea

Figure 3. TF-IDF implementation results
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Figure 4. WordCloud visualization

3.4. Machine learning model training

For model training, this research employed three classifiers: SVM, NB, and RF. Each algorithm was
trained on data that had already been preprocessed and transformed into numerical features via the TF-IDF
method. The SVM model was run with a linear kernel and its standard default settings.

3.5. Evaluation results

To assess the classification capability of each algorithm, the models were evaluated using several
standard performance metrics: accuracy, precision, recall, and F1-score. These four measures collectively give
a fair assessment of how effectively each algorithm performs in distinguishing hoax and real news. The
comparative results are presented in Table 3.

Table 3. Classification model performance comparison
Model  Accuracy  Precision Recall Fl-score

SVM 0.97 0.97 0.96 0.96
NB 0.87 0.90 0.85 0.86
RF 0.95 0.96 0.94 0.95

SVM achieved the best results (97% accuracy and balanced precision-recall), proving robust at
distinguishing hoax from real news. RF (95% accuracy) minimized false negatives well, though its false
positives were slightly above SVM's. NB was fast to train but less precise on real news, likely due to its
word-frequency sensitivity. Figures 5—7 show the confusion matrices for all three models.

Confusion Matrix SVM
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Figure 5. Confusion matrix SVM
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Figure 6. Confusion matrix NB
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Figure 7. Confusion matrix RF

SVM showed strong and stable performance with 227 real and 326 hoax correct, plus only 12 false
positives, and 8 false negatives. NB, however, had 171 reals, and 329 hoax correct but suffered from 68 false
positives, far higher than other models, along with just 5 false negatives, revealing its over-sensitivity in
labeling news as hoaxes. RF achieved 213 real and 333 hoax correct, with 26 false positives and only 1 false
negative, it excellent at detecting hoaxes despite having slightly more false positives than SVM.

3.6. Receiver operating characteristic curve

Receiver operating characteristic (ROC) curves measure hoax vs. real classification performance by
showing the balance between the rate of correctly identified positives and falsely flagged positives across
different cutoff points. A larger area under the curve (AUC) (up to 1.0) indicates superior model performance.
Figure 8 compares ROC curves for SVM, NB, and RF.

The ROC curve shows that the three algorithms have excellent classification performance in the
context of detecting hoax news. SVM is the model with the most optimal performance probabilistic based on
the value AUC=1.00. Meanwhile, the NB and RF models obtained AUC values of 0.98 and 0.99, respectively.
Evaluations using ROC and AUC curves provide more in-depth information than just accuracy or F1-scores,
as they take into account all classification thresholds.
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3.7. Cross-validation performance and statistical significance
A 5-fold cross-validation (CV) was carried out to assess how well the models performed, using three
classifiers: SVM, NB, and RF. Table 4 shows the accuracy scores recorded for each fold. To test if model
performance differences were significant, a one-way ANOVA was applied to their 5-fold CV accuracies. The
F-statistic (94.55) and p-value (0.0000) indicate genuine differences, not random noise. Figure 9 boxplot
visualizes accuracy variation and stability across folds.

Accuracy
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Figure 9. Results of one-way ANOVA on model accuracy (5-fold CV)

Table 4. 5-Fold CV results

Model Foldl Fold2 Fold3 Fold4 Fold5
SVM 0.9803 0.9738 0.9607 0.9738 0.9519
NB 0.8646 0.8318 0.8296 0.8362 0.8231
RF 0.9651 0.9607 0.9214 0.9520 0.9279
( Cross-Validation 5-Fold )
— -

%I

SVM Naive Bayes Random Forest

Types of classification models
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From the boxplot, SVM shows the least fluctuation across folds, pointing to consistent behavior,
whereas NB displays more noticeable variation, suggesting greater sensitivity to data distribution. RF shows
moderate variance and stable behavior. These findings reinforce that SVM not only achieves superior accuracy
but also demonstrates higher consistency.

4. CONCLUSION

This study provides a comprehensive empirical evaluation of ML algorithms—specifically SVM, NB,
and RF—for automated hoax news detection using TF-IDF feature extraction. The primary contribution of this
research lies in establishing a rigorous, controlled benchmarking pipeline on a preprocessed text dataset,
validated through both standard evaluation metrics and 5-fold CV paired with statistical significance testing
(one-way ANOVA, $F=94.55 and p<0.0001$). The experimental results demonstrate that SVM achieves the
superior overall classification capability with 97% accuracy, an Fl-score of 0.96, an AUC of 1.00, and
exceptionally low error rates across folds, establishing it as the most effective baseline model among those tested.

From a practical perspective, these findings offer concrete design insights for practitioners, software
developers, and digital platform administrators implementing automated content moderation systems.
Depending on operational priorities, deployment choices can be tailored: SVM provides optimal, balanced
performance for general automated filtering; RF is highly effective for applications prioritizing minimal false
negatives (missing only 1 hoax in testing); while NB offers a lightweight alternative suited for resource-
constrained or real-time environments where computational speed is prioritized over slight trade-offs in
precision. The proposed comparative evaluation contributes significantly to the broader field of hoax detection
by moving beyond surface-level accuracy to reveal granular algorithm-specific behaviors, such as error trade-
offs and stability across CV folds. Furthermore, by establishing a standardized, statistically validated
framework on textual data, this benchmark serves as a reliable methodological reference for adapting and
scaling ML-based misinformation detection tools across diverse domain environments and multilingual
contexts, including Indonesian text classification.

Despite these contributions, a few limitations of the study should be noted. The evaluation relied
primarily on classic TF-IDF representations and surface-level textual features from a single dataset, which may
not fully capture complex contextual semantics, subtle sarcasm, or rapidly evolving online misinformation
patterns. To address these limitations, future research directions should focus on: advanced model
architectures: incorporating deep learning and pre-trained transformer-based language models (e.g., BERT,
RoBERTa, or contextual embeddings) to better capture semantic nuance, multilingual and cross-lingual
adaptation: extending the framework to non-English corpora, particularly Indonesian news datasets, to evaluate
cross-linguistic robustness.
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