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 Wireless sensor networks (WSNs) are increasingly being used in vital 

environmental tracking, healthcare, and industrial automation, with 

reliability and security being key concerns. However, the liability to 

interference, multipath fading, and malicious attacks associated with WSNs 

is very high due to their limited power, as well as their open medium. This 

paper investigates the usage of direct sequence spread spectrum (DSSS) to 

improve the security and reliability of the physical layer in WSNs. DSSS 

makes it more challenging for narrowband interference to occur, minimizes 

the bit error rate (BER), and mitigates the effects of eavesdropping. A 

MATLAB-based simulation model is derived to assess the associated 

performance of DSSS- constrained WSNs under the additive white gaussian 

noise (AWGN) and interference conditions. The results indicate an 

enormous gain over signal-to-noise ratio (SNR), the throughput and the 

packet delivery ratio (PDR) as against conventional non-spread spectrum 

transmission. The results show that the usage of DSSS in WSN is most 

robust and confidential especially for secure and reliable applications in the 

internet of things (IoT) environments. 
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1. INTRODUCTION 

Wireless sensor networks (WSNs) have emerged as a key enabling technology in internet of things 

(IoT) applications, ranging from environmental monitoring and precision agriculture to healthcare, military 

surveillance, and industrial automation [1], [2]. Despite their widespread adoption, WSNs face significant 

challenges including limited energy resources, multipath fading, interference, and security vulnerabilities 

[3]–[5]. Traditional narrowband communication systems are particularly susceptible to jamming and noise, 

which degrade reliability and packet delivery performance. 

Direct sequence spread spectrum (DSSS) is a spread spectrum technique designed to enhance 

robustness against interference by spreading the signal using a pseudo-noise (PN) code [6], [7]. DSSS 

exhibits multipath resistance and provides inherent physical-layer security because the transmitted signal 

appears noise-like to unintended receivers [8]. In recent years, research has demonstrated that spread 

spectrum processing greatly enhances both in bit error rate (BER) performance and overall robustness [9]. 

https://creativecommons.org/licenses/by-sa/4.0/


Bulletin of Electr Eng & Inf ISSN: 2302-9285  

 

Enhancing reliability and security in wireless sensor networks using … (Rachamadugu Prakash Kumar) 

3339 

When used in WSNs, DSSS reduces packet loss, improving network throughput, and extending networks life 

time through fewer retransmissions due to channel errors. In addition its low probability of interception (LPI) 

and jam immunity, making highly suitable for mission critical, and security sensitive IoT applications [10]. 

In this paper, we propose the integration of DSSS into WSN communication to enhance both reliability 

and security. A MATLAB-based simulation model is developed to evaluate the performance of DSSS-enabled 

WSNs under additive white gaussian noise (AWGN) and interference scenarios. Key performance metrics such 

as BER, throughput, and packet delivery ratio (PDR) are analyzed to demonstrate the effectiveness of DSSS 

compared to conventional narrowband transmission. The rest of the paper is described as follows: section 2, the 

related works in the field of DSSS in WSNs are discussed. The proposed method of communication using the 

DSSS is described in section 3. The simulation setup and performance evaluation and the results are presented 

in section 4. The results that were obtained in this study and their implications are discussed in section 5. 

Finally, the paper ends with the key findings and future work direction in section 6. 

 

 

2. RELATED WORKS 

In recent years, research has increasingly focused on applying spread spectrum techniques such as 

DSSS in IoT and WSN-based applications for enhanced security and resilience. Most recent works 

investigated application of DSSS in IoT and WSN applications to enhance the reliability, security, and 

energy efficiency of communication. Recent research have investigated DSSS for reliable wireless 

communications in the presence of difficult channel characteristics. For example, the techniques of 

communication for ultra-reliable and low latency wireless systems were discussed in [11], focusing on the 

capability of a strong transmitter in a multipath fading channel. Like that, IEEE [12] introduced the IEEE 

802.15.4 standard, with DSSS physical layer to improve interference resistance and to allow energy efficient 

communication. A machine learning framework for interference sensing and modelling in IoT frequency 

bands, for the purpose of adapting communication strategies for dense wireless environments was proposed 

[13]. In addition, there has been a lot of interest in the physical-layer security together with multi-antenna 

communication. Research by Wu et al. [14] has shown that the techniques based on MIMO can enhance the 

communication reliability and confidentiality by introducing spatial diversity. Interference mitigation and 

coexistence of other wireless technologies in the ISM 2.4 GHz band was explored, with particular focus on 

the design of signals that will enable reliable communication [15]. Moreover, [16], [17] highlighted the 

communication security and reliability issues for healthcare and industrial IoT respectively. The survey in 

[18] has concluded that spread-spectrum techniques still have a good deal of potential to improve reliability, 

scalability and security in heterogeneous WSNs. The work that has been done there so far has been aimed at 

optimizing the design of spreading codes to achieve better communication performance [19] and 

incorporating cognitive radio concepts to improve spectrum utilization [20]. Secure authentication and trust 

management for WSNs with IoT is also explored [21], [22]. Lastly, comparative studies [23]–[25] have been 

performed that illustrate the advantages that DSSS offers in terms of energy efficiency, interference rejection, 

reliability, and complexity. The key findings of these new studies are summarized in Table 1 highlighting 

different DSSS enhancement strategies for WSN applications. 
 

 

Table 1. Summary of related works and literature survey 
Title of the paper Methodology Key contribution 

Ultra-reliable and low-latency wireless communication: tail, 

risk and scale [11] 

URLLC framework Improved communication reliability. 

IEEE Std 802.15.4-2020: IEEE standard for low-rate wireless 

networks [12] 

DSSS-based IEEE 

802.15.4 PHY 

Enhanced interference resistance. 

Machine learning framework for sensing and modeling 
interference in IoT frequency bands [13] 

Machine learning-based 
interference modeling 

Improved interference prediction. 

A survey of physical layer security techniques for 5G wireless 

networks and challenges ahead [14] 

MIMO-based physical-

layer security 

Enhanced reliability and security. 

A survey on interference avoiding methods for WSNs working 

in the 2.4 GHz frequency band [15] 

Interference mitigation 

techniques 

Reduced wireless interference. 

Securing wireless communications of the internet of things 
from the physical layer: an overview [16] 

Physical-layer security Improved secure communication. 

A survey of cognitive radio handoff schemes, challenges and 

issues for industrial WSNs [17] 

Cognitive radio for 

Industrial WSN 

Improved communication robustnes. 

Coexistence management in wireless networks: a survey [18] Literature survey Summarized coexistence techniques. 

 

 

3. PROPOSED METHOD 

The proposed work focuses on improving the reliability and security of WSNs by incorporating 

DSSS at the physical layer of communication. In the conventional WSN model, sensor nodes transmit data 
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using narrowband modulation techniques, which are highly susceptible to interference, multipath fading, and 

malicious jamming attacks. To overcome these challenges, DSSS is employed to spread the original data 

signal using a PN sequence before transmission. 

In this method, each data bit is multiplied by a high-rate PN code, thereby generating a wider 

bandwidth signal. At the receiver, the PN code used to spread the signal is passed through a despreader; this 

prevents replicas of the original signal from other parties without the correct code. To a large extent, this is 

done to increase resistance to interference and eavesdropping. The system model consists of sensor nodes, a 

cluster head, and a base station. Each node is equipped with a DSSS transmitter that includes a PN sequence 

generator, a binary phase shift keying (BPSK) modulator, and a spreading unit. A correlator-based DSSS 

demodulator is designed at the receiver side to recover the original transmitted data. The proposed system is 

assessed through the quality metrics BER, throughput, power spectral density (PSD), and resilience against 

jamming. Additionally, this method integrates lightweight key-based PN code allocation to strengthen 

security and prevent unauthorized decoding of sensor data. This reduces the vulnerability of WSNs to 

external attacks while maintaining energy efficiency for low-power IoT devices. Simulation experiments are 

conducted using MATLAB to compare system performance with and without DSSS. 

DSSS-based wireless sensor node communication system, the process begins at the sensor node, 

where raw environmental data is sensed, digitized, and formatted into packets containing the payload, node 

ID, and error-checking bits. The data then is also packetized and directed to the spreader where it is 

multiplied by a high-rate PN code to widen its bandwidth and lower the PSD, as a way of making it resistant 

to interference. The spread signal is applied to a BPSK modulator, which maps the data chips to 

corresponding phase shifts (0 or π) of a carrier wave, generating a wideband noise-like transmitted signal. 

The signal is then transmitted along the wireless channel, having to face path loss, fading, interferences, and 

noise. At the demodulation, the signal is first received in the BPSK demodulator where it is detected 

coherently and is recovered to obtain the symbols. The signal that is demodulated is then run through the 

despreader where a locally generated synchronized PN code is used to compress the signal back into its 

original narrowband, in the process boosting the desired signal and diffusing noise and interference. Lastly, 

the result of the despreader is reconstituted into the recoded signal, the same as that used by the source node 

to send the sensed information, as shown in Figure 1. 

 

 

 
 

Figure 1. Block diagram of the proposed DSSS-based secure WSN communication system 

 

 

Starting at the sensor node, a physical transducer (e.g., temperature, vibration, and gas) samples the 

environment and produces a digital bit stream after simple signal conditioning and ADC. A lightweight 

packetizer adds a header (node ID, sequence number, and time stamp), a payload (sensor bits), and a short 

error-control field (CRC). This packet is then passed to the spreading stage, where each data bit is multiplied 

(chip-wise XOR for {0,1} or ±1 multiplication for BPSK) by a high-rate PN sequence. The PN code is 

generated by an LFSR (e.g., m-sequence or gold code) with length LC and chip rate Rc=GsRb, where Gs is the 

processing gain and Rb the data rate. Spreading expands the signal bandwidth by Gs, lowering PSD and 

embedding a “code lock” that only a receiver with the same PN can remove. 
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The spread chips enter the BPSK modulator, which maps chips {0,1} to {+1,−1} and shapes them 

with a pulse (typically RRC or NRZ). The result is a wideband, noise-like waveform. A power controller may 

scale the amplitude to meet the link budget while minimizing energy consumption. The signal thus 

modulated is then sent into the wireless channel that causes path loss, shadowing, multipath fading, AWGN, 

and potentially narrowband interference or intentional jamming-exactly what DSSS is intended to be resistant 

to by virtue of its processing gain Gs. 

At the receiver front end, the RF is down-converted and sampled. Timing recovery res synchronizes 

chip and symbol clocks; carrier recovery eliminates remaining frequency/phase errors. The baseband samples 

go to the despreader, which multiplies them by a locally generated, time-aligned copy of the same PN code. 

Proper code synchronization (acquisition then tracking) is essential; a sliding correlator or matched filter 

searches for the code phase that maximizes correlation, then a delay-locked loop (DLL)/phase-locked loop 

(PLL) keeps it locked as the channel varies. Despreading re-narrows the desired wideband signal, and 

interferers and noise are spread, providing a signal-to-noise ratio (SNR) enhancement of about the processing 

gain (minus synchronization losses). The despread waveform is passed to the BPSK demodulator (correlator 

or coherent detector). Bit decisions are made by comparing the correlator output to zero; the resulting bit 

stream is de-packetized and verified by the cyclic redundancy check (CRC). Valid packets are delivered as 

the received sensor data to the sink/base station. A packet that fails a CRC may be subject to selective 

retransmission by upper layers, but the lower post-despread BER will tend to mitigate this effect, providing 

an increase in throughput and energy efficiency. 

Security and reliability arise naturally from this flow. The PN code acts as a LPI key: without the 

correct code and phase, an eavesdropper observes only noise-like energy. Against narrowband interferers or 

tones, despreading distributes their energy across the wider band, so their impact on any single bit is reduced 

roughly by 1/Gs. In multipath channels, RAKE-style combining (optional) can align and sum the energy 

from different paths before demodulation, exploiting DSSS’s path diversity. For networks, codes can be per-

cluster or per-node to limit cross-correlation; practical choices include Gold or Kasami sets for many users 

with bounded mutual interference. Finally, selection of Gs is adaptive: high spreading factors in adverse 

conditions for robustness, low factors in nice conditions to be not so bandwidth/power consuming. 

 

 

4. RESULTS AND DISCUSSION 

The correlation between SNR and BER in the case of WSN using and without DSSS is shown in 

Figure 2. This observed BER improvement aligns with classical spread spectrum theory [6], [8] and recent 

WSN implementations [11]-[13]. In both cases there is a clear inverse relationship between SNR and BER; 

but the system using DSSS is much better in terms of performance. The BER of the conventional system, at 

lower SNR values, is quite high, which means that it is vulnerable to noise and interference. Conversely, the 

system enabled by DSSS has significantly lower BER which is around 10 even with noisy channel. This is 

made possible by the gain of processing that comes with the spreading operation, which spreads the signal 

power across a wider band and improves the level of interference rejection. The research objective has been 

met with this improvement in terms of enhancing the reliability of communication in the network of wireless 

sensor by the spread spectrum methods. The low SNR values of the reduced BER are a confirmation of the 

resilience of DSSS in the event of impaired channels and narrowband interference. Practically, such an 

improvement in performance is especially useful in low-power WSN applications in severe or interference-

sensitive conditions. 

Similar scalability improvements were also reported in DSSS-enabled MIMO WSN architectures 

and cognitive DSSS systems . The data in Figure 3 presents the correlation in the count of sensor nodes and 

the normalized throughput in the WSN. The throughput of the conventional system (without DSSS) reduces 

with the increase in the network size. This is mainly the result of intensified channel contention, interference 

as well as the occurrence of packet collisions under thick network conditions. In comparison, the system with 

DSSS enabled has a relatively stable and increased throughput rate despite increasing the number of nodes. 

This is due to the fact that interference suppression capability of DSSS where spreading minimizes the effect 

of overlapping transmissions and minimizes multiple-access interference. The obtained findings suggest that 

DSSS can be used to increase the scaling of the network by maintaining the efficiency of communication in 

dense networks. This is in direct relation to the research objective of enhancing reliability and performance of 

WSNs. Practically speaking, the capability of sustaining higher throughput with increasing node density is 

why the proposed system is applicable to large-scale IoT systems in smart agriculture, environmental 

monitoring, and industrial sensing systems. 
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Figure 2. BER performance of with DSSS Figure 3. Throughput with increasing nodes 

 

 

Figure 4 shows the relationship between SNR and PDR of the WSN. Under the standard system 

with no DSSS, PDR starts at 0.92 at low SNR, and then gradually increases to unity as the channel conditions 

become good, which in this case is above about 8 dB. This action implies that loss of packets is severe in 

noisy environment because of increased BER and retransmissions. These results corroborate the findings in 

healthcare and industrial IoT deployments using DSSS. Conversely, the system, which is made possible by 

DSSS almost, has a fixed PDR near 1.0 in all SNR values. This regular performance has been attributed to 

processing gain and mitigation of interferences capability of DSSS, which improves detectability of signals 

in low SNR conditions. The spreading operation minimizes the chances of observing packet corruption and 

hence the retransmission is also minimized which enhances the reliability of the entire network. These 

findings prove that DSSS does not only increase BER performance, but also provides stable packet-level 

reliability. This is in direct relation to the research purpose of strengthening communication in WSNs. 

Practically, the ability to deliver packets with the near-perfect performance even in the low SNR conditions is 

very advantageous in mission-critical IoT, where data integrity and timely delivery are crucial. 

The PSD of the DSSS-modulated signal is presented in Figure 5. The spreading operation disperses 

the signal energy to a very broad frequency band as compared to a conventional narrowband transmission. 

The effect of this is that the peak PSDis significantly reduced. There are two significant advantages of this 

spectral spreading. First, the lower peak PSD enhances narrowband interference resistance and premeditated 

jamming since interference in a thin frequency band has a negligible impact on overall despread signal. 

Secondly, the noise-like spectral presentation eradicates the possibility of interception therefore improving 

security in the transmission of WSNs. The spectral spreading behavior is consistent with theoretical models 

presented in [6], [9]. 

 

 

  
  

Figure 4. PDR vs SNR in WSN Figure 5. PSD of DSSS signal 
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The received PSD and theoretical framework of the spread spectrum communication demonstrate 

that the suggested system relying on the DSSS raises the quality of the BER and the rate of the packet 

delivery, besides, it increases the security characteristics. Practically, this renders the system particularly 

suitable in secure WSN systems in industrial monitoring, military sensing systems and critical infrastructure 

systems where the importance in high regard immunity to interference and eavesdropping. The sharp 

autocorrelation property is characteristic of gold and m-sequences as discussed in classical spread spectrum 

studies [7], [8]. 

Figure 6 shows the properties of autocorrelation of the PN sequence used in the DSSS system. The 

autocorrelation function has a sharp pronounced peak at the zero lag and very low side lobes at the non-zero 

lag. This is a basic property of spread spectrum communication as it makes it possible to properly 

synchronize and despread in an efficient way at the receiver. We know that the sharp autocorrelation peak 

assures us that the receiver can easily determine when the spreading sequence is correctly aligned hence 

reducing the self-interference and enhancing the accuracy of bit recovery. Simultaneously, the low side lobes 

suppress the cross-correlation effects between two or more nodes that are using distinct PN sequences, and 

facilitates code-division multiple access (CDMA)-based communication in the WSN. This finding supports 

the theoretical legitimacy of the DSSS implementation and justifies the better BER, PDR, and throughput 

performance in the former figures. In network scalability terms, a good autocorrelation property allows a 

number of sensor nodes to co-exist with minimal mutual interference, and as such, it is a system that is 

applicable to dense WSN applications. 

 

 

 
 

Figure 6. Autocorrelation of PN sequence in DSSS 

 

 

5. DISCUSSION 

The results of the simulation confirm the hypothesis of the research, which states that the 

incorporation of DSSS in WSN communication results in a higher level of reliability, scalability, and security 

than the use of a narrowband transmission. The theoretical processing gain benefit in the classical theory of 

spread spectrum is proved in practical conditions with low SNR by the observed BER improvement [6], [7]. 

The constant throughput with the growing density of nodes shows the ability of DSSS to reduce multi-user 

interference and is consistent with the results in DSSS-MIMO and cognitive WSN research works [14], [20]. 

Moreover, the high PDR is maintained even under different SNR which indicates a high level of robustness 

to channel impairment, as is also the case in healthcare and industrial IoT applications [16], [17]. Practically, 

these enhancements greatly lower the number of retransmissions, which thus saves node energy and increases 

the network lifetime a very important factor when using large-scale IoT deployments. Also, physical-layer 

security is improved due to the LPI property of the offered architecture, which makes the suggested 

architecture applicable to mission-critical tasks like military sensing and intelligent infrastructure monitoring. 
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6. CONCLUSION 

This paper explored the effect of the DSSS in the performance of WSNs to improve reliability, 

scalability and the security of communication in the presence of a noisy and dense network. The research 

hypothesis according to which DSSS will yield greater error resilience and network robustness than 

conventional transmission schemes is proved with the help of an extensive simulation analysis. The presented 

DSSS-based architecture shows a better ability to suppress interference, an increase in the reliability of 

packets at the packet level, and an increase in the scalability of the system in a multi-node setup. The system 

is able to enhance communication stability with favourable autocorrelation properties of PN sequences by 

taking advantage of the spreading mechanism and its favourable autocorrelation properties. The main value 

of this work is that it offers a systematic performance analysis of DSSS in WSN settings and demonstrates 

the benefits of the presented tool in the context of reliability, anti-jamming, and multi-user support. The 

results prove that DSSS can be an appropriate solution to secure and mission-critical applications of WSN.  

Future directions can involve real-time hardware deployment through embedded systems, 

integrating with machine-learning-based adaptive spreading algorithms, testing in realistic fading channel 

models, and scaling to next-generation IoT and 6G-enabled communication systems. 
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