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Trust compromise is a major problem in social internet of things (SloT).
Existing trust management approaches often rely on predefined trust values,
limited behavioral attributes, or historical interactions, making them less
effective under dynamic and cold-start environments. This paper proposes a
deep collaborative event trust model (DCETM) integrating collaborative
event confidence modeling with graph neural networks (GNNs), long short-
term memory (LSTM) networks, and multi-attribute trust evaluation to
estimate device trustworthiness from spatial, temporal, and behavioral
information. The proposed framework derives evidence-driven trust scores
from collaborative event observations and integrates reliability, consistency,
response behavior, and event confidence for robust malicious node
detection. A preference-aware topology refinement mechanism further
isolates malicious devices and promotes trustworthy interactions.
Experimental evaluation on a SloT benchmark dataset demonstrates that the
proposed DCETM achieves 93.4% attacker detection accuracy, 0.90 F1-
score, and reduces the misclassification rate by 25-30% compared with
recent deep learning-based trust models. In-addition proposed DCETM
maintains reliable trust estimation under cold-start conditions by avoiding
default trust assignment through collaborative event validation,
demonstrating its suitability for secure and scalable SloT environments.
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1. INTRODUCTION

Internet of things (1oT) is a network of heterogeneous physical objects like sensors and devices with
internet. Development and spread of 10T technology has enabled increased connectivity between humans and
physical objects. With reduction in cost of computer chips and ubiquity of wireless networks, billions of
devices are being connected to internet. Diverse objects in physical world like oven, cars, and house doors
are getting connected to internet. With billions of devices on internet, the possibility of 10T objects
establishing social relationships between them autonomously has resulted in a new paradigm called social

internet of things (SloT) [1].

The new paradigm allows smart objects and people to interact within a social structure of
relationships. Similar to online social networks where people establish relationship between them based on
many factors like social interests, real-life relations, background similarity etc. for sharing information, smart
objects in SIoT establish relationship between them and share information. This relationship between smart
objects allows better network navigation; discover various services and ability to perform number of tasks.
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These functionalities make SloT superior to 10T. But there is also a major security problem in establishment
of relationship in SIoT environment. The data from these devices can be compromised, the devices can be
manipulated, data can be tampered, risk of identity and information leakage. Protection from these wide
varieties of security threats and vulnerabilities is a challenge. Controlling the social interaction between the
devices based on trust is a solution to this problem [2], [3].

Online social network use conceptual trust based model. The trust is achieved in conceptual trust
using harmonization. In harmonization, trust is learnt based on continuous observation between the two
parties. The environmental conditions like threats/risks are observed during each interaction. From trust
between two parties, trust between other parties is created using various relationships like transitive,
co-location, co-work, and social relationship. But many of the trust models in online social network cannot
be used in SIoT and especially when devices need to establish relationship in an autonomous manner [4], [5].

To enhance the robustness of trust estimation under complex and dynamic SloT environments, this
work proposes a deep collaborative event trust model (DCETM). The proposed solution combines
event-centric trust modeling with deep learning for secure and scalable SloT systems. The spatial and
temporal characteristics are captured using graph neural networks (GNN) along with long short-term memory
(LSTM). By this way DCETM learns latent trust representations from both structural and sequential data,
enabling accurate detection of malicious nodes.

2. RELATED WORK

Lin and Dong [1] proposed a comprehensive trust model for SloT. It is built on core concept of
trustor, trustee and trust evaluation. Truong et al. [2] proposed a trust model using reputation scores. Trust
model proposed in this work is based on three entities of reputation, recommendation and knowledge.
Jayasinghe et al. [3] proposed a recommendations plus reputation based trust computational model (RpR).
Obijects can establish trustworthy association based on reputation. Chen et al. [4] proposed an adaptive trust
model for SloT. Social relationship dynamics of owners is used for trust establishment between devices.
Nitti et al. [5] proposed trust management model based on subjective and objective assessment. Subjective
assessment has a slower transitory response while dealing with dynamic node behavior. The same authors in
[6] proposed a subjective model for trust management based on solutions available in P2P networks. Trust is
calculated by each node based on its and it’s friends experience. Igbal et al. [7] reviewed the trust models for
social internet of vehicles. The work also reviewed how emerging technologies like block chain and fog
computing can assist in developing a trust model. Xiao et al. [8] proposed a reputation model for SloT.
Bao et al. [9] proposed trust model for 10T environment with properties of scalability, adaptability. Block
chain and machine learning is used in Wang et al. [10] for trust management in 10T networks. Block chain is
used for identify management and certification of lIoT transactions. Turkina and lhnatiev [11] proposed a
trust evaluation model which transforms subjective measurements to object interaction reputation.

Magdich et al. [12] proposed a trust metric for 10T. The metric considers dynamism in node
behavior and to limit the influence of past reputation assessments. The trust metric is based on mutual
evaluation of quality of service and security. Premarathne et al. [13] proposed a trust management system for
10T exploiting the operational conditions. The trust is based on predefined set of social relationships and
residual energy content. The work identified multiple trust attributes in multiple categories of social
relationship, communications, operation and indirect trust. A centralized server records the interactions
between the nodes and calculates the trust. Artificial intelligence based deep chain framework is proposed by
Kumar et al. [14] for calculating trust between the SIoT devices based on the social relationship between the
owners in online social networks. Trust is evaluated in bilateral manner and then extended using transitivity
calculations.

A holistic cross-domain trust management model for 10T is proposed by Awan et al. [15]. The nodes
are divided into communities based on similarities and interests. A server is dedicated to calculate and
manage trust in each community. The trust is computed for each community based on direct and indirect trust
parameters. The calculated trust is used to ensure secure communications. Abderrahim et al. [16] proposed a
scalable trust model for SIoT to provide a most trustworthy provider taking into account dynamic aspects like
context, capacity and social relationship between objects. Atrey et al. [17] proposed a confidence building
among correlated streams in multimedia surveillance systems, Jarman et al. [18] proposed a hierarchical
cluster analysis of single linkage, complete linkage, average linkage and centroid linkage. The relationship
between different components and S1oT objects is analyzed using decision trees. Jenifer and Preethika [19]
proposed a self-adaptive trust management framework that dynamically adjusts trust evaluation parameters
based on environmental changes and node behavior, improving scalability and responsiveness in large-scale
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10T systems. Moeinaddini et al. [20] leveraged GNN and recurrent architectures to learn spatial and tempor
dependencies among devices, enabling more accurate trust prediction compared to traditional rule-based
methods. Rexciya et al. [21] proposed an enhanced trust propagation mechanism for trust management in
SloT. This work focuses on trust propagation and does not jointly exploit collaborative event.

Mustafa et al. [22] proposed a light weight trust evaluation framework called MMTE. This work is
based only on lightweight trust aggregation and does not exploit deep spatial-temporal learning or
collaborative event validation. There are also studies on reinforcement learning-based trust management
framework. This framework does not support capturing both neighborhood interactions and temporal trust
evolution simultaneously [23]-[25].

3. PROPOSED DEEP COLLABORATIVE EVENT TRUST MODEL

The architecture of the proposed DCETM is given in Figure 1. DCETM aims to estimate
trustworthiness of 10T devices in SIoT environment under dynamic and adversarial conditions. As shown in
Figure 1, the proposed solution has following stages: i) event confidence modeling, ii) deep learning based
trust estimation, iii) multi attribute trust computation, vi) malicious node detection, and v) topology
refinement.
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Figure 1. Architecture of proposed DCETM

3.1. Event confidence modeling

The event confidence model evaluates the reliability of events generated by multiple devices
without the need for prior knowledge of the ground truth. Say an event is reported by a node i, the agreement
with other nodes k is computed as (1):

1

A () = 2721 8(E(DEx (1)) @)
where &(.) represents the agreement function between the event observations. The confidence of node i at
time t is computed as (2):

1
[N

Ci(t) = — Xken; A () )
where N; are the neighbors of node i. Due to relying on multi source evidence is calculating confidence, the
influence of isolated malicious nodes is avoided in the proposed work. Since the predicted confidence is
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obtained from multiple independent event observations, the assigned trust reflects the current behavioral
evidence rather than a fixed default value.

3.2. Deep learning based trust estimation

The SloT network is viewed as a graph G(V, E) where each node is a vertex and E represents the
interaction link between the devices. To capture the complex interaction pattern between the devices, this
work used GNN. The GNN captures spatial dependencies among SloT devices by aggregating neighborhood
information, enabling detection of collusion and structural anomalies in the interaction graph. In SloT
network, devices don’t act in isolation. Honest nodes tend to connect with other honest nodes. Malicious
nodes often demonstrate abnormal interaction patterns and collusive behaviors. GNN can learn these patterns
effectively. Each node i in the graph G is associated with a feature vector consisting of confidence and multi
attribute trust inputs as X; = [C;(t), R;(t), RT;(t)] where C;(t)is event confidence, C;(t)is reliability
reputation, RT;(t) is response time. Each node updates its representation by combining information from its
neighbors as (3):

l l
Hi( +1) _ G(ZjeNi W(Z)Hj( )) (3)

where Him is the embedding of node at layer 1. N; is the neighbors of node i, W ® learnable weights, o is the

activation function. After multiple layers, each node gets trust embedding as Hif mal \which represents the
node behavior, neighborhood influence and trustworthiness. The behavior of nodes can vary over a time
period. To capture this temporal behavioral dynamics of node, LSTM is used in this work. The embedding of
node are collected periodically at end of every window interval time and saved as sequence
H;(1),H;(2),..H;(t). This sequence captures trust evolution, behavior changes and event consistency over
time. This sequence is processed by LSTM to provide the temporal trust representation.

Ti(©) = LSTM (H;(1), H;(2), .. H;(£)) (4)

3.3. Multi attribute trust computation

This work models trust as a multi-dimensional metric including multiple attributes like reliability,
consistency, response time, and event confidence. Each attribute produces an individual score (as in
subsection 3.2). From each individual score, the final trust score is calculated as (5):

inal
T/7HO = S W Ty (6) , SM_ Wy, = 1 )

where w,, is the importance of the attribute and T;,,(t) is the trust value for attribute m. Thus

Tl.f‘"al(t) aggregates reliability, consistency, response time, and event confidence using weighted scoring to
produce an application-aware and robust trust estimate.

Different from existing trust models that rely on a single trust indicator (e.g., reputation or
reliability), the proposed framework jointly evaluates multiple complementary trust attributes including
reliability, consistency, response behavior, and collaborative event confidence.

3.4. Malicious node detection

A sigmoid-based classification layer is applied on the learned trust representations to identify
malicious nodes, enabling robust detection of adversarial behavior in SIoT environments. The learned trust
representations are processed as (6):

9 = a(W,. T/™® + p,) (6)

where $; € [0,1] is the predicted probability of node being malicious. W,, b, are the learned parameters. o is
the sigmoid function.
From the ¥;, threshold is applied to detect node is malicious or not as (7):

Malicious,y; =t

Node i = { Honest,y; < T

U]
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3.5. Topology refinement

After identifying trustworthy and malicious nodes, the next step is to adapt the SloT network
structure so that future interactions preferentially occur among reliable devices. This stage dynamically
refines the network topology to improve security, efficiency, and resilience.

The SloT topology is dynamically refined by adjusting interaction probabilities based on computed
trust scores, ensuring preferential communication among trustworthy nodes while isolating malicious entities.
The interaction probabilities between node i and j is calculated as (8):

Tfinal(t)
P;(0) = — s 8
I.j( ) ZkeNiT;{mal(t) ( )
where Tjﬂn“l(t) is the trust score of node j. The probability of node i to select node j for any application is

controlled by P;;(t).

Malicious nodes are removed from neighbor list and assigned with zero interaction probability. It is
also prevented from contributing to event aggregation. By this way, the effects of malicious entities like false
information propagation, erroneous trust computation, and system performance degradation can be avoided.
Dynamic topology update is implemented as follows. At each time step:

— Compute trust score,
— ldentify malicious node,
— Update adjacency matrix A(t) with adjacency between each node calculated as (9):

P, if jeM

A4y () = {O,ifjeM

©)

where M is the set of malicious nodes.

4. RESULTS

The performance of proposed collaborative event confidence model is simulated against loT
network dataset downloaded from SloT/IoT Network Dataset — Net4U (https:/sites.unica.it/net4u/siot-iot-
network-dataset/). The dataset has a total of 16,216 devices. The dataset has both private and public devices.
Devices like weather stations, street lights, and security equipment’s are public devices. User’s smartphone is
an example of private device. In the dataset for dishonest rate from 5% to 30%, the devices are made as
attacker. The simulation is done with following configuration given in Table 1.

Table 1. Simulation configuration
Parameter Value
Total devices 1500
No of public devices 1000
No of private devices 500

Dishonest rate 5% to 25%
Simulation time 30 minutes
Models compared Subjective trust [6], sustainable trust [11], SATM-SIoT [20], and DL trust [21]

The performance is evaluated in terms of detection accuracy, precision, recall, Fl-score,
misclassification rate, and detection latency. The experiments are repeated for 5 independent runs and
results are reported in terms of meanz standard deviation (SD). The results for detection accuracy are given
in Table 2.

Table 2. Comparison of detection accuracy
Dishonest rate (%)  Subjective [6]  Sustainable [11] DL trust [21] SATM-SloT [20] DCETM

5 85.2+1.8 86.1+1.6 89.3+x1.4 88.7£1.5 93.4+1.2
10 81.4+2.1 82.2+1.9 87.1+1.7 85.6+1.8 91.2+1.5
15 77.6+2.3 79.1+2.0 85.0+1.9 83.2+2.1 89.3+1.6
20 73.8+2.5 76.3+2.2 82.4+2.1 80.5+2.3 87.1+1.8
25 72.1+2.7 73.5+2.4 80.2+2.3 78.4+2.5 85.0+2.0

Collaborative trust computation model for social internet of things (Rashmi M R)
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The proposed DCETM achieves the highest attacker detection accuracy across all dishonest node
ratios. Even as the proportion of malicious devices increases from 5% to 25%, the proposed model maintains
an accuracy above 85%, whereas the competing methods exhibit a more pronounced degradation. The results
for precision, recall and F1-score are given in Table 3.

Table 3. Precision, recall, and F1-score comparison

Model Precision Recall F1-score
Subjective [6] 0.78+0.02 0.75+0.03 0.76+0.02
Sustainable [11] 0.80+0.02 0.77£0.02 0.78+0.02
DL trust [21] 0.86+0.015  0.83+0.02  0.84+0.018
SATM-SIoT [20] 0.84+0.017 0.81+0.02  0.82+0.019
DCETM 0.91+0.012 0.89+0.014 0.90+0.013

From Table 3 results it can be seen that proposed DCETM achieves the highest precision, recall, and
F1-score among all compared approaches. The resulting F1-score of 0.90 confirms a balanced trade-off
between false positives and false negatives. The results for misclassification rate are given in Table 4.

Table 4. Misclassification rate
Dishonest rate (%)  Subjective [6]  Sustainable [11] DL trust [21] SATM-SloT [20] DCETM

5 3.1+0.4 3.0+0.5 2.5+0.3 2.3+0.3 1.5+0.2
10 6.2+0.6 5.3+0.5 42+04 4.0+0.4 2.8+0.3
15 8.4+0.7 9.1+0.8 5.5+0.5 5.2+0.5 3.9+0.4
20 9.3+0.8 11.0+0.9 6.8+0.6 6.3+0.6 4.8+0.5
25 11.2+0.9 12.1+1.0 7.5+0.7 7.1+0.7 5.6+0.6

The results in Table 4 show that the proposed DCETM achieves the lowest misclassification rate
under all attack intensities. A lower misclassification rate indicates that both malicious devices incorrectly
accepted as trustworthy and legitimate devices incorrectly rejected are minimized. The detection latency is
measured and results are presented in Table 5.

Table 5. Comparison of detection latency
Time (minutes)  Subjective [6] DL trust [21] SATM-SIoT [20] DCETM

5 8.2+0.9 10.1+1.0 9.3+0.8 14.5+0.7
10 16.4+1.2 20.3+x1.3 18.2+1.1 28.6x1.0
15 20.5+1.5 30.2+1.6 25.4+1.4 45.3£1.3
20 16.2+1.3 35.1+1.8 30.5+1.6 82.1+1.5
25 12.4+1.1 40.2+2.0 35.6+1.8 90.3+1.7

Detection latency determines how quickly malicious devices can be isolated after launching an
attack. As shown in Table 5, the proposed DCETM identifies the majority of attackers within the early stages
of network operation, enabling rapid trust updates and timely topology refinement.

The experimental results demonstrate that the proposed DCETM significantly outperforms existing
trust models. The improvement is primarily due to: i) event-centric validation, which filters unreliable data
before trust computation, ii) graph-based spatial learning, capturing complex interaction patterns,
iii) temporal modeling, enabling detection of dynamic and stealthy attacks, and iv) the proposed
multi-attribute trust mechanism contributes significantly to malicious node detection by combining
complementary behavioral indicators instead of relying on a single trust metric. The results varying the GNN
hidden dimension is given in Table 6.

Table 6. Results varying GNN hidden dimension
Hidden dimension  Accuracy (%)  Fl-score  Training time

16 84.3£1.9 0.83+0.02 48
32 87.5£1.7 0.86+0.02 56
64 91.2+1.5 0.90+0.01 68
128 91.4+1.6 0.90+0.02 102
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The accuracy increases with increase in GNN hidden dimension. But the performance gain beyond
64 is marginal and also the computation overhead in terms of training time increases significantly. The
results varying LSTM hidden units are given in Table 7.

Table 7. Results varying LSTM hidden units

LSTM hidden units  Accuracy (%) Recall F1-score
16 85.1+1.8 0.83+0.02 0.84+0.02
32 88.4+1.6 0.86+0.02 0.87+0.02
64 91.2+1.5 0.89+0.01  0.90+0.01
128 91.5+1.7 0.89+0.02  0.90+0.02

The hyper parameter analysis demonstrates that increasing the model complexity beyond a hidden
dimension of 64 or LSTM hidden units of 64 produces only marginal accuracy improvements while
substantially increasing computational cost. Therefore, the selected configuration provides an effective
balance between detection performance and computational efficiency, making it suitable for deployment on
resource-constrained edge or fog nodes commonly used in SIoT systems. The results varying the learning
rate is given in Table 8. The DCETM model provides a stable convergence and high accuracy at learning rate
of 0.001. The detection accuracy of solutions for various attacks are given in Table 9.

Table 8. Results varying learning rate
Learning rate  Accuracy (%)  Convergence epoch

0.1 78.3+2.5 Unstable
0.01 87.4+1.9 55
0.001 91.2+15 42
0.0001 88.2+1.7 95

Table 9. Detection accuracy for various attacks

Attack type DL trust [21] SATM-SIoT [20] DCETM
False data injection 84.2+1.8 82.1+2.0 91.5+1.4
On-off attack 79.4+2.2 77.8+2.4 89.1+1.6
Collusion attack 76.3+2.5 75.1+£2.7 88.4+1.7
Sybil attack 81.5+2.1 79.6+£2.3 90.2+1.5

The attack-wise evaluation results in Table 9 shows that the proposed DCETM consistently
outperforms existing trust models across false data injection, on-off, collusion, and Sybil attacks. The largest
improvement is observed for collusion attacks because the GNN captures abnormal neighborhood interaction
patterns while collaborative event validation suppresses mutually reinforcing false observations. The
proposed DCETM consistently achieves the highest detection accuracy across all evaluated cold-start levels.

5. CONCLUSION

A DCETM s proposed in this work. Different from existing trust models based on predefined
expected outcomes or isolated pairwise evaluations, multisource event centric collaborative paradigm is
proposed. The model integrates GNNSs to capture spatial dependencies among interacting devices and LSTM
networks to model temporal evolution of node behavior, enabling accurate detection of dynamic and stealthy
adversarial patterns. In addition, a multi-attribute trust computation mechanism and trust-driven topology
refinement strategy facilitate secure and reliable trust management in SloT networks. Though the proposed
framework achieves better malicious node detection performance on the benchmark dataset, future work will
emphasize extensive validation using multiple standardized trust datasets and real-world SloT test beds to
further establish its generalizability, scalability, and practical applicability across diverse deployment
scenarios.
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