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Smart home systems are increasingly adopted for residential energy
monitoring, automation, and access security; however, many implementations
treat these functions separately, limiting operational coordination and timely
user response. This study developed an ESP32-based prototype integrating
environmental and electrical sensing, relay-based load control, radio
frequency identification (RFID) technology authentication, token
management, and two user communication channels. Blynk was configured
for continuous monitoring and remote control, whereas WhatsApp conveyed
event-specific security, overload, and token messages. The distinguishing
contribution was not the use of either service alone, but their coordination with
sensing, authentication, protection, and control within one operational
workflow. Functional laboratory evaluation covered network initialization,
sensor response, six load scenarios, RFID authorization states, token logic,
and message delivery. Wi-Fi initialized within 2-5 s, WhatsApp messages
were observed within 1-2 s, recorded line voltage ranged from 216 to 221 V,
and the expected response occurred in all six scenarios, including protective
disconnection above 3.5 A. The results establish the laboratory-scale
feasibility of coordinated household monitoring, control, authentication, and
event escalation, while field reliability, measurement accuracy, security, and
interoperability require further validation.
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1. INTRODUCTION

As households become more dependent on electronic appliances for comfort, security, and daily
activities, residential electricity consumption continues to increase. Effective energy monitoring and
management are therefore essential to reduce waste, improve reliability, and support sustainable living. Recent
advances in internet of things (10T) technology have enabled smart home systems to collect real-time data,
monitor environmental conditions, and control connected devices more efficiently [1]-[6]. These developments
highlight the need for smart home solutions that are reliable, responsive, and accessible to household users.

Despite this progress, many existing smart home systems remain functionally fragmented. Energy-
monitoring prototypes commonly report electrical variables but do not coordinate monitoring with automated
protection, event escalation, and household access control. Other systems rely on a single dashboard that
requires active user attention, while security-focused architectures may add computational or deployment
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complexity. Transmission delay and secure authentication are therefore not independent concerns: a delayed
or unnoticed overload or access event reduces the operational value of otherwise accurate monitoring [7]-[11].

Recent studies have advanced ESP32-based monitoring, microcontroller automation, connected
sensing, fog-based energy management, and secure smart-home architectures [12]-[18]. For example,
El-Khozondar et al. [9] combined ESP32 energy monitoring with Blynk and WhatsApp, but centered the
workflow on energy reporting. Other studies emphasize cloud scalability [10] or security mechanisms [11]. A
remaining practical gap is the coordination of electrical and environmental sensing, relay-based protection,
radio frequency identification (RFID) technology access state, token logic, and event-specific user
communication within one low-cost household control loop.

Accordingly, the contribution of this study is architectural and operational, not the invention of an
individual sensor or communication service. Blynk is assigned to continuous state visibility and remote control,
whereas WhatsApp is assigned to event escalation for unauthorized RFID use, overcurrent, token thresholds,
and token transactions. The distinguishing element is the explicit mapping from one detected event to its local
control action, dashboard state, and message pathway. This system-level coordination differentiates the
prototype from energy-reporting implementations that use similar communication tools [9].

This study makes three contributions. First, it specifies and implements a low-cost control loop that
connects environmental and electrical sensing, two relay-controlled loads, RFID authentication, token state,
and protective actuation. Second, it defines complementary notification roles for continuous dashboard
supervision and event-specific messaging. Third, it evaluates operational feasibility through predefined
functional checks covering connectivity, sensing response, six load scenarios, RFID states, token logic, and
message delivery. The evaluation supports prototype feasibility under the reported laboratory conditions; it is
not presented as a long-term reliability or metrological-accuracy study.

2. METHOD

This study adopted an experimental prototyping approach combining hardware-software co-design,
staged module verification, system integration, and performance validation. The process began with functional
requirement definition and architecture design, followed by electronic assembly and ESP32 firmware
implementation. Each subsystem was checked independently before full integration. The complete prototype
was then evaluated for power-supply stability, sensor response, load-control behavior, authentication operation,
Wi-Fi initialization, and notification delay. This approach is consistent with experimental development
practices used in 10T and embedded-system prototypes [11], [19]-[22].

2.1. Needs analysis

The system was designed to address the need for integrated residential monitoring, automated control,
and secure user interaction. In practical operation, a smart home platform should monitor electrical and
environmental conditions, provide timely feedback, control devices, and restrict unauthorized access [1]-[11].
The analysis therefore defined six requirements: environmental and electrical sensing, device control, secure
authentication, event notification, remote monitoring, and reliable communication. Table 1 states the
operational purpose of each requirement and Figure 1 shows how the corresponding modules exchange data
and commands.

2.2. Hardware design

The hardware architecture is centered on the ESP32 microcontroller, selected for its integrated Wi-Fi
capability and suitability for real-time loT applications [12]-[18]. The sensing subsystem uses a DHT11 sensor
for temperature and humidity, a ZMPT101B module for AC voltage, and an ACS712 sensor for load current.
An RC522 module supports RFID authentication, while relay modules switch the lighting and air-conditioning
loads according to the control logic. Regulated 3.3 V and 5 V supply lines were used for stable sensing and
switching. Table 2 lists the components, and Figure 2 shows the physical interconnection that allows the ESP32
to coordinate sensing, access verification, and actuation.

Table 1. System requirements and the operational functions used to evaluate the integrated framework

Requirement type Description
Environmental sensing Measure temperature, humidity, AC voltage, and load current.
Device control Provide automated and manual control of lighting and air-conditioning loads.
Secure authentication Verify user identity through RFID before normal operation.
Real-time notification Issue immediate alerts for threshold, overload, access, or transaction events.
Remote monitoring Display current system parameters and load status on a mobile dashboard.

Communication reliability  Maintain Wi-Fi/cloud synchronization and consistent data exchange.
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Figure 1. Functional architecture of the proposed system; readers should follow the sensor data toward the
ESP32 and the resulting control, authentication, dashboard, and alert outputs

Table 2. Hardware modules and the specifications governing sensing, authentication, and load switching

Component Function Key specifications
ESP32 Main controller Wi-Fi integrated, dual-core MCU
DHT11 Temp-humidity measurement  Range: 0-50 °C, 20-90 percent RH
ZMPT101B AC voltage sensing Range: up to 250 V AC
ACS712 Current sensing Sensitivity: 185 mV/A (5 A version)
RC522 RFID  Authentication 13.56 MHz reader
Relay module  Device switching 5 Vinput, 10 A load capacity
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ESP32 Module
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| = Temperature
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Figure 2. Hardware interconnection used in the prototype; the diagram identifies the ESP32 pins linking the
sensing, RFID, and relay subsystems

2.3. Software design

The software architecture is organized into three interacting layers. Embedded firmware developed in
Arduino IDE acquires sensor values, checks RFID and token states, evaluates thresholds, and controls the
relays and buzzer. A communication layer exchanges dashboard data and routes event messages, following
established 10T connectivity, middleware, server-platform, and cloud-security principles [23]-[28]. At the
interface layer, Blynk supports continuous monitoring and remote control, whereas WhatsApp carries event-
specific alerts and token-transaction feedback. These services are treated as complementary implementation
channels rather than as newly introduced technologies.

The main operating logic is summarized in Algorithm 1 and Figure 3. Both representations apply the
configured 3.5 A overcurrent threshold and distinguish the monitoring, authentication, protection, token, and
top-up branches. This alignment makes the relationship between the implemented checks and their
corresponding control and notification actions explicit.

Algorithm 1 formalizes the workflow in Figure 3. Its declared inputs, outputs, thresholds, and branch
actions provide a reproducible description of the implemented control logic without implying unreported
source-code or timing measurements.
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Algorithm 1. Main control and notification workflow

Input: DHT11l, ZMPT101B, and ACS712 readings; RFID UID; token state T; Imax=3.5 A; configured
Tlow; top-up code; Wi-Fi/Blynk state

Output: dashboard values; relay and buzzer states; WhatsApp messages; updated token state T

1 Initialize the ESP32, sensors, RFID reader, relays, buzzer, Wi-Fi, Blynk, and WhatsApp

services.

2 WHILE the prototype is powered DO

3 IF Wi-Fi or Blynk is disconnected THEN

4 Reconnect and retry.

5 END IF

6 Acquire temperature, humidity, voltage V, current I, RFID state, and token state T.
7 Compute P = V x I, update T using (1), and publish values and load states to Blynk.
8 IF an RFID card is detected THEN

9 IF the UID is authorized THEN retain the current operating state.

10 ELSE disable the designated loads and send a security alert.

11 END IF

12 END IF

13 IF I > Imax THEN

14 Activate the buzzer, disable the affected load, and send an overcurrent alert.
15 END IF

16 IF T < 0 THEN

17 Disable the designated high-power load and send a token-depletion alert.

18 ELSE IF T < Tlow THEN send a low-token warning.

19 END IF

20 IF a top-up request is received THEN

21 IF the code is valid and unused THEN add credit, mark it used, and confirm.

22 ELSE reject the code and report its status.

23 END IF

24 END IF

25 Wait until the next 5 s monitoring cycle.

26 END WHILE
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Figure 3. Control and notification workflow of the proposed prototype
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2.4. Prototype development and integration

Prototype development proceeded in stages. Each module was first tested independently before the
sensing, control, authentication, and communication components were integrated into one platform
[10], [12]-[18]. The ESP32 firmware then executed control and notification routines in response to measured
values, threshold conditions, and RFID outcomes. The assembled prototype was evaluated through
connectivity, sensing, load-response, authentication, and token-notification tests. Figure 4 identifies the
physical modules used in this controlled laboratory-scale implementation; the label “PLN electricity” denotes
the Indonesian public-utility mains supply.
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Figure 4. Laboratory-scale prototype used for functional validation

!

2.5. Experimental protocol and validation strategy

Validation was conducted as a functional bench assessment under controlled laboratory conditions.
The testbed comprised a lamp and an air conditioner as controlled loads, DHT11, ZMPT101B, and ACS712
sensors, an RFID reader, relays, a buzzer, the Blynk dashboard, and event-triggered WhatsApp notifications.
The assessment covered sensing, connectivity, authentication, load control, token management, and
notification functions. Its purpose was to verify the integration and expected operation of the prototype under
predefined conditions rather than to estimate statistical reliability.

The sensor outputs were used as control inputs and interpreted as functional prototype readings. The
available experimental record does not include paired measurements obtained using traceably calibrated reference
instruments or a formal repeated-sample design. Therefore, this study does not claim metrological accuracy,
measurement uncertainty, precision, or repeatability for the DHT11, ZMPT101B, and ACS712 measurements.

Wi-Fi initialization time was operationally defined as the interval between system power-up and
confirmation of network connectivity. Notification delay was defined as the interval between an event trigger
and receipt of the corresponding WhatsApp message. The Blynk monitoring and token-processing loop used a
5 s update interval. Authentication was evaluated using authorized and unauthorized RFID states. Load-control
validation covered six predefined scenarios: lamp-only operation, air-conditioner-only operation, rapid
switching, simultaneous operation of both loads, zero-load operation, and an overcurrent condition above
3.5 A. Each electrical-scenario outcome was compared with its corresponding expected functional response.
Because the available record does not provide a formal repeated-trial denominator, the results are reported as
observed ranges and functional outcomes rather than statistical success rates.

Accordingly, the findings support the technical feasibility and internal operation of the integrated
prototype under the reported laboratory conditions. They should not be interpreted as evidence of sensor
accuracy, long-term reliability, or performance under population-scale or real-world residential deployment.

3. RESULTS AND DISCUSSION

This section evaluates connectivity, sensor and electrical response, six load scenarios, token-based
control, and hybrid notification behavior. The findings are interpreted as functional evidence from the reported
laboratory setup and are compared with the design emphasis of related smart-home research.

Smart home system with real-time hybrid notification framework (Ryan Fikri)
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3.1. Connectivity and system initialization performance

Across the recorded connectivity checks, the ESP32 established Wi-Fi connectivity within 2-5 s and
maintained communication with the cloud service and Blynk under normal network conditions. Temporary
signal fluctuations did not interrupt the observed dashboard updates or WhatsApp delivery. This behavior is
consistent with connected microcontroller applications [12]-[18] and supports prototype-scale monitoring
[19]-[22]. Persistent loss, congested networks, and long-duration availability were not evaluated.

3.2. Sensor measurement and electrical parameter evaluation

The DHT11 produced temperature and humidity readings used as functional environmental inputs. In
the electrical scenarios, the ZMPT101B output corresponded to line-voltage values of 216-221 V and the
ACS712 output changed with load switching. Table 3 documents the configured supply rails and ESP32 pin
allocation; it is not a calibration table. Together, these observations show that the controller distinguished the
intended prototype states.

The available dataset supports comparison among operating states but does not support an accuracy
percentage, uncertainty estimate, or long-term drift claim. Current and voltage values are therefore used only
to describe the six functional scenarios in Table 4. A separate calibration study with a traceable reference
instrument and repeated paired observations would be required before reporting measurement accuracy.

Table 3. Module supply requirements and ESP32 pin allocation used in the prototype
Pin connections Nominal

Sensor (ESP32) supply (V) Information
RFID D21 (SDA) 3.3 Serial data (SDA) for communication with RFID operates at a voltage of 3.3 V
D18 (SCK) 33 Serial clock (SCK) is used to synchronize communication with RFID
D23 (MOSI) 33 Master out slave in (MOSI) for sending data to RFID
D19 (MISO) 3.3 Master in slave out (MISO) is used to receive data from RFID
D22 (RST) 3.3 Reset pin for RFID
DHT11 D12 (1/0) 33 The 1/0 pin on the DHT11 is used for measuring temperature and humidity
ZMPT101B D36 (VP) 5 The ZMPT101B AC voltage sensor is connected to the analog pin to read the
voltage signal.
ACST712 D34 (1/0) 5 ACST712 to measure electric current, with an analog output on D34
D35 (1/0) 5 Analog pin addition to read the signal from ACS712
Relay D14 (1/0) 5 Input/output pin for controlling a relay
D25 (1/0) 5 Additional pin control for the relay
D26 (1/0) 5 Additional control pin for relay

Table 4. Scenario-based validation linking each electrical condition to the expected and observed sensing,
control, and protection response

Scenario Expected behavior Observed response Result
Lamp ON Detect low load (0.2-0.4 A); stable voltage 0.32 A; 219-221 V PASS
AC ON Detect high load (2.0-3.0 A); possible small voltage drop ~ 2.47 A; 216-218 V PASS
Rapid lamp/AC switching Update within one 5 s cycle 0.30-2.51 A; status updated PASS
Dual load ON Sum current and recalculate power 2.79 A at 217 V; power PASS

recalculated

All loads OFF Return current to baseline 0.00-0.03 A at 220 V PASS
Overcurrent >3.5 A Buzzer, alert, and load disconnection All three actions executed PASS

Overall, the sensing subsystem was adequate for distinguishing the operating states required by the
prototype. This functional result does not establish measurement accuracy, uncertainty, or long-term stability.

3.3. Energy monitoring, load detection, and automation behavior

Table 4 summarizes the six load scenarios used to evaluate current detection, load-state identification,
and automated controller responses. Lamp-only operation produced a current of 0.32 A at 219-221 V, whereas
the air-conditioner load produced 2.47 A at 216-218 V. During rapid switching, the measured current changed
from 0.30 A to 2.51 A within one 5 s monitoring cycle. Simultaneous operation of both loads produced 2.79 A
at 217 V, while the zero-load condition produced readings within a 0.00-0.03 A noise range at 220 V. These
observations indicate that the controller distinguished the predefined operating states and updated the
calculated power value within the configured monitoring interval.

The overcurrent scenario demonstrated the operation of the integrated protection logic. When the
measured current exceeded the configured threshold of 3.5 A, the controller activated the buzzer, sent a
WhatsApp warning, and disconnected the load. The important functional outcome was the coordination of
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three responses to the same detected event: local warning, remote notification, and protective load
disconnection. Compared with conventional 10T arrangements that primarily emphasize monitoring, this
coordinated  response  extends the prototype toward event-driven and  safety-oriented
automation [19], [21], [22], [26], [27].

The controller produced the expected functional response in each of the six recorded scenarios
presented in Table 4. However, the available experimental record does not specify the number of repeated trials
conducted for each scenario. The findings are therefore reported as functional outcomes and should not be
interpreted as statistical success rates or evidence of long-term operational reliability.

3.4. Token-based control and notification response

Token control was evaluated through depletion, warning, replenishment, and event-notification
scenarios. The remaining credit decreased with the computed power value and was synchronized with the 5 s
monitoring loop. A low-token state generated a warning, whereas depletion disabled designated loads. The
bounded prototype update rule is given in (1):

T, = max(0, T;_y — kP,) 1)

where T, is the remaining token state after monitoring cycle t, T;_, is the preceding token state, P, is the
instantaneous power, and k is the conversion factor applied during one 5 s interval. The max operator prevents
a negative state. Because k is a prototype parameter and was not derived from a utility tariff, the equation
represents internal token logic rather than billing or revenue-grade energy metering.

Figure 5 illustrates the complementary roles of the hybrid interface. Figure 5(a) shows the Blynk
dashboard used for continuous monitoring and remote load control, whereas Figure 5(b) shows the WhatsApp
security notification issued after an unauthorized-access event and the resulting protective shutdown. The
communication functions associated with these panels are summarized in Table 5.
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Figure 5. Hybrid interface roles; (a) Blynk for monitoring and control and (b) WhatsApp for security alerts

Table 5. Configured communication roles and observed response timing for the WhatsApp-only, Blynk-only,
and hybrid pathways in the prototype

. . s . Remote Push Security Token
Configuration Initialization ~ Feedback time  Dashboard control alert report feedback Coverage
WhatsApp only 2-5s 1-2s No No Yes Yes Yes 3/5
Blynk only 2-5s <=5 s refresh Yes Yes Not Not Dashboard 2/5
enabled enabled only
Hybrid 2-5s 1-2 s alert; <=5 Yes Yes Yes Yes Yes 5/5

(proposed) s dashboard
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Figure 6 presents the token transaction feedback path. Figure 6(a) shows the purchase form used to
initiate the top-up request, whereas Figure 6(b) shows the WhatsApp confirmation containing the invoice,
transaction status, timestamp, and generated token code. This implementation follows broader loT
requirements for connectivity, middleware, service integration, and secure communication [24]-[31]. The
observed result shows functional feasibility under normal network conditions; diverse appliances, intermittent
networks, and production payment security were outside the test scope.
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id
Information Total (Wh)
No_ref : Token-536662466-570

Status : settlement
Dates : 2023-12-29 09:13:11

Please fulfill this data identification!

Full Name*

Gustia Fernando
Phone Number* Token
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automatically entered into the
kWh Meter on the device!

If it hasn't been entered yet,
please enter it manually.

#KeepSmiling
#lifelsNotFair
#CodinglsMyLife

(@) (b)

Figure 6. Token transaction feedback path; (a) the purchase form captures the top-up request, and
(b) WhatsApp returns the invoice, status, timestamp, and token information

3.5. Comparative feature analysis of notification and control platforms

To examine the contribution of hybrid communication, the implemented WhatsApp and Blynk
pathways were considered separately and together. Table 5 reports functions enabled in this prototype and must
not be read as a comparison of the maximum capabilities of either platform. The functional coverage count
includes continuous dashboard monitoring, remote device control, immediate event notification, security-event
reporting, and token-transaction feedback.

In the tested configuration, WhatsApp carried event and transaction messages but did not provide
persistent monitoring or direct device control. Blynk supplied dashboard monitoring and control with a refresh
interval of up to 5 s; push escalation was not enabled on that pathway. Combining the configured channels
therefore covered all five implemented functions: urgent events were observed within 1-2 s, while routine state
information and control remained available through the dashboard. This is an implementation-specific result,
not a universal ranking of the two services.

3.6. Discussion and implications

Table 6 positions the framework relative to recent smart-home studies. Esposito et al. [10] emphasize
cellular 10T and serverless scalability. EI-Khozondar et al. [9] are the closest communication comparison
because their ESP32-based energy monitor also uses Blynk and WhatsApp. The difference claimed here is
narrower: the present control loop additionally couples RFID state, token state, a 3.5 A protection rule, relay
actuation, and event-specific routing. Ramachandra and Natarajan [32] address multi-dwelling energy
management, whereas Umer et al. [33] emphasize blockchain and learning-based security. Thus, the study
contributes coordinated household operation rather than a new messaging channel or a superior sensing
method.

The observed behavior supports this limited integration claim. A 2-5 s initialization interval
established the connected state; the 5 s loop updated routine monitoring; WhatsApp messages were observed
within 1-2 s; and the overcurrent scenario linked a value above 3.5 A to buzzer activation, a user warning, and
load disconnection. These functions cover consecutive stages of one event chain—detection, decision,
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actuation, and communication—without implying superior sensor accuracy or network performance beyond
the test conditions.

Table 6. Evidence-based positioning of the proposed framework relative to recent monitoring,
communication, scalability, and security approaches

Ref. Approach Communication/monitoring Security/control emphasis Primary contribution

[9] ESP32 energy Blynk and WhatsApp No integrated RFID Low-cost residential energy
monitoring authentication monitoring

[10] Cellular 10T, MQTT, NB-loT and MQTT No household RFID Scalable cloud-connected
and serverless cloud control architecture

[32] Home energy Multi-dwelling real-time Not centered on user Scalability across dwellings
management monitoring authentication

[33] Blockchain and deep Intelligent automation Blockchain device Security and Al-assisted
learning authentication automation

Proposed  Integrated ESP32 Blynk dashboard plus RFID, token control, and Coordinated household

framework WhatsApp alerts overload disconnection monitoring, control, access,

and escalation

In practical terms, the coordinated event chain links an abnormal condition to local action and user
awareness while preserving dashboard supervision. RFID adds an authorization state, and token feedback links
the computed load state to a user-facing credit mechanism. The low-cost components and familiar interfaces
are relevant to household prototyping. Regional monitoring studies [34], [35] support this application context,
while the present prototype extends it with access verification, token logic, protection, and separated
notification roles.

The evidence remains bounded by a laboratory prototype with two loads and generally stable
connectivity. The study does not provide a calibrated reference dataset, repeated-sample statistics, long-term
drift measurements, diverse appliance profiles, multi-user trials, adversarial security testing, or interoperability
tests with Matter or Zigbee. The coverage count in Table 5 is an implementation checklist, not a standardized
usability or quality metric. These limitations identify the specific evidence required for field validation without
extending the claims beyond the reported results.

4. CONCLUSION

The study demonstrates laboratory-scale feasibility for coordinating continuous monitoring, two-load
control, RFID authorization, token state, local protection, and event-specific communication in one
ESP32-based prototype. Wi-Fi initialized within 2-5 s, WhatsApp messages were observed within 1-2 s, line
voltage was 216-221 V across the six reported load scenarios, and the controller executed the expected response
in each scenario, including disconnection above 3.5 A. The broader implication is that affordable household
systems can separate routine supervision from urgent escalation while keeping both tied to the same control
decision. Deployment evidence must still establish measurement accuracy, security, interoperability, and
reliability under real residential and variable-network conditions.
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