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High-performance computing (HPC) environments generate large volumes of
heterogeneous data, challenging traditional metadata management in
distributed file systems (DFSs). Existing portable operating system interface
(POSIX)-based metadata models offer limited support for semantic queries
and content-based search, leading to reliance on external crawlers or
centralized services that introduce latency and scalability issues. This paper
presents Taglt++, an extension of the Taglt framework, which integrates
metadata indexing directly within DFS volume servers. Taglt++ introduces
automated semantic metadata enrichment, locality-aware federated indexing,
and secure in-situ operator execution without modifying the underlying file
system. Evaluated on a 12-node HPC cluster using genomics, climate, and
synthetic datasets, Taglt++ demonstrates significant improvements, including
a 55% reduction in search latency, 38% higher indexing throughput, and 96%
metadata coverage. Query accuracy improves by 6.7% (F1-score), while
storage overhead is reduced by 25%. Ablation results confirm the
effectiveness of each component.
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1. INTRODUCTION

The modern scientific inquiry is increasingly reliant on the capacity to process and analyze large
amounts of data produced by advanced instruments, simulations, and collaborative experiments. High-
performance computing (HPC) infrastructure is the backbone of this data-intensive science, enabling scientists
to solve problems that were hitherto limited by computational or storage resources. With the increasing size
and complexity of experimental facilities and simulations, the rate and volume of data produced continue to
outpace traditional computing capabilities, driving the adoption of HPC infrastructures that can support both
computation and large-scale data management [1]. Exascale HPC infrastructure, in particular, is required to
cope with large data rates, mixed workloads, and a balance of performance [1].

Scientific data sets are growing exponentially in size and complexity. However, next-generation light
sources, climate models, and particle accelerators are now generating petabytes to exabytes of structured and
unstructured data. The complexity of this data makes it difficult to store, access, and interpret analytically [2].
Moreover, the long-term value of scientific data requires storage systems that not only store the data but also
the context in which the data was generated, such as experimental conditions, provenance, and semantic
content, which is critical for reproducibility and reuse. Traditional systems are often optimized for raw storage
capacity and data movement rather than facilitating discovery and interpretation [1], [3].
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Distributed file systems (DFSs) such as Lustre, BeeGFS, CephFS, and GlusterFS are the foundation
of HPC storage systems, providing scalable and concurrent access to compute nodes. Parallel file system
comparisons have shown the high throughput performance capability, but have stressed the central importance
of metadata management to overall 1/0 performance [4], [5]. Notwithstanding these capabilities, DFSs today
rely almost exclusively on portable operating system interface (POSIX)-compliant metadata. These were
originally designed for local file systems, not exascale scientific simulations, and under high concurrency or
metadata-intensive workloads, standard POSIX calls such as open, close, and stat can become substantial
bottlenecks [6].

The conventional filename-centric and directory-based method is becoming less sufficient for current
scientific workloads. Scientists are often required to search based on content, experimental conditions, or
semantic properties, which are not represented by conventional DFS metadata. To address this problem, auxiliary
metadata, external indexes, or middleware approaches are usually employed, which makes the system less
efficient [7]. Additionally, POSIX metadata does not support provenance, relationships, or semantic information,
which causes scientists to rely on external tools, possibly introducing inconsistencies into analysis [7].

Semantic search, metadata filtering, and automatic classification are becoming increasingly necessary
for experiment management and result interpretation [8], [9]. Without a shared metadata infrastructure,
researchers employ their own labeling strategies and indexing techniques, making it difficult to achieve
reproducibility and interoperability [10]-[12]. One such promising approach is to integrate the indexing of
metadata directly into the file system. This approach of embedded indexing enables fast and reliable searches
of system and user metadata without the need for external synchronization. Taglt is one such approach that
integrates distributed inverted indexing with file system operations and uses extended attributes (xattrs) to store
user metadata along with POSIX metadata [13]-[15].

Taglt employs a distributed inverted index to associate metadata terms with files and stores metadata in
extended attributes, enabling flexible querying of system and user-specified tags [14]. Since it enables local
evaluation of queries on volume servers, it does not incur the overhead of global traversal and delivers faster query
performance than crawler-based systems [13]. While integrated indexing techniques have evolved over the years,
there are still some limitations. Taglt relies heavily on human annotation, lacks scalability with heavy metadata, has
suboptimal semantic annotation, and lacks robust security for in-situ computation and federated search [16]-[18].

Grand unified file index (GUFI) uses the filesystem to index SQL.ite databases, but has staleness issues
in the presence of frequent updates [19], [20]. SCISPACE enables collaborative geo-distributed searching but
has synchronization overheads [21]. Metadata indexing and querying service (MIQS) indexes self-describing
file formats efficiently but is not generalizable to arbitrary DFS workloads [22]. Middleware-based solutions,
such as Unilndex, are flexible but have inherited centralization bottlenecks and poor integration with in-situ
analytics [14], [23]. Among these methods, the persistent issues are metadata staleness [24], lack of generality
[25], [26], lack of artificial intelligence (Al)-assisted enrichment [25], and inadequate security for in-situ
processing [27], [28].

Based on these observations, we propose Taglt++, the next generation of Taglt, which incorporates
automated semantic enrichment, locality-aware and federated indexing, and secure, sandboxed in-situ
operators. Our evaluation assesses a prototype to investigate the architectural trade-offs, performance, and
implications. TaglT++ enables a comparative assessment with Taglt, concentrating on latency, indexing
throughput, semantic coverage, and operator execution. The semantic richness is enhanced by Al-infused
semantic coverage, federated indexing reduces bottlenecks, and sandboxed operators make secure execution
easier without compromising the integrity of DFS. Section 2 presents the Taglt++ system, Section 3 presents
the experimental setup, datasets, and baselines, section 4 presents the results of our evaluation, and Section 5
concludes with implications and future work.

2. METHOD
2.1. System architecture

The proposed framework is designed in a layered architecture that is in sync with the metadata
lifecycle in a DFS. The framework consists of five components: a client interface, a tagging translator, a
distributed metadata index, an active operator runtime, and an Al-based metadata enrichment module. The
client interface is an extension of the standard file system access, which is metadata-aware. The tagging
translator is designed as a component of the DFS volume server. The translator catches file system events
related to metadata, adds metadata tags, and invokes server-side operators if needed. This enables the metadata
to stay in sync with the file system events.

2.2. Distributed metadata indexing layer
Taglt++ introduces a distributed and locality-aware indexing scheme in place of the static indexing
scheme in Taglt. Every storage node has a local metadata database implemented with SQL.ite or RocksDB.
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The database enables inverted indexing of metadata attributes. Queries that target more than one node are
routed through a distributed hash table, which allows the retrieval of metadata without the use of a centralized
index. The system allows the index to scale with the number of storage nodes.

2.3. Active operator execution layer

Taglt++ enables the direct execution of custom operators on file servers. The custom operators are
executed in a sandboxed environment through Docker containers or WebAssembly runtimes. The execution of
the custom operators is controlled by a policy enforcement module. The module enforces role-based access
control, resource limits, and schedules the execution of the custom operators. Each custom operator is limited
to a single CPU core and a fixed amount of memory.

2.4. Artificial intelligence/machine learning metadata enhancement engine

To reduce the reliance on manual tagging, Taglt++ offers an automated metadata tagging process.
The content of the files is analyzed using natural language processing and ML algorithms. Semantic metadata
tags are generated or suggested based on the analysis. This improves the coverage of the metadata, particularly
in the case of datasets that were previously under-tagged.

2.5. Core algorithms for metadata processing and query execution

The proposed framework is implemented through four complementary algorithms that automate
metadata enrichment, distributed query processing, local index construction, and secure operator execution.
Algorithm 1 enriches metadata using an Al-based semantic tagging process that extracts content, predicts
semantic labels, and updates the distributed metadata index. Algorithm 2 performs distributed query routing
through a DHT to efficiently locate the storage nodes responsible for query execution. Algorithm 3 constructs
locality-aware inverted indexes by organizing POSIX and extended metadata into compressed posting lists,
while Algorithm 4 securely schedules user-defined operators inside isolated execution environments using
policy-based resource management. Together, these algorithms provide scalable metadata indexing, efficient
retrieval, and secure in-situ processing.

Algorithm 1. Automated metadata enrichment using Al
Input: File f, existing metadata M
Output: Enriched metadata M’
1. Extract content C from file £
Preprocess C (tokenization, stop-word removal, normalization)
. Generate feature representation F using embedding model (e.g., BERT)
Predict semantic tags T pred using the trained classification model
If confidence (T pred) 2 threshold 6 then
Add T pred to metadata M

. Else

QO ~J oy U bW

Mark file for manual review or user feedback

9. End If

10. Apply deduplication to remove redundant tags

11. Store enriched metadata M' in extended attributes (xattr)
12. Update local inverted index with new tags

13. Return M’

Algorithm 2. Distributed query routing using DHT
Input: Query Q, DHT structure D
Output: Aggregated result set R

1. Parse query Q into metadata keys K = {k1, k2, ..., kn}
2. For each key ki in K do

3. Compute hash hi = Hash (ki)

4. Locate the responsible node Ni using DHT lookup

5. Add Ni to target node list N_list

6. End For

7. Remove duplicate nodes from N_list

8. For each node Nj in N_list do

9. Send sub-query Qj to Nj

10. End For

11. Collect partial results Rj from all nodes
12. Merge all Rj into the final result set R
13. Apply ranking and filtering on R

14. Return R

Algorithm 3. Local metadata index construction
Input: File set F on node N
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Output: Local inverted index I
1. Initialize empty inverted index I
2. For each file f in F do
3. Retrieve metadata M from file f (POSIX + xattr)
4. For each metadata attribute m in M do
5. Tokenize m into terms T = {tl, t2, ..., tk}
6. For each term ti in T do
7. If ti not in I then
8. Initialize posting list for ti
9. End If
10. Add file identifier f id to the posting list of ti
11. End For
12. End For
13. End For
14. Apply compression (e.g., delta encoding) on posting lists
15. Store index I in local database (e.g., RocksDB/SQLite)
16. Return I

Algorithm 4. Secure scheduling of active operators

Input:
Output:

Operator
Executi

request Op,
on status

resource constraints R, policy rules P

1.
2
3
4
5.
6
7
8

9

10.
11.
12.
13.
14.
15.
16.
17.
18.
19.
20.
21.
22.

Receive operator request Op from client or system

If authoriz

ation fails,

. Authenticate user and verify permissions using RBAC policies P

then

Reject request and log event

Return

. End If
. Check resource availability
If sufficient resources are available,

Allocate isolated runtime environment

failure

(CPU, memory) against constraints R
then

(Docker/WASM)

Assign CPU core and memory limits
Schedule Op in execution queue
Execute Op within sandbox

Monitor execution for violations

(timeout, resource overuse)

If a violation is detected, then
Terminate Op and log the incident

End If

Store results and update metadata if required
Release allocated resources

Return
Else

success

Queue Op for later execution or reject based on policy

End If

3.

EXPERIMENTAL SETUP

The experimental setup is summarized in Table 1. The evaluation was conducted on a 12-node cluster,
each equipped with an Intel Xeon E5-2620 v4 processor, 32 GB RAM, and 1 TB SSD, interconnected via a
10 Gbps network. Three datasets were used: a genomics dataset [29] (~500K files in FASTQ, BAM, and VCF
formats), a climate dataset [30] (~1M files from CMIP6 in NetCDF, GRIB, and HDF5 formats), and a synthetic
dataset (~5M files with controlled metadata distributions).

Table 1. Experimental configuration

Parameter Specification
CPU Intel Xeon E5-2620 v4 (8 cores per node)
RAM 32 GB per node
Storage 1 TB SSD per node
Network bandwidth 10 Gbps

Operating system
File systems
Indexing engine
Query routing
Cluster topology
Datasets

File formats
Middleware

Ai framework
Model type
Operator runtime
Monitoring tools

Ubuntu 20.04 LTS

GlusterFS (v10.3), CephFS (v16.2)

RocksDB (v7.0, LSM-tree)

Chord-based DHT (replication factor=3)

12-node distributed cluster

Genomics (500K files), Climate (1M files), and Synthetic (5M files)
FASTQ, BAM, VCF, NetCDF, GRIB, and HDF5
Taglt, Taglt++

TensorFlow 2.11, spaCy 3.5

Fine-tuned BERT-based model

Docker, WebAssembly

Prometheus, Grafana
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For Al-based metadata enrichment, a lightweight BERT-based model was fine-tuned on a combined
corpus of approximately 2 million scientific text samples derived from metadata descriptions, file annotations,
and domain-specific repositories. The training process involved supervised fine-tuning using labeled metadata
tags, with an 80-20 train-validation split, cross-entropy loss optimization, and early stopping to prevent
overfitting. Model performance was evaluated using precision, recall, and F1-score, achieving consistent
tagging accuracy across datasets. The average inference time was approximately 4 ms per file. All experiments
were executed five times, and average values are reported.

3.1. Baseline systems for comparison

Taglt, GUFI, SCISPACE, and Taglt++ were tested under the same hardware and file system
configurations. GUFI has an external crawler-based index, and SCISPACE has centralized metadata
management.

4. RESULTS AND COMPARISON

This section presents the empirical evaluation of the proposed Taglt++ framework in comparison with
the baseline Taglt, as well as other existing metadata indexing systems such as GUFI and SCISPACE. All
systems were tested using the datasets and experimental configuration described in Section 5, under controlled
HPC environments.

4.1. Search latency

Search latency was evaluated using keyword and semantic queries on a one-million-file dataset, with
results presented in Table 2. GUFI and SCISPACE exhibited the highest latencies at 420 ms and 580 ms,
respectively, while Taglt reduced latency to 245 ms. Taglt++ achieved the lowest latency of 112 ms,
representing over a 50% improvement compared to Taglt. This improvement is attributed to its multi-tier
indexing and locality-aware query routing. The results are consistent with low variability, although absolute
latency values may vary depending on cluster configuration, storage, and query patterns.

Table 2. Average search latency
System Average search latency (ms)

GUFI 420
SCISPACE 580
Taglt 245
Taglt++ 112

4.2. Indexing time

The performance of the indexing procedure was evaluated based on the time required to ingest and
index one million files, with results presented in Table 3. SCISPACE recorded the highest indexing time at
525 seconds, followed by GUFI at 370 seconds, while Taglt reduced the time to 195 seconds. Taglt++ achieved
the lowest indexing time of 120 seconds, representing a 38% improvement over Taglt. This performance gain
is attributed to the asynchronous indexing process and Al-based metadata annotation, where Al inference
contributed approximately 12% of the total indexing time without introducing significant overhead. The results
indicate consistent performance with low variability across runs.

Table 3. Indexing time

System Indexing time (s)
GUFI 370
SCISPACE 525
Taglt 195
Taglt++ 120

4.3. Metadata coverage

The extent of metadata coverage was evaluated based on the percentage of files enriched with
searchable metadata, with results presented in Table 4. GUFI and SCISPACE achieved coverage levels of 68%
and 72%, respectively, while Taglt improved coverage to 81%. Taglt++ achieved the highest coverage at 96%,
representing an 18% improvement over Taglt. This increase is attributed to the automated semantic tagging
process, which leverages AI/ML techniques to enhance metadata generation.
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4.4. Query accuracy (precision, recall, and F1-score)

Query accuracy was evaluated using manually validated keyword and semantic queries, with
precision, recall, and F1-score as metrics, and results presented in Figure 1. GUFI achieved 78.1% precision,
74.2% recall, and an Fl-score of 76.1%, while SCISPACE improved to 82.4%, 79.0%, and 80.7%,
respectively. Taglt further increased performance to 87.5% precision, 85.3% recall, and an F1-score of 86.4%.
Taglt++ achieved the best results with 93.8% precision, 92.5% recall, and an F1-score of 93.1%, reflecting a
6.7% improvement over Taglt. These gains are attributed to Al-assisted semantic tagging and distributed
metadata indexing, which improve both relevance and completeness of search results, with consistent
performance observed across datasets.

Table 4. Metadata coverage
System Metadata coverage (%)

GUFI 68
SCISPACE 72
Taglt 81
Taglt++ 96
100 93.892.593.1
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Figure 1. Comparative query accuracy of the proposed and baseline systems

4.5. Execution time for active operators

The execution time of in-situ active operators was measured using lightweight file operations. The
average execution times are presented in Table 5. Taglt++ showed a significant improvement in execution time
over Taglt. This is mainly because of the sandboxed execution of operators using lightweight containers
(Docker/WASM). The execution times include the overhead caused by the security framework.

Table 5. Execution time for active operators
System  Avg. execution time (ms)
Taglt 88+3
Taglt++ 62+2

4.6. Index storage overhead

The storage needed to support the metadata indexes for one million files is measured and is
summarized in Table 6. The lowest storage overhead was achieved by Taglt++ through index compression,
metadata deduplication, and tiered cold storage. These values are based on the prototype setup and can differ
from one deployment to another.

Table 6. Index storage overhead
System Storage overhead (MB)

GUFI 180
SCISPACE 165
Taglt 132
Taglt++ 98
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4.7. Security and isolation (qualitative)

The security and operator isolation features were assessed from a qualitative perspective, as shown in
Table 7. Taglt++ includes role-based access control, sandboxing, and metadata encryption in the prototype
implementation. The assessment of this project was based on the availability of features rather than their
quantitative security performance.

Table 7. Security and isolation (qualitative)

Security feature Taglt Taglt++
RBAC enforcement ~ Not supported  Supported
Operator sandboxing  Not supported  Supported (docker/WASM)
Metadata encryption ~ Not available ~ Enabled
Audit and logging Partial Comprehensive

4.8. Query scalability

The scalability of query processing was evaluated for dataset sizes ranging from 100K to 5M files, with
results presented in Figure 2. For 100K files, Taglt recorded an average latency of 105 ms, while Taglt++ achieved
47 ms. At 500K files, latencies were 183 ms for Taglt and 84 ms for Taglt++. For one million files, Taglt and
Taglt++ recorded 245 ms and 112 ms, respectively, while at five million files, Taglt++ maintained a lower latency
of 226 ms compared to Taglt’s 528 ms. The sub-linear growth observed in Taglt++ is attributed to locality-aware
indexing and federated query routing, although results may vary for larger federated deployments.

Query Scalability

600 528

226

100K

245
2 183
5 200 =
g 105 I i1
& 100 . 47 _ =
0

500K iMm

5M

File Count

M Taglt (ms) Taglt++ (ms)

Figure 2. Query scalability

4.9. Consolidated review of results

Table 8 summarizes the overall performance improvements achieved by Taglt++ compared with the
original Taglt framework across all evaluation metrics. The proposed framework consistently reduced search
latency and storage overhead while improving indexing speed, metadata coverage, and query accuracy through
Al-assisted semantic enrichment and locality-aware distributed indexing. These results demonstrate that
Taglt++ provides a more scalable and efficient solution for metadata management in DFSs without requiring
modifications to the underlying file system architecture.

Table 8. Review of results
Improvement of Taglt++ over Taglt
55% faster
38% higher
18% higher
+6.7% F1-score
25% lower

Metric
Search latency
Indexing speed
Metadata coverage
Search accuracy
Storage overhead

5. CONCLUSION

The rapid growth of scientific data in distributed and HPC environments necessitates efficient
metadata management, semantic search, and secure in-situ analytics. This study presented a comparative
analysis of Taglt and its enhanced successor, Taglt++, demonstrating that Taglt++ significantly improves
performance, scalability, and security through its layered architecture and intelligent capabilities. While results
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are promising, further validation in large-scale real-world deployments is needed. This work provides a
foundation for future research in metadata-integrated storage systems for next-generation HPC environments.
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