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Protecting both the content and the existence of transmitted data is a
growing requirement in modern secure communication, and combining
cryptography with steganography addresses both needs at once. However,
most crypto-stego schemes rely on standard ciphers such as advanced
encryption standard (AES), and the effect of a reduced-round, permutation-
based AES variant on steganographic quality has not been established. This
study evaluates an encrypt-then-hide scheme that pairs the round-reduced
permutation-based advanced encryption standard (RRPBA) with single-
plane least significant bit (LSB) image steganography. The payload is
encrypted with RRPBA in cipher block chaining mode, embedded in the
LSBs of a cover image, then extracted and decrypted. The scheme is tested
on five standard USC-SIPI images at embedding rates from 25% to 100% of
capacity, with robustness and efficiency comparisons against standard AES.
The peak signal-to-noise ratio ranges from 57.16 to 51.14 dB, the structural
similarity index stays above 0.994, and the bit error rate (BER) is 0% under

lossless storage, while RRPBA encrypts about thirteen times faster than
AES. The results show that RRPBA is a drop-in replacement for AES in
encrypt-then-hide architectures without loss of steganographic quality.
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1. INTRODUCTION

The increasing volume of sensitive information transmitted across public communication channels
has intensified the demand for security mechanisms that protect both the content and the existence of
transmitted data [1]. Encryption addresses the first requirement by transforming plaintext into unintelligible
ciphertext, but the resulting ciphertext remains visible to network observers and may attract attention
precisely because it is recognizable as encrypted content [2]. Steganography addresses the second
requirement by concealing data within innocuous carrier media such as digital images, rendering the
communication invisible to observers who are unaware of the hidden payload [3].

Image steganography techniques are broadly classified into spatial domain methods and transform
domain methods [4], [5]. Spatial domain methods, of which least significant bit (LSB) replacement is the
most widely deployed, modify the pixel values of the cover image directly to embed the payload [6].
Transform domain methods first apply a frequency transformation to the cover image, such as the discrete
cosine transform or the discrete wavelet transform, and embed the payload in the transformed coefficients.
Spatial domain methods generally provide higher embedding capacity at the cost of reduced robustness
against image processing operations, while transform domain methods provide stronger robustness at lower
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capacity [7]. The selection between these classes depends on the operational requirements of the deployment
scenario.

The combination of encryption and steganography in an encrypt-then-hide paradigm provides a
dual-layer security architecture [8]. In this paradigm, the payload is first encrypted to ensure confidentiality,
and the encrypted payload is then embedded within a cover image using steganographic techniques to ensure
undetectability [9]. An adversary who intercepts the stego image perceives only an ordinary image and has
no indication that encrypted data is present. An adversary who somehow extracts the embedded data
encounters ciphertext rather than plaintext, requiring cryptanalytic effort [10] to recover the original content.
Neither encryption alone nor steganography alone provides this combined guarantee [11].

Several prior works have explored the combination of encryption algorithms with steganographic
embedding [12], [13]. The advanced encryption standard (AES) has been combined with LSB embedding by
multiple authors due to its standardization and widespread availability [14]. Hybrid schemes incorporating
AES with chaotic encryption, compression layers, and additional cryptographic primitives such as Rivest—
Shamir—Adleman (RSA) have also been investigated [15], [16]. However, these studies predominantly rely
on standard cryptographic primitives whose performance characteristics may not align with the requirements
of resource-constrained or domain-specific deployment scenarios [17].

Modified AES variants have been proposed to address the performance limitations of standard AES
while preserving its security properties [18]. These variants typically modify one or more of the AES round
components, including substitution boxes, permutation layers, or the round count, to achieve favorable trade-
offs between encryption speed, hardware footprint, and security margin [19]. The systematic literature on
lightweight block ciphers identifies round reduction and permutation-based diffusion as two principal design
strategies in this space [20].

In prior work, the round-reduced permutation-based advanced encryption standard (RRPBA) was
proposed as a modified AES variant incorporating bit-permutation operations and a reduced round structure
designed to address performance constraints while maintaining confidentiality properties. RRPBA has been
evaluated for avalanche effect, key sensitivity, and encryption throughput across multiple studies. However,
RRPBA has not been evaluated as a component in a steganographic system. Unlike lightweight AES variants
that primarily target hardware area or energy efficiency [18], [20], RRPBA reduces the round count and
replaces MixColumns diffusion with a bit permutation, and its interaction with a downstream steganographic
embedding stage has not previously been characterized. This represents a gap in the evaluation of RRPBA,
because the practical utility of a cipher in layered security architectures depends on its compatibility with
downstream embedding operations, including the preservation of steganographic quality metrics such as
visual imperceptibility and extraction accuracy [21].

This paper proposes a dual-layer security scheme that combines RRPBA encryption with LSB
image steganography in an encrypt-then-hide architecture. The contribution is threefold. First, the paper
specifies the combined scheme in which plaintext is encrypted using RRPBA and the resulting ciphertext is
embedded into the LSB s of a cover image. Second, the paper evaluates the steganographic quality of the
resulting stego images using standard image quality metrics including peak signal-to-noise ratio (PSNR),
mean squared error (MSE), and structural similarity index (SSIM) [22]. Third, the paper verifies end-to-end
extraction accuracy by recovering the embedded ciphertext from the stego image, decrypting it using
RRPBA, and comparing the recovered plaintext against the original. The scope of this paper is limited to the
steganographic quality evaluation of the combined scheme. The cryptographic properties of RRPBA,
including avalanche effect, key sensitivity, and throughput, have been established in prior work and are not
re-evaluated here. The steganographic resistance of the scheme to advanced steganalytic attacks beyond basic
visual and statistical evaluation is identified as future work.

The remainder of this paper is organized as follows. Section 2 presents the methodology, including
the scheme specification, the implementation environment, the test image corpus, and the evaluation
protocol. Section 3 presents the results and discussion. Section 4 concludes the paper and identifies directions
for future investigation.

2. METHOD

The designing of the methodology takes place in four phases. The encrypt-then-hide scheme is
specified in the first phase by the definition of the encrypt, embed, extract, and decrypt operations. During
the second phase, the field of application and test image corpus are specified. The specification of the
evaluation protocol applied to the scheme is in phase three. The fourth step identifies the measurements
which will be taken to analyze the experimental data.
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2.1. Scheme specification

The proposed scheme consists of two stages in order. The sender performs the encryption and
embedding as the first stage of the process. The receiver's end includes stages of extraction and decryption.
The illustration of the architecture overview of the proposed scheme is depicted in Figure 1. It shows the
sender and receiver stages of the scheme along with the respective cryptographic operations and
steganographic operations performed in each stage of the scheme. It also shows secret key K which plays the
role of encryption-decryption symmetry of the scheme. The scheme’s sender stage is responsible for
encrypting the plaintext message M to obtain ciphertext C using RRPBA with the help of the shared secret
key K. Following this, the text further inserts the ciphertext or C into a cover or Icover image for LSB
replacement producing a stego image Istego. Furthermore, the steganographer, who is a different person from
the RRPBA user, is responsible for embedding the ciphertext C into the cover image Icover. The stego image
is sent over a public channel or put into a shared memory. The receiver stage firstly extracts the cipher-text C
from the received stego image. Then, it decrypts C using RRPBA under the same secret key K to recover the
original plaintext message M’. Thus, the RRPBA-LSB secure stego algorithm is completed.

In the sender phase the plaintext message M is encrypted with a RRPBA block cipher under a
shared secret key K which gives ciphertext C i.e., C=ERRPBA_Encrypt(K, M). Next, the ciphertext C is
transformed into a binary bitstream. Additionally, the cover image Icover separates into its constituent pixel
values in the red, green, blue channel. Following this, the binary bit-stream of C is embedded sequentially
into the LSBs of the pixel values. This is done by replacing the LSB bit of each pixel channel value with the
corresponding bit of C. The resulting image is known as the Stego image. Visually, Icover and Istego will
appear the same, but the LSB plane of Istego, which was not visually significant in Icover, is now carrying
the payload.

Through the receiver stage, the stego image Istego is first decomposed to its pixel values (Channel-
wise). The LSBs of the cover image and message are extracted as per the sequential order scheme to obtain
the ciphertext C. The final decryption with RRPBA under the same shared secret key K yields the original
plaintext M, that is M=RRPBA_Decrypt(K, C). The scheme's ability to embed for one LSB plane is simply
SpatialDimension(lcover)*ColorDepth(lcover).

An RGB image with width W and height H can store WxHx3 bits. Each of the three color channels
contributes a LSB for this reason. Thus, the payload size should not exceed this (the previous maximum).

SENDER
Secret Key Cover Image
K lc
r r
Plaintext RRPBA Ciphertext LSB Stego Image
M Encryption C Embedding I.s
Public
channel
or
storage
Plaintext RRPBA Ciphertext LSB Stego Image
M Decryption C Extraction I s
F
Secret Key
K
RECEIVER

Figure 1. Architectural overview of the proposed RRPBA-LSB encrypt-then-hide scheme

2.2. Algorithm specification
The embedding procedure is presented in Algorithm 1. The procedure accepts the cover image, the
plaintext message, and the encryption key, and produces the stego image. The extraction and decryption
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procedure is presented in Algorithm 2. The procedure accepts the stego image, the payload length in bits, and
the decryption key, and produces the recovered plaintext.

Algorithm 1. RRPBA-LSB embedding

Input: I cover (cover image, WxHx3), M (plaintext), K (RRPBA key)
Output: I stego (stego image)

1: C « RRPBA Encrypt (K, M)

: B « ConvertToBitstream(C)

: L « length(B)

: I _stego < copy(I_cover)

:didx <« 0

: for each pixel (r, g, b) in I stego do

: for each channel value v in (r, g, b) do
: if idx < L then

9: v « (v AND 0OxFE) OR B[idx]

10: idx < idx + 1

11: end if

12: end for

13: end for

14: return I stego

@O J oUW N

Algorithm 2. RRPBA-LSB extraction and decryption
Input: I stego (stego image), L (payload length in bits), K (RRPBA key)
Output: M (recovered plaintext)

1: B « empty bitstream

: idx <« 0

: for each pixel (r, g, b) in I_stego do

: for each channel value v in (r, g, b) do

: if idx < L then

: B[idx] < v AND 0x01

:odidx < idx + 1

: end if

9: end for

10: end for

11: C « ConvertFromBitstream (B)

12: M « RRPBA Decrypt (K, C)

13: return M

@ J oy U bW N

The ConvertToBitstream function converts the byte-level ciphertext into a sequence of individual
bits in most-significant-bit-first order. The ConvertFromBitstream function performs the inverse operation.
The AND and OR operations in line 9 of Algorithm 1 perform bitwise masking to clear the LSB and replace
it with the payload bit respectively.

2.3. Round-reduced permutation-based advanced encryption standard cipher specification
RRPBA is a modified AES block cipher, defined and cryptographically evaluated in prior work

[23]. It reuses the standard AES key schedule and the AES substitution box, and departs from AES in its

diffusion layer and in the number of rounds. This section dissects the cipher so that the present paper is self-

contained, while the full definitions of the permutation tables and the security analysis remain in [23].

In this study the cipher is used with a 128-bit key, in cipher block chaining mode, and without modification.

Figure 2 presents the RRPBA block encryption process as a whole, where Figure 2(a) shows the overall

round structure and Figure 2(b) details the construction of one output word of the bit-permutation layer; the

two subfigures are described in turn in the components below.

— Block and state: RRPBA operates on 128-bit blocks and, in this study, uses a 128-bit key. A block is
represented as four 32-bit words, equivalently a four-by-four array of 16 bytes.

— Round structure: block encryption follows the structure shown in Figure 2(a). It begins with an initial
AddRoundKey, in which the block is combined by exclusive-or with the first round key. This is followed
by Nr-1 main rounds, each of which applies SubBytes, ShiftRows, the bit-permutation layer, and
AddRoundKey in that order. A final round then applies SubBytes, ShiftRows, and AddRoundKey only,
omitting the bit-permutation layer.

— Number of rounds: RRPBA uses 6 rounds for the 128-bit key, against 10 for standard AES-128, and this
round reduction is the first source of the cipher's lower cost. SubBytes applies the AES substitution box to
every byte, and ShiftRows applies the standard AES cyclic row shift.

— Bit-permutation layer: the distinctive component replaces the AES MixColumns transformation and is
detailed in Figure 2(b). It uses four fixed bit-permutation tables, denoted BP1 through BP4, each a cyclic
shift of the eight bit positions of a byte and precomputed as a 256-entry lookup, as defined in [23]. After
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SubBytes and ShiftRows, the four bytes of a word are denoted b0, b1, b2, and b3. The layer first mixes
adjacent bytes by exclusive-or, forming R1=b0 XOR b1, R2=b1 XOR b2, R3=b2 XOR b3, and R4=b3
XOR R1, where the last term feeds R1 back so that the four results are coupled. It then applies one table
to each result, giving FR1=BP1[R1], FR2=BP2[R2], FR3=BP3[R3], and FR4=BP4[R4], and concatenates
them into the output word FR1 || FR2 || FR3 || FR4. The four words of the block use the four distinct
ShiftRows diagonals, so that diffusion spreads across the whole block over successive rounds. Because
the tables are fixed bit permutations combined by exclusive-or, the layer avoids the finite-field matrix
multiplication of MixColumns, and this is the second source of the cipher's lower cost. Decryption
reverses the round sequence using the inverse substitution box and the inverse bit-permutation tables.

Key schedule and mode: the round keys are produced by the standard AES key expansion, which derives
Nr+1 128-bit round keys from the cipher key using the substitution box, the round-constant sequence, and
the rotate-word and substitute-word operations of AES. In the present scheme the cipher operates in
cipher block chaining mode, where each 16-byte plaintext block is combined by exclusive-or with the
previous ciphertext block, or with the initialization vector for the first block, before block encryption, and
the payload is zero-padded to a multiple of the block size. Algorithm 3 lists the block encryption
procedure depicted in Figure 2.

[ Plaintext block (128 bits) ] Bit-permutation of one word
* o bytes bg..bs after SubBytes and ShiftRows
[ AddRoundKey (Ko) lmgﬂﬂ [ ] [ ] [ ] [ ]
bo by b b5
P e — e — e —————————— 1
: main round (x (N, — 1)) ' ¢
- | x0R
o SubBytes ] 1 mixino — Ry =bo & by ]
1
i L ! Y
| ShiftRows ] ( Ro =b; @b, ]
! | & v
1
i Bit-permutation layer ! Ry=b,@b
| [ (BP,..BP,) ] : [ 22 ]
: ! L
1
: ( AddRoundKey (K,) ) ! —b| Rs = bs ® R, ]
1
R I
bit
S SR o pem [ PR =BPIR(] k=1234 ]
1 final round 1
i . :
1 [ SubBytes, ShiftRows ] 1 b
1 1
: ) : ( W = FRy || FR; || FRs || FRq )
1 AddRoundKey (Ky,) 1
: [ ] : Each BPy is a fixed bit permutation of a byte (a cyclic
""""""""""""""" shift of the 8 bit positions), precomputed as a 256-entry table.
f f The four words of the block use the four ShiftRows
[ Ciphertext block (128 bits) ] diagonals; MixColumns is not used.
(@) (b)

Figure 2. RRPBA block encryption: (a) the round structure, with an initial key whitening, Nr-1 main rounds,

and a final round without the bit-permutation layer and (b) construction of one output word of the bit-
permutation layer that replaces MixColumns

Algorithm 3. RRPBA block encryption
Input: P (128-bit block), round keys KO..K6
Output: C (128-bit ciphertext block)

1:

(s0,s1,s2,s3) « AddRoundKey (P, KO0) // initial whitening

: for i « 1 to 5 do // main rounds

(s0,s1,s2,s83) « ShiftRows (SubBytes(s0,sl,s2,s3))

: for each word with bytes (b0,bl,b2,b3) do

: Rl « b0 XOR bl; R2 « bl XOR b2

: R3 « b2 XOR b3; R4 « b3 XOR R1

: word « BP1[R1] || BP2[R2] || BP3[R3] || BP4[R4]
: end for

: end for

: end for

(s0,s1,s2,s3) « ShiftRows (SubBytes(s0,sl1,s2,s3)) // final round

: C « AddRoundKey (s0,sl,s2,s3, K6)
: return C
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In this study RRPBA is applied with a 128-bit key, so Nr is 6, and it is used exactly as originally
proposed; no parameter or component of the cipher is altered.

2.4. Implementation environment

The reference implementation is written in Python 3.12. Image processing operations use the Pillow
library for image input and output and the NumPy library for pixel-level array manipulation. The PSNR and
MSE computations are implemented directly from their mathematical definitions using NumPy array
operations. The SSIM computation uses the structural similarity function provided by the scikit-image
library, which implements the original formulation as a composite measure of luminance, contrast, and
structural similarity. The Pillow and NumPy libraries are widely adopted in image processing research for
their reliability in lossless pixel manipulation [24].

The RRPBA encryption and decryption operations use the existing RRPBA implementation from
prior work [23]. No modifications to the RRPBA algorithm are introduced in this study. The encryption key
is generated as a random byte sequence of the length specified by the RRPBA key schedule and is held
constant across all experiments for a given test image to ensure reproducibility.

2.5. Test image corpus

The evaluation uses five standard test images widely adopted in the image processing and
steganography literature. The images are sourced from the USC-SIPI Image Database [25] and are listed in
Table 1.

Table 1. Test image corpus
Image Dimensions  Color depth Source
Airplane 512x512 24-bitRGB  USC-SIPI
Baboon 512x512 24-hitRGB  USC-SIPI
Peppers 512x512 24-hitRGB  USC-SIPI
Sailboat 512x512 24-bit RGB  USC-SIPI
Splash 512x512 24-hitRGB  USC-SIPI

All images are stored in lossless PNG format to prevent compression artifacts from affecting LSB
values. The selection of standard test images permits direct comparison of the reported metrics with values
reported in the existing steganography literature.

2.6. Evaluation protocol

The evaluation protocol is applied to each test image across four embedding rates corresponding to
25%, 50%, 75%, and 100% of the maximum embedding capacity. At each embedding rate, a random plaintext
of the corresponding size is generated, encrypted using RRPBA, and embedded into the cover image using
Algorithm 1. The resulting stego image is then evaluated against the cover image using the metrics defined in
subsection 2.7. The embedded payload is subsequently extracted from the stego image using Algorithm 2,
decrypted using RRPBA, and compared against the original plaintext to verify extraction accuracy.

The four embedding rates are selected to characterize the relationship between payload size and
steganographic quality [26]. At low embedding rates, the distortion introduced by LSB replacement is
expected to be minimal and imperceptible. At high embedding rates approaching full capacity, the distortion
may become measurable, and the evaluation quantifies the point at which quality degradation becomes
significant.

2.7. Evaluation metrics

The evaluation employs five metrics defined as follows. MSE is defined as MSE=(1 / MN) X; %;
[I_cover(i,j) - 1_stego(i,j)]3 where M and N are the image dimensions and |_cover(i,j) and |_stego(i,j) are the
pixel values at position (i,j) in the cover and stego images, respectively. Lower MSE values indicate less
distortion [27].

PSNR is defined as PSNR=10 logios(MAX?>MSE), where MAX is the maximum possible pixel value
(255 for 8-bit images) and MSE is the mean squared error defined above. PSNR is expressed in decibels
(dB). Values above 40 dB are generally considered to indicate imperceptible distortion in the image
processing literature [8].

SSIM is defined as a composite measure of luminance, contrast, and structural similarity between
two images. SSIM ranges from 0 to 1, where 1 indicates identical images. Values above 0.99 indicate
excellent preservation of visual quality.
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Embedding capacity is defined as the maximum number of bits that can be embedded in a given
cover image using single-plane LSB replacement, computed as WxHxC_channels, where W and H are the
image dimensions and C_channels is the number of color channels (3 for RGB, 1 for grayscale). Capacity is
reported both in absolute bits and in bits per pixel (bpp).

Bit error rate (BER) is defined as the ratio of incorrectly recovered plaintext bits to total plaintext
bits after extraction and decryption, expressed as a percentage. A BER of 0% indicates perfect recovery. Any
nonzero BER under the lossless experimental conditions of this study indicates an implementation defect
requiring correction.

3. RESULTS AND DISCUSSION
The outcomes of the evaluation protocol described in subsection 2.6 are presented in this section
along with their impact on the proposed scheme’s viability.

3.1. Embedding capacity analysis

Table 2 presents the embedding capacity of each test image when single-plane LSB replacement is
applied. The image quality results, evaluated using all three metrics, demonstrate that the proposed scheme
introduces negligible and visually imperceptible distortion across all embedding rates examined. The 25%
has about 57 dB and 100% has about 51 dB. Thus, all the values are quite high and they are above 40 dB
value which is the imperceptibility threshold cited in the image processing literature. All conditions exhibit
MSE values bounded by 0.55, which is expected as single-plane LSB modification can affect a pixel by at
most one intensity level. At all settings, the SSIM values are higher than 0.994, which ensures near-perfect
structural preservation.

Table 2. Embedding capacity of test images
Image Dimensions  Channels  Capacity (bits)  Capacity (bytes)  Capacity (bpp)
3.0

Airplane 512x512 3 786,432 98,304

Baboon 512x512 3 786,432 98,304 3.0
Peppers 512x512 3 786,432 98,304 3.0
Sailboat 512x512 3 786,432 98,304 3.0
Splash 512x512 3 786,432 98,304 3.0

The outcome indicates that the five test images exhibit a similar pattern, with some minor alterations
expected due to variation in distribution of pixel value and spatial complexity. The Splash image exhibits
marginally lower SSIM than the textured Baboon and Sailboat images at high embedding rates. This trend is
expected since Baboon, which has the highest spatial frequency content among the test images, masks LSB
modifications within its natural texture variation, yielding higher SSIM. Conversely, Splash, which contains
larger smooth regions, is more sensitive to LSB modification, resulting in marginally lower structural
similarity scores. The trend is expected since regions with spatial high frequency contain more structural
information which is perceptually similar to human vision and is only changed to a small degree by LSB
modification. It should be noted that applying RRPBA encryption before embedding does not affect the stego
quality compared with embedding unencrypted data.

Changes to the PSNR, MSE, and SSIM values depend only on the number of LSB positions altered
and the quantity of change at each altered position. To put it differently, for both plaintext and ciphertext
generated by the standard AES or RRPBA, the values are same. Consequently, the encrypt-then-hide method
does not incur any quality penalties in comparison to the hide-only method. Nevertheless, the encrypt-then-
hide strategy provides an enhanced advantage of confidentiality protection, though requires a slight penalty
in stego complexity. Further each row of Figure 3 shows one cover image type embedded at 25%, 50%, 75%,
and 100% of available LSB capacity.

The human observer cannot see visual difference between the columns despite the huge difference
in payload sizes, thus providing qualitative evidence in support of the invisibility claim that is further
strengthened by the PSNR and SSIM calculations given in Tables 3 and 5.

Figure 3 shows a visual comparison of all the five test images at the four embedding rates that we
tested. In these four embedding conditions, the content of the cover image is visually the same, while the
payload size increases in these conditions from 24,576 bytes at 25% to 98,304 bytes at 100%. The qualitative
observation agrees with the PSNR and SSIM values and confirms that the scheme maintains visual quality at
the maximum embedding capacity.
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Figure 3. Visual comparison of stego images across the five test images at four embedding rates

3.2. Image quality results

Table 3

presents the PSNR values obtained across all test images and embedding rates. Table 4

presents the corresponding MSE values. Table 5 presents the corresponding SSIM values.

Table 3. PSNR values (dB) across test images and embedding rates
Image 25% capacity  50% capacity  75% capacity  100% capacity

Airplane 57.16 54.16 52.39 51.15
Baboon 57.16 54.15 52.40 51.14
Peppers 57.18 54.15 52.38 51.14
Sailboat 57.14 54.15 52.39 51.14
Splash 57.15 54.15 52.39 51.15

Table 4. MSE values across test images and embedding rates
Image 25% capacity  50% capacity  75% capacity  100% capacity

Airplane 0.124999 0.249766 0.375165 0.499453
Baboon 0.125163 0.250089 0.374355 0.500075
Peppers 0.124488 0.250268 0.375589 0.500459
Sailboat 0.125664 0.250048 0.374795 0.500319
Splash 0.125202 0.250080 0.375114 0.499143
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Table 5. SSIM values across test images and embedding rates
Image 25% capacity  50% capacity  75% capacity  100% capacity

Airplane 0.998602 0.997431 0.996684 0.995601
Baboon 0.999897 0.999530 0.999205 0.998909
Peppers 0.999090 0.998262 0.997384 0.996302
Sailboat 0.999241 0.998520 0.998099 0.997445
Splash 0.998662 0.997027 0.995739 0.994155

3.3. Extraction accuracy results

Table 6 presents the BER obtained after extraction and decryption across all test images and
embedding rates. The extraction accuracy results confirm perfect recovery of the original plaintext across all
test images and all embedding rates, with a BER of 0.00% in all twenty experimental conditions. This
outcome is the expected result under the lossless experimental protocol, in which the stego image is stored in
PNG format without lossy compression and no transmission noise or format conversion is applied between
embedding and extraction. The result verifies that the RRPBA encryption operation does not introduce any
incompatibility with the LSB embedding and extraction process, and that the end-to-end encrypt-embed-
extract-decrypt pipeline functions correctly.

The 0.00% BER is a necessary rather than sufficient condition for the viability of the scheme. In
practical deployment scenarios involving lossy compression (such as JPEG conversion), image rescaling, or
transmission over noisy channels, the BER is expected to increase. The evaluation of extraction accuracy
under such degraded conditions is characterized empirically in subsection 3.5.

Table 6. BER (%) across test images and embedding rates
Image 25% capacity  50% capacity  75% capacity  100% capacity

Airplane 0.0000 0.0000 0.0000 0.0000
Baboon 0.0000 0.0000 0.0000 0.0000
Peppers 0.0000 0.0000 0.0000 0.0000
Sailboat 0.0000 0.0000 0.0000 0.0000
Splash 0.0000 0.0000 0.0000 0.0000

3.4. Comparative discussion

Table 7 presents a comparison of the PSNR values obtained by the proposed scheme against values
reported in the existing literature for comparable encrypt-then-hide schemes using LSB steganography. An
additional column indicating the approximate embedding rate is included because prior studies vary
substantially in payload size relative to cover image capacity, and direct numerical comparison without this
context would be misleading.

Table 7. Comparison of stego image quality at maximum LSB capacity with prior encrypt-then-hide schemes

Study Encryption Steganography  Testimage  Approx. embedding rate PSNR (dB) SSIM
Bandekar and Suguna [28] AES-128 1-bit LSB 256x256 Low (<1%) N/R N/R
Gangurde and Tiwari [29]  AES+PLS 1-bit LSB 512x512 Low (<1%) 48.34 N/R
Alanzy et al. [13] AES+Blowfish  LSB 512x512 Low (<1%) 50.00 to 58.62 N/R
Talasila et al. [30] AES+RSA LSB 512x512 Low (<1%) 52.69 N/R
Proposed (25%) RRPBA 1-bit LSB 512x512 25% 57.16 0.9990
Proposed (100%) RRPBA 1-bit LSB 512x512 100% 51.14 0.9989

N/R=not reported in the original study. Direct numerical comparison across studies is constrained by
differences in embedding rate, image dimensions, and payload size. The four prior studies listed in Table 7
embed short text payloads occupying less than 1% of the available LSB capacity, while the proposed scheme
is evaluated systematically across embedding rates from 25 to 100% of maximum capacity. This difference in
experimental conditions means that the PSNR values reported by the prior studies reflect minimal distortion
under lightweight embedding, whereas the proposed scheme reports PSNR values under progressively
heavier embedding conditions including the theoretical worst case at full capacity.

Two observations emerge from the comparison despite this methodological difference. First, at the
lowest embedding rate tested (25% capacity), the proposed scheme achieves a PSNR of 57.16 dB, which
exceeds the values reported by Gangurde and Tiwari [29] at 48.34 dB and Talasila et al. [30] at 52.69 dB,
and falls within the range reported by Alanzy et al. [13] at 50.00 to 58.62 dB, even though the proposed
scheme embeds a substantially larger payload at 25% capacity (24,576 bytes) than the short text messages
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used in the prior studies. This outcome indicates that RRPBA encryption does not introduce any
steganographic quality penalty relative to standard AES-based approaches operating under comparable or
lighter embedding conditions.

Second, at maximum embedding capacity (100%), the proposed scheme achieves a PSNR of
51.14 dB, which matches the theoretical upper bound for single-plane LSB replacement on 8-bit images
computed as 10 log(255%0.5), approximately equal to 51.14 dB. None of the prior studies listed in Table 7
report results at full embedding capacity, which means the proposed scheme provides the first empirical
confirmation that an encrypt-then-hide architecture using a modified AES variant can achieve the theoretical
PSNR bound under maximum-capacity conditions. This result is significant because it demonstrates that the
statistical properties of RRPBA ciphertext do not adversely affect LSB embedding quality even when every
available LSB position in the cover image is utilized.

The SSIM values obtained by the proposed scheme range from 0.9942 on Splash to 0.9989 on
Baboon at 100% embedding capacity, with all values remaining above 0.99 across the twenty experimental
conditions. None of the prior studies listed in Table 7 report SSIM values, which limits direct structural
similarity comparison. The SSIM results obtained in this study are nonetheless consistent with the threshold
of 0.99 conventionally associated with excellent preservation of visual quality in the image processing
literature.

The comparative analysis supports two conclusions regarding the contribution of this work. First,
RRPBA can serve as a drop-in replacement for standard AES in encrypt-then-hide steganographic
architectures without introducing degradation in steganographic quality. The cipher choice does not influence
pixel-level distortion in LSB replacement because the LSB modification operation is independent of the
statistical properties of the embedded bitstream, and this independence is empirically confirmed by the
convergence of the proposed scheme's PSNR with the theoretical bound. Second, the selection of the
encryption algorithm in LSB-based steganographic systems should be guided by cryptographic strength,
computational efficiency, and deployment requirements rather than by concern over image quality impact,
because steganographic quality at the LSB layer is invariant to the cipher used. RRPBA is therefore
positioned as appropriate for deployment scenarios where its reduced-round structure and bit-permutation-
based diffusion offer performance advantages over standard AES, with the assurance that these design
choices do not propagate any cost to the steganographic layer.

3.5. Robustness under lossy channel conditions

The preceding results establish imperceptibility and perfect recovery under lossless storage. Because
spatial-domain LSB embedding places the payload in the LSB plane, any operation that perturbs pixel values
corrupts the embedded bits, and this section characterizes that behavior explicitly. The scheme assumes a
lossless transport model, in which the stego image is stored and exchanged in a lossless format such as PNG
and is not re-encoded, rescaled, or otherwise altered in transit. To quantify the boundary of this model, the
stego images were subjected to three classes of degradation applied after embedding: JPEG compression at
quality factors of 95, 90, 75, and 50; bicubic downscaling to 90, 75, and 50% of the original dimensions
followed by restoration to the original size; and additive Gaussian noise with standard deviations of 1, 2, and
5 intensity levels. For each condition the payload was extracted and decrypted, and two error measures were
computed: the LSB corruption rate, defined as the fraction of embedded LSBs altered by the degradation, and
the recovered-payload BER after RRPBA decryption.

Table 8 reports the results. Under the lossless baseline the LSB corruption rate and the recovered-
payload BER are both 0.00%, consistent with Table 6. Under every lossy condition, including the mild JPEG
setting at quality 95, the LSB corruption rate rises to approximately 50%, which is statistically
indistinguishable from random guessing, and the recovered-payload BER is correspondingly approximately
50%. Because the LSB plane is not preserved by lossy compression, resizing, or additive noise, essentially
half of the embedded bits are flipped, and the cipher block chaining structure of RRPBA propagates each
affected block so that the decrypted payload is unrecoverable. These BERs are governed by perturbation of
the LSB plane rather than by cover content, so the reported values are averaged over the five test images.

This outcome is a fundamental property of single-plane LSB steganography rather than a defect of
the proposed scheme, and it defines the operational envelope of the method. The scheme is therefore
appropriate for covert storage and transmission over channels that preserve the exact pixel representation,
such as archival storage, lossless file transfer, and messaging systems that do not re-encode attachments, and
it is not suited to channels that apply lossy recompression such as most social-media image pipelines. Two
directions follow. First, robustness can be obtained by migrating the embedding stage to a transform-domain
method, in which the payload is carried in quantization-robust frequency coefficients rather than in the spatial
LSB plane; the encrypt-then-hide construction and the RRPBA cipher layer are independent of the
embedding domain and carry over directly. Second, an error-correcting code applied to the ciphertext before
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embedding can tolerate limited perturbation at the cost of reduced effective capacity. Both directions are
identified as future work.

Table 8. Extraction accuracy of the stego images under lossy channel conditions
Channel condition LSB corruption rate (%)  Recovered-payload BER (%)

Lossless PNG (baseline) 0.00 0.00
JPEG, quality 95 50.00 49.95
JPEG, quality 90 49.94 49.96
JPEG, quality 75 50.01 50.01
JPEG, quality 50 49.94 50.02
Bicubic resize to 90% 48.15 49.91
Bicubic resize to 75% 49.57 50.00
Bicubic resize to 50% 49.86 49.99
Gaussian noise, sigma 1 49.82 49.93
Gaussian noise, sigma 2 50.10 50.04
Gaussian noise, sigma 5 50.04 50.10

3.6. Computational efficiency

Because the practical value of a modified cipher rests partly on its cost, RRPBA is compared
directly with standard AES. The two ciphers differ in round count and in the diffusion primitive, so they were
benchmarked under identical conditions using reference implementations written in the same language and
coding style, so that the measured difference reflects the algorithmic design rather than implementation
tuning. Standard AES-128 uses 10 rounds and the MixColumns transformation, whereas RRPBA-128 uses 6
rounds and the bit-permutation layer. Both were executed on payloads of 1, 8, 32, and 64 kilobytes, with each
measurement repeated over 12 independent runs to capture variance. Encryption time is reported as the mean
and standard deviation in milliseconds, together with the speedup of RRPBA over AES.

Table 9 reports the results, showing that RRPBA encrypts consistently faster than standard AES
across all payload sizes, with a mean speedup of approximately 13 times, ranging from 13.82 times at 8
kilobytes to 11.86 times at 64 Kkilobytes. The standard deviations remain a modest fraction of the means
across all payload sizes, which indicates that the speedup is stable across runs and is not an artifact of
measurement noise. The advantage follows directly from the reduced round count and from the replacement
of the finite-field MixColumns multiplication with a table-driven bit permutation.

Table 9. Encryption time of RRPBA and standard AES-128 across payload sizes, over 12 runs
Payload (KB) RRPBA time, ms (mean, SD)  AES-128 time, ms (mean, SD)  Speedup
1

6.49 (1.13) 87.27 (4.17) 13.44x
8 49.45 (2.14) 683.47 (21.37) 13.82x
32 222.20 (14.22) 2852.49 (203.31) 12.84x
64 490.65 (59.89) 5817.36 (484.72) 11.86x

These measurements are obtained from unoptimized reference implementations and are intended to
isolate the algorithmic effect of the RRPBA design. They should not be read as a comparison against
hardware-accelerated AES, which benefits from dedicated processor instructions, but as evidence that the
round reduction and permutation-based diffusion of RRPBA reduce the operation count of the cipher, which
is the property relevant to resource-constrained and software-only deployment scenarios.

3.7. Limitations, applications, and ethical considerations

Three limitations bound the present study. First, as established in subsection 3.5, the scheme is
confined to lossless channels and does not survive lossy recompression, resizing, or noise. Second,
single-plane LSB replacement is known to be detectable by statistical steganalysis, including chi-square and
sample-pair analysis and modern learning-based detectors, because embedding data in the LSB plane alters
the statistical regularities of that plane; the present evaluation establishes imperceptibility to the human visual
system and to full-reference quality metrics, but does not claim resistance to dedicated steganalysis, which is
deferred to future work. Third, the evaluation uses a single cipher configuration and a fixed key per image,
and does not vary key length or embedding order.

Within these bounds the scheme is applicable wherever confidential data must be exchanged
without revealing that communication is taking place, including secure messaging, covert channels in
defensive security research, and the embedding of authentication or provenance data in images. The
construction is agnostic to the carrier and generalizes to other lossless media, so extending the payload
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channel to audio and video carriers, where the LSBs of samples or of intra-frame pixels provide analogous
capacity, is a natural direction for scaling the approach. As with any steganographic method, the capacity to
conceal communication carries a potential for misuse; the same imperceptibility that protects legitimate
privacy can also conceal illicit activity, so responsible deployment should be accompanied by appropriate
legal and organizational controls.

4. CONCLUSION

The paper proposes and evaluates a dual-layer security scheme that exploits the combining of
RRPBA encryption and single-plane LSB image steganography in an encrypt-then-hide model.
Subsequently, the scheme was implemented as a Python reference prototype and performance testing
executed on five standard 512 by 512 RGB images sourced from the USC-SIPI Image Database at
embedding rate of 25%, 50%, 75%, and 100% of available capacity. The scheme produced the PSNR which
stayed in the range of 57.16 decibels at 25% occupancy to 51.14 decibels at 100% occupancy, SSIM values
above 0.994 and BER of 0.0000% across all the 20 empirical conditions, thus confirming both visual
imperceptibility which is well above the 40-decibel mark and perfect end-to-end recovery of the encrypted
payload under lossless storage conditions. The findings indicate that RRPBA can easily replace standard
AES in encrypt-then-hide steganographic systems without any quality degradation, which is important
because it enhances the applicability of RRPBA from a single primitive for confidentiality to one within
layered security architectures needing encryption and undetectability. In the future, the transform domain
embedding techniques of the scheme will be evaluated. Moreover, the robustness of the scheme under lossy
compression and noisy-channel conditions was characterized in this study, and transform-domain methods
will be explored to overcome it. Also, formal steganalytic evaluation against state-of-the-art detection
techniques such as chi-square analysis and machine learning based will be conducted. Furthermore, the
integration with authenticated encryption modes will be investigated to take the scheme further toward
unified confidentiality, integrity, authenticity, and undetectability guarantees.
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