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 This paper evaluates the physical layer security performance of a 

reconfigurable intelligent surface (RIS) enabled wireless network in the 

presence of a passive eavesdropper. To secure the information transmission, 

a cooperative jammer is proposed to generate interference signal that 

degrade the performance of the eavesdropper. The source-to-RIS and RIS-

to-destination links are subjected to Rician and Rayliegh fading distributions 

with phase errors, respectively, while other transmission links in the network 

follow the Nakagami-m fading distributions. The system phase error of the 

RIS is estimated by the von Mises distribution. To quantify the secrecy 

performance of the concerned system, the exact closed-form expressions in 

terms of connection outage probability (COP), security outage probability 

(SOP), and secrecy throughput (ST) are derived. In addition, the asymptotic 

expression of the system COP is obtained at high signal-to-noise ratio 

(SNR), providing more insight about the system performance. The accuracy 

of the derived expression is justified by Monte Carlo simulation. Also, the 

results clarify the analysis of the security performance, taking into account 

the impact of system and channel parameters on the system. 
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1. INTRODUCTION  

Recently, reconfigurable intelligent surface (RIS) has been considered as a new technology 

deployed to improve the coverage area, spectrum and power efficiency of wireless communication systems 

[1]. Its structure consists of large passive reflective elements that can introduce a phase shift to the incident 

signals before it is reflected in the desired direction [2]. Therefore, no additional power, radio frequency 

chains, and dedicated power supplies are required for signal processing compared to other traditional relay 

and multi-antenna technologies [3], [4]. Due to its light weight and shape conformance, RIS can be easily 

applied to building walls, windows, human clothing, and roadside signs [5]. As a result of these possibilities, 

RIS-supported transmission can be easily integrated to support existing and next-generation wireless 

networks. In open literature, RIS has been extensively studied to improve the transmission reliability of the 

wireless systems at weak or no line of sight (LSO) [6]. RIS was used to extend the coverage area of the 

unmanned aerial vehicle (UAV) communication system and evaluated the probability of system failure and 

error rate [7]. In addition, RIS was used to support the transmission of stratospheric platform stations in 

wireless multi-user systems in [3]. Under various relay protocols, Odeyemi et al. [8] studied the performance 

of RIS-supported power-line communication networks. The impact of interference on the performance of RIS 

support wireless systems is shown in [9]. Odeyemi et al. [10] studied the performance of RIS in supporting 
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the underwater communication systems. Moreover, Verma et al. [11] proposed a RIS-aided mixed dual-hop 

free space optical/radio frequency communication system where the impact of hybrid automatic repeat 

request protocol was studied on both link. In addition, the performance analysis of multi-layer UAV wireless 

communication assisted by RIS was presented in [2] where the error rate and outage probability of the system 

were evaluated under the imperfect phase compensation.  

Due to the broadcast nature of wireless media, wireless transmission is extremely vulnerable to 

security measures by malicious users. As a result, physical layer security has been proposed as an alternative 

to traditional cryptographic techniques to protect wireless communication systems regardless of 

eavesdropping capabilities [12]. This concept involves leveraging the probabilistic characteristics of radio 

channels (that is, noise, fading, and interference) to reduce the likelihood that information will be decoded by 

eavesdroppers [13], [14]. Thus, cooperative jammer has been regarded as one of the efficient physical layer 

security methods in which either an external helper or a communication device emits artificial or interfering 

noise to reduce the channel quality of the eavesdropper [15]. In this case, several research efforts have been 

tailored towards the adoption of RIS in enhancing the physical layer security of wireless communication 

system. The physical layer security of a RIS empowered wireless system was studied in [16] where a 

multiple antenna node transmit information to a single antenna legitimate user in the presence of an 

eavesdropper. Similarly, Yu et al. [17] adopted RIS to enhance the security performance of a wireless 

systems where a base station communicates with multiple legitimate users in the presence of multiple 

eavesdropper. The physical layer security performance of RIS-based wireless system was studied where the 

system security was improved with the number of meta-surface element of RIS under the attack of an 

eavesdropper [18]. Wijewardena et al. [19] studied the security performance of a two-ways wireless network 

by exploiting RIS to communicate securely to the legitimate user under the presence of untrusted user. 

Moreover, the physical layer security performance of a RIS-assisted non-orthogonal multiple access network 

was evaluated in [20] under the influence of residual hardware impairment. However, all of the above 

research studies on RIS under the physical layer security are not based on cooperative jammer and do not 

take phase errors into account. Their analysis was also based on optimization techniques to maximize the 

secrecy rates due to composite fading models of RIS and makes it difficult to manage the system security 

metrics. Regarding the phase error, the security performance of the RIS-assisted communication system with 

the phase error was presented in [21] but not subjected to cooperative jammer technique.  

Motivated by the above observations, the physical layer security performance of a RIS empowered 

wireless network in the presence of an eavesdropper is presented. An external cooperative jammer is 

proposed to improve the system security performance by emitting interference signal that degrades the 

performance of the eavesdropper. The phase error of the RIS is estimated through the von Mises distribution 

and the system connection outage probability (COP), security outage probability (SOP), and secrecy 

throughput (ST) closed-form expressions are derived. To obtained more insight about the system 

performance, the COP asymptotic expression are derived. 

The rest of this paper is arranged as follows; section 2 shows the system and channel models. The 

system performance analysis is provided in section 3 with asymptotic expression. In section 4, the numerical 

results are presented with discussions. Finally, section 5 contains the conclusions about the paper. 

 

 

2. SYSTEM AND CHANNEL MODELS 

2.1.  System model 

As depicted in Figure 1, a RIS empowered wireless network with a source (S), a legitimate 

destination (D), a jammer (J), and an eavesdropper (E) is presented. The source transmits confidential 

information to the destination via a RIS in the presence of an eavesdropper attempting to eavesdrop source’s 

confidential information. At the same time, a cooperative jammer sends interference signal to prevent the 

source information from being intercepted by the eavesdropper. Due to availability of unwanted obstacles, it 

is believed that there is no direct connection between the S and D. Therefore, it is assumed that the RIS is 

highly positioned to prevent eavesdroppers from wiretapping on the connection. Furthermore, it is assumed 

that every node in the network has a single antenna. However, the RIS consists of a number of wall-mounted 

𝑁𝑅 reflective elements to aid in secure transmission between the source and destination. All the channels in 

the proposed network are assumed to be statistically independent with the connection between the source and 

the RIS, and RIS and destination are respectively denoted as ℎ𝑆,𝑖 and ℎ𝐷,𝑖. The link from the source to 

eavesdropper is represented by ℎ𝑆𝐸. Also, the channel from the jammer to eavesdropper and destination are 

respectively denoted as ℎ𝐽𝐸 and ℎ𝐽𝐷. 
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Figure 1. Model of RIS empowered wireless network with friendly jammer 

 

 

2.2.  Signal model 

The source sends information to the destination via the RIS, and the signal received at the legitimate 

destination and eavesdropper can be respectively represented as: 

 

𝑦𝐷 = √𝑃𝑆 ∑ ℎ𝑆,𝑙𝜔𝑙ℎ𝐷,𝑙𝑒𝑥𝑝(𝑗𝜙𝑙)
𝑁𝑅
𝑙=1 𝑥𝑠 + √𝑃𝐽ℎ𝐽𝐷𝑥𝐽 + 𝑧𝐷 (1) 

 

and 

 

𝑦𝐸 = √𝑃𝑆ℎ𝑆𝐸𝑥𝑆 + √𝑃𝐽ℎ𝐽𝐸𝑥𝐽 + 𝑧𝐸 (2) 

 

where 𝑃𝑆 and 𝑃𝐽 are the source and jammer transmit power respectively, 𝑥𝑠 and 𝑥𝐽 are the source information 

and interference signal respectively, ℎ𝑆,𝑙 = 𝛼𝑙𝑒𝑥𝑝(−𝑗𝜃𝑙) denotes the channel gain of S-to-RIS link with 𝛼𝑙 

represents the amplitude of the link Rician fading and 𝜃𝑙 signifies the phase shift, ℎ𝐷,𝑙 = 𝛽𝑙𝑒𝑥𝑝(−𝑗𝜓𝑙) 

represents the RIS-to-D channel gain with the with 𝛽𝑙 denotes the amplitude of the link Rayleigh fading and 

𝜓𝑙  signifies the phase shift, 𝜔𝑙 = 𝑒𝑥𝑝(𝑗𝜗𝑙) indicates the reflection coefficient produced by the 𝑙𝑡ℎ reflecting 

element of RIS, 𝑧𝐷 and 𝑧𝐸 are the complex additive white Gaussian noise (AWGN) at the destination and 

eavesdropper respectively with zero mean and variance 𝜎𝐷
2 and 𝜎𝐸

2, 𝜙𝑙 = 𝜃𝑙 + 𝜓𝑙 − 𝜗𝑙 signifies the phase 

deviation and is model by circular distribution. Thus, the signal-to-interference-plus-noise ratio (SINR) at the 

destination can be obtained from (1) as follows: 

 

𝛾𝐷 =
𝑃𝑠|∑ ℎ𝑆,𝑙𝜔𝑙ℎ𝐷,𝑙𝑒𝑥𝑝(𝑗𝜙𝑙)

𝑁𝑅
𝑖=1

|
2

𝑃𝐽|ℎ𝐽𝐷|
2

+𝜎𝐷
2

  (3) 

 

if the instantaneous signal-to-noise ratio (SNR) at the S-to-D and J-to-D are respectively defined as  

𝛾𝑆𝐷 = 𝑃𝑠|∑ ℎ𝑆,𝑙𝜔𝑙ℎ𝐷,𝑙𝑒𝑥𝑝(𝑗𝜙𝑙)
𝑁𝑅
𝑖=1 |

2
/𝜎𝐷

2 and 𝛾𝐽𝐷 = 𝑃𝐽|ℎ𝐽𝐷|
2

/𝜎𝐷
2, then the SINR at destination can be further 

expressed as: 

 

𝛾𝐷 =
𝛾𝑆𝐷

𝛾𝐽𝐷+1
  (4) 

 

from (2), the SINR at the eavesdropper can be expressed as: 

 

𝛾𝐸 =
𝑃𝑅|ℎ𝑆𝐸|2

𝑃𝐽|ℎ𝐽𝐸|
2

+𝜎2
 (5) 

 

similarly, if 𝛾𝑆𝐷 = 𝑃𝑅|ℎ𝑆𝐸|2/𝜎𝐸
2 and 𝛾𝐽𝐷 = 𝑃𝐽|ℎ𝐽𝐸|

2
/𝜎𝐸

2, then (5) can be further expressed as: 
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𝛾𝐸 =
𝛾𝑆𝐸

𝛾𝐽𝐸+1
  (6) 

 

2.3.  Channel models 

With the incorporation of phase error, the combine probability density function (PDF) of the S-to-

RIS and RIS-to-D is assumed to follow Gamma distribution defined as [22]: 

 

𝑓𝑆𝐷(𝛾) =
𝑚𝑟

𝑚𝑟

(𝑚𝑟−1)!𝛾̅𝑆𝐷
𝑚𝑟 𝛾𝑚𝑟−1𝑒𝑥𝑝 (−

𝑚𝑟

𝛾̅𝑆𝐷
𝛾) (7) 

 

where 𝑚𝑟 =
𝑁𝑅

2

𝜙1
2𝑎4

𝜙2−2𝜙1
2𝑎4 denotes the S-to-D fading parameter, 𝜙𝑣 =

𝐼𝑣(𝑘)

𝐼0(𝑘)
 is the characteristic function with 

𝐼0 the modified Bessel function of the first kind and order 𝑣, 𝑘 indicates the concentration parameter of von 

Mises distribution, 𝛾̅𝑆𝐷 = 𝑁𝑅
2𝜙1

2𝑎4𝛾𝑜 is the average SNR of the link and 𝛾𝑜 represent the average SNR of a 

single reflecting RIS element, 𝑎1 = √
𝜋

4(𝐾+!)
𝐹1(−1/2,1, 𝐾)1

  and 𝑎2 = √𝜋/2 are respectively denote the unit 

power of the ℎ𝑆,𝑖 and ℎ𝐷,𝑖 with 𝑎 = √𝑎1𝑎2. By using the integral identity detailed in [23], the CDF of the S-

to-D link over RIS can be obtained from (7) as: 

 

𝐹𝑆𝐷(𝛾) = 1 − 𝑒𝑥𝑝 (−
𝑚𝑟

𝛾̅𝑆𝐷
𝛾) ∑

1

𝑝!
(

𝑚𝑟

𝛾̅𝑆𝐷
)

𝑝
𝑚𝑟−1
𝑝=0 𝛾𝑝 (8) 

 

similarly, the other links are subject to Nakagami-m distribution and the PDF can be expressed as [24]:  

 

𝑓𝜉(𝛾) =
𝛾

𝑚𝜉−1

Γ(𝑚𝜉)ω𝜉
𝑚𝑗

𝑒𝑥𝑝(−𝛾/ω𝜉), 𝜉𝜖{𝑆𝐸, 𝐽𝐸 𝑎𝑛𝑑 𝐽𝐷} (9) 

 

where ω𝜉 = 𝛾̅𝜉/𝑚𝜉 with 𝑚𝜉 and 𝛾̅𝜉  represent the links fading parameters and average SNR respectively. By 

integrating (9), the CDF of the links can be obtained as: 

 

𝐹𝜉(𝛾) = 1 − 𝑒𝑥𝑝 (−
𝛾

ω𝜉
) ∑

𝛾𝑛

ω𝜉
𝑛𝑛!

𝑚𝜉−1

𝑛=0   (10) 

 

 

3. PERFORMANCE ANALYSIS 

In this study, the concerned system is evaluated using three secrecy metrics which include, COP, 

SOP and ST, and the exact closed-form expression for each is obtained in this section. 

 

3.1.  Connection outage probability  

The reliability of the system is quantified by COP which describes the probability of the connection 

outage event in which the destination SNR is less than the preset threshold value 𝛾𝑡 = 2𝑅𝑡 − 1 with  
𝑅𝑡(𝑏𝑖𝑡𝑠/𝑠/𝐻𝑧) denotes as transmit rate. Thus, the COP of the concerned system can be expressed as [25]: 

 

𝑃𝐶𝑂𝑃(𝛾𝑡) = 𝑃𝑟{𝛾𝐷 < 𝛾𝑡} (11) 

 

by putting (4) into (11), the COP can be further expressed as:  

 

𝑃𝐶𝑂𝑃(𝛾𝑡) = 𝑃𝑟 {
𝛾𝑆𝐷

𝛾𝐽𝐷+1
< 𝛾𝑡} ≜  ∫ 𝐹𝑆𝐷(𝛾𝑡(𝑥 + 1))𝑓𝐽𝐷(𝑥)𝑑𝑥

∞

0
  (12) 

 

putting (8) and (9) into (13), the 𝑃𝐶𝑂𝑃(𝛾𝑡) can be expressed as: 

 

𝑃𝐶𝑂𝑃(𝛾𝑡) = 1 −
1

Γ(𝑚𝐽𝐷)ω𝐽𝐷

𝑚𝐽𝐷  ∑
1

𝑝!
(

𝑚𝑟

𝛾̅𝑆𝐷
)

𝑝
𝑚𝑟−1
𝑝=0 𝑒𝑥𝑝 (−

𝑚𝑟

𝛾̅𝑆𝐷
(𝛾𝑡(𝑥 + 1))) ∫ (𝛾𝑡(𝑥 + 1))

𝑝∞

0
× 𝑥𝑚𝐽𝐷−1𝑒𝑥𝑝(−𝑥/ω𝐽𝐷)𝑑𝑥  (13) 

 

by binomial expansion in [23], (1.111), (𝑥 + 1)𝑝 = ∑ (
𝑝
𝑡

) 𝑥𝑝−𝑡𝑝
𝑡=0  and (13) can be expressed as: 

 

𝑃𝐶𝑂𝑃(𝛾𝑡) = 1 −
1

Γ(𝑚𝐽𝐷)ω𝐽𝐷

𝑚𝐽𝐷  ∑ ∑ (
𝑝
𝑡

)
1

𝑝!
(

𝑚𝑟𝛾𝑡

𝛾̅𝑆𝐷
)

𝑝
𝑝
𝑡=0

𝑚𝑟−1
𝑝=0 𝑒𝑥𝑝 (−

𝑚𝑟𝛾𝑡

𝛾̅𝑆𝐷
) ∫ 𝑥𝑚𝐽𝐷+𝑝−𝑡−1∞

0
× 𝑒𝑥𝑝 (− (

𝑚𝑟𝛾𝑡

𝛾̅𝑆𝐷
+

1

ω𝐽𝐷
) 𝑥) 𝑑𝑥 (14) 
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by utilizing the integral identity detailed in [23], (3.325(2)), (14) can be expressed as: 

 

𝑃𝐶𝑂𝑃(𝛾𝑡) = 1 −
1

Γ(𝑚𝐽𝐷)ω𝐽𝐷

𝑚𝐽𝐷  ∑ ∑ (
𝑝
𝑡

)
1

𝑝!
(

𝑚𝑟𝛾𝑡

𝛾̅𝑆𝐷
)

𝑝
𝑝
𝑡=0

𝑚𝑟−1
𝑝=0 𝑒𝑥𝑝 × Γ(𝑚𝐽𝐷 + 𝑝 − 𝑡) (

𝛾̅𝑆𝐷ω𝐽𝐷

𝑚𝑟𝛾𝑡ω𝐽𝐷+𝛾̅𝑆𝐷
)

𝑚𝐽𝐷+𝑝−𝑡

 (15) 

 

3.1.1. Asymptotic analysis 

Since the COP expression derived in (14) is complicated, it is necessary to perform asymptotic 

analysis of the system at high SNR assuming 𝛾̅𝑆𝐷 → ∞ in order to understand the system performance. At 

high SNR, the asymptotic expression for the S-to-D CDF in (16) can be defined as [26]: 

 

𝐹𝑆𝐷(𝛾) ≈  (
𝑚𝑟

𝛾̅𝑆𝐷
)

𝑚𝑟 𝛾𝑚𝑟

Γ(𝑚𝑟)
 (16) 

 

by putting (16) and (9) into (13), then the COP asymptotic expression can then be expressed as: 

 

𝑃𝐶𝑂𝑃
𝐴𝑠𝑦

= (
𝑚𝑟

𝛾̅𝑆𝐷
)

𝑚𝑟 1

Γ(𝑚𝑟)Γ(𝑚𝐽𝐷)ω𝐽𝐷

𝑚𝐽𝐷 ∫ (𝛾𝑡(𝑥 + 1))
𝑚𝑟∞

0
𝑥𝑚𝐽𝐷−1𝑒𝑥𝑝(−𝑥/ω𝐽𝐷)𝑑𝑥 (17) 

 

by applying binomial theorem, (17) can be further expressed as: 

 

𝑃𝐶𝑂𝑃
𝐴𝑠𝑦

= (
𝑚𝑟

𝛾̅𝑆𝐷
)

𝑚𝑟 1

Γ(𝑚𝑟)Γ(𝑚𝐽𝐷)ω𝐽𝐷

𝑚𝐽𝐷
∑ (

𝑚𝑟

𝑡
)

𝑚𝑟
𝑡=0 ∫ 𝑥𝑚𝑟+𝑚𝐽𝐷−𝑡−1𝑒𝑥𝑝(−𝑥/ω𝐽𝐷)

∞

0
𝑑𝑥 (18) 

 

by using the integral identity detailed in [23], (3.325(2)), (18) can be solved as: 

 

𝑃𝐶𝑂𝑃
𝐴𝑠𝑦

= (
𝑚𝑟

𝛾̅𝑆𝐷
)

𝑚𝑟 1

Γ(𝑚𝑟)Γ(𝑚𝐽𝐷)ω𝐽𝐷

𝑚𝐽𝐷
∑ (

𝑚𝑟

𝑡
) Γ(𝑚𝑟 + 𝑚𝐽𝐷 − 𝑡)

𝑚𝑟
𝑡=0 ω𝐽𝐷

(𝑚𝑟+𝑚𝐽𝐷−𝑡) (19) 

 

3.2.  Security outage probability  

The SOP of the system illustrates the security outage probability of event in which the eavesdropper 

SNR is higher than the preset threshold value 𝛾𝑆 = 2(𝑅𝑡−𝑅𝑠) − 1 with the 𝑅𝑠(𝑏𝑖𝑡𝑠/𝑠/𝐻𝑧) denotes as secrecy 

rate. The SOP can thus be expressed as [27]: 

 

𝑃𝑆𝑂𝑃(𝛾𝑆) = 𝑃𝑟{𝛾𝐸 > 𝛾𝑆}  (20) 

 

by invoking (6) into (20), the SOP can be further expressed as: 
 

𝑃𝑆𝑂𝑃(𝛾𝑆) = 𝑃𝑟 {
𝛾𝑆𝐸

𝛾𝐽𝐸+1
> 𝛾𝑠} ≜ 1 − ∫ 𝐹𝑆𝐸(𝛾𝑠(𝑦 + 1))𝑓𝐽𝐸(𝑦)𝑑𝑦

∞

0
 (21) 

 

by putting (10) and (9) into (21), the SOP of the proposed system can be expressed as: 
 

𝑃𝑆𝑂 = ∫ ∑
(𝛾𝑠)𝑛

𝜔𝑆𝐸
𝑛 𝑛!

(𝑦 + 1)𝑛𝑚𝑆𝐸−1
𝑛=0 𝑒𝑥𝑝(−𝛾𝑠(𝑦 + 1)/ω𝑆𝐸)

𝑦
𝑚𝐽𝐸−1

Γ(𝑚𝐽𝐸)ω𝐽𝐸

𝑚𝐽𝐸 𝑒𝑥𝑝(−𝑦/ω𝐽𝐸)𝑑𝑦
∞

0
 (22) 

 

by binomial expansion in [23], (1.111), (𝑦 + 1)𝑛 = ∑ (
𝑛
𝑞) 𝑦𝑛−𝑞𝑛

𝑞=0 , then (22) can be further expressed as: 

 

𝑃𝑆𝑂𝑃(𝛾𝑆) =
1

Γ(𝑚𝐽𝐸)ω𝐽𝐸

𝑚𝐽𝐸 ∑ ∑ (
𝑛
𝑞) (

𝛾𝑠

ω𝐽𝐷
)

𝑛
1

𝑛!

𝑛
𝑞 𝑒𝑥𝑝(−𝛾𝑠/ω𝐽𝐸)

𝑚𝑆𝐸−1
𝑛=0 × ∫ 𝑦𝑚𝐽𝐸+𝑛−𝑞−1𝑒𝑥𝑝 (− (

𝛾𝑠

ω𝑆𝐸
+

1

ω𝐽𝐷
) 𝑦) 𝑑𝑦

∞

0
 (23) 

 

by integral identity detailed in [23], (3.325(2)), hence (23) can be solved as: 

 

𝑃𝑆𝑂𝑃(𝛾𝑆) =
1

Γ(𝑚𝐽𝐸)ω𝐽𝐸

𝑚𝐽𝐸
∑ ∑ (

𝑛
𝑞) (

𝛾𝑠

ω𝐽𝐷
)

𝑛
1

𝑛!
𝑛
𝑞 𝑒𝑥𝑝(−𝛾𝑠/ω𝐽𝐸)

𝑚𝑆𝐸−1
𝑛=0 × Γ(𝑚𝐽𝐸 + 𝑛 − 𝑞) (

ω𝑆𝐸ω𝐽𝐷

𝛾𝑠ω𝐽𝐷+ω𝑆𝐸
)

𝑚𝐽𝐸+𝑛−𝑞

 (24) 

 

3.3.  Secrecy throughput  

This is adopted in wireless communication system to measure the average rate of information that is 

transmitted reliably and securely. Mathematically, it is defined as the product of secrecy rate and the 

probabilities of reliability and security transmission as follows [26]: 
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𝜏𝑆𝑇 = 𝑅𝑠[(1 − 𝑃𝐶𝑂𝑃(𝛾𝑡))(1 − 𝑃𝑆𝑂𝑃(𝛾𝑆))]  (25) 

 

by substituting (18) and (24) into (25), the ST for the concerned system can be obtained as: 

 

𝜏𝑆𝑇 = 𝑅𝑠 [
1

Γ(𝑚𝐽𝐷)ω
𝐽𝐷

𝑚𝐽𝐷
 ∑ ∑ (

𝑝
𝑡

)
1

𝑝!
(

𝑚𝑟𝛾𝑡

𝛾̅𝑆𝐷

)
𝑝

𝑝

𝑡=0

𝑚𝑟−1

𝑝=0

𝑒𝑥𝑝 (−
𝑚𝑟𝛾𝑡

𝛾̅𝑆𝐷

) × Γ(𝑚𝐽𝐷 + 𝑝 − 𝑡) (
𝛾̅𝑆𝐷ω𝐽𝐷

𝑚𝑟𝛾𝑡ω𝐽𝐷 + 𝛾̅𝑆𝐷

)

𝑚𝐽𝐷+𝑝−𝑡

] 

× [1 −
1

Γ(𝑚𝐽𝐸)ω𝐽𝐸

𝑚𝐽𝐸 ∑ ∑ (
𝑛
𝑞) (

𝛾𝑠

ω𝐽𝐷
)

𝑛
1

𝑛!

𝑛
𝑞 𝑒𝑥𝑝(−𝛾𝑠/ω𝐽𝐸)

𝑚𝑆𝐸−1
𝑛=0 × Γ(𝑚𝐽𝐸 + 𝑛 − 𝑞) (

ω𝑆𝐸ω𝐽𝐷

𝛾𝑠ω𝐽𝐷+ω𝑆𝐸
)

𝑚𝐽𝐸+𝑛−𝑞

] (26) 

 

 

4. NUMERICAL RESULTS AND DISCUSSION 

This section provides numerical results for the physical layer security of RIS-enabled wireless 

networks with cooperative jammers under the performance metrics COP, SOP, and ST. The accuracy of the 

derived analytical formula is verified by Monte Carlo simulation. Unless otherwise specified, the following 

system parameter values are set to 𝑘 = 2, 𝑁𝑅 = 40, 𝑚𝑆𝐸 = 𝑚𝐽𝐸 = 𝑚𝐽𝐷 = 2, 𝑅𝑠 = 2 𝑏𝑖𝑡𝑠/𝑠/𝐻𝑧, and  

𝑅𝑡 = 4 𝑏𝑖𝑡𝑠/𝑠/𝐻𝑧. 

Figure 2 shows the effect of the number of RIS reflective elements 𝑁𝑅 on the COP performance of 

the system. The results show that the COP performance of the system improves with increasing 𝑁𝑅. From the 

results, we can conclude that the analysis and simulation results are consistent which indicate the correctness 

of the derived COP expression. In addition, the results show a perfect match between the analysis and 

asymptotic results over the high SNR regime. In addition, systems with RIS offers better COP performance 

than systems without RIS. 

The influence of concentration parameter 𝑘 of von Mises distribution on the system COP 

performance at various values of 𝑚 fading parameter on the J-to-D link is illustrated in Figure 3. It can be 

observed that the increase in 𝑘 parameter leads to better system COP performance with large value of 𝑘 

indicate same phase error. Moreover, the results outcome proves that at a particular value of 𝑘, there is 

significant improvement in the system COP with the increase in the 𝑚𝐽𝐷 of the J-to-D link. This is due to 

good channel quality for the jammer signal to reach the eavesdropper and show the impact of friendly 

jammer of the proposed system. 

 

 

 

k = 2

k = 8

 
  

Figure 2. Impact of number of reflecting elements 

𝑁𝑅 in RIS of the system COP when 𝑘 = 8,  
𝛾̅𝐽𝐸 = 15 𝑑𝐵 

Figure 3. Influence of the 𝑘 on the system COP 

performance under various values of 𝑚𝐽𝐷 when 

𝑁𝑅 = 80 and 𝛾̅𝑆𝐷 = 𝛾̅𝐽𝐷 = 𝛾̅ 

 

 

The performance of the system SOP under various values of 𝑚𝑆𝐸 and 𝑚𝐽𝐸 is depicted in Figure 4. 

The results show that the analytical results collaborate with the simulation results which validate the accuracy 

of the derived SOP expression. The results indicate that the system SOP yields better performance with the 

increase in the value of 𝑚𝐽𝐸 which shows the impact of jammer on the proposed system. Also, at a particular 
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value of 𝑚𝐽𝐸, the system performance deteriorates with the increase in the values of 𝑚𝑆𝐸 due to favorable 

channel condition for the eavesdropper to overhead the source information. 

In Figure 5, the results of the ST performance of the concerned system under various values of 

number of reflecting elements 𝑁𝑅 and concentration parameter 𝑘 of von Mises distribution is demonstrated. 

The results illustrate the increase in the RIS reflecting elements 𝑁𝑅 leads to better system ST performance. In 

addition, it can be notice from the results that the increase in 𝑘 parameter enhances the system ST 

performance with better phase errors. Also, it can be seen from the results that the analytical results perfectly 

match the simulation results.  

The effect of 𝑚𝑆𝐸 and 𝑚𝐽𝐸 fading parameters on the system ST performance is presented in  

Figure 6. The results demonstrates that the system ST performance deteriorate with the increase in 𝑚𝑆𝐸 

parameter of the S-to-E link due to good quality channel for the eavesdropper to overhear the source 

information. Also, the results clearly show that the system ST performance becomes better as the 𝑚𝐽𝐸 fading 

parameters of the J-to-E link due to good channel link for the jammer signal to confuse the eavesdropper. 
 

 

2JEm =

4JEm =

 
 

  

Figure 4. Impact of 𝑚𝑆𝐸 fading parameter on the 

system SOP performance at different values of 

𝑚𝐽𝐸 

Figure 5. ST performance of the system under various 

values of 𝑘 and 𝑁𝑅 when 𝛾̅𝐽𝐸 = 15 𝑑𝐵, 𝛾̅𝐽𝐷 = 25 𝑑𝐵 

and 𝛾̅𝑆𝐸 = 10 𝑑𝐵 
 

 

 
 

Figure 6. Effect of 𝑚𝑆𝐸 on the system ST performance under various values of 𝑚𝐽𝐸 when 𝛾̅𝐽𝐸 = 15 𝑑𝐵, 

𝛾̅𝐽𝐷 = 15 𝑑𝐵, and 𝛾̅𝑆𝐸 = 10 𝑑𝐵 

 

 

5. CONCLUSION  

This paper investigates the physical layer security performance of a RIS empowered wireless 

network in the presence of a passive eavesdropper. The exact closed-form expressions of the system secrecy 
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relative to COP, SOP, and ST are derived. The accuracy of the derived expressions is validated by Monte-

Carlo simulations. To acheive better understanding of the system performance, the asymptotic expression of 

the system COP is obtained. This is consistent with the analytical results over the high signal-to-noise ratio. 

The results show that increasing the number of reflective elements in RIS and the concentration parameter 𝑘 

of the von Mises distribution significantly improves the performance of the system. The system security 

performance becomes deteriorates with the increase in eavesdropper 𝑚 fading parameter. This is minimised 

with the increase in the value of 𝑚 fading parameter on the jammer link which demonstrate the important of 

cooperative jammer for the proposed system. 
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