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 The fifth generation (5G) of mobile telecommunication standards is intended 

to offer better performance and efficiency. One of the most significant 

difficulties in delivering safe data transfer through the transmission channel 

in the emerging 5G technology is channel-coding security. This research 

primarily focused on offering information transmission that is secure in the 

place of novel assaults such as side-channel attacks. In this research, we 

present a low-density parity check (LDPC) encoder that is constructed using 

the multiplicative masking method to overcome side-channel attacks, one of 

the most significant security concerns for the upcoming 5G system. As a 

result, it offers greater security, reduced complexity, and higher 

performance. Power, area, and delay can all be calculated using LDPC 

codes. Comparing multiplicative masking implemented LDPC encoders to 

ordinary channel coding techniques in terms of security seen that 

multiplicative masking implemented LDPC encoders offer more security. 

The program Xilinx ISE 14.7 can synthesize the analysis. The advantage of 

multiplicative masking is that it offers a promising level of security through 

the principle of randomization, which is the foundation of the procedure. 

According to the analysis, the secured transmission of the data by the 

proposed multiplicative masking implemented LDPC encoder is increased. 
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1. INTRODUCTION 

The fifth generation (5G) of mobile communication technology is the most recent mobile 

communication technology used worldwide. Yet, channel-code security is currently one of the most crucial 

challenges, particularly in light of recent flaws like side-channel assaults. The main purposes of channel 

coding are to guard against data corruption in the transmission channel and to ensure that the data sent and 

received are the same error. The major goal of this study is to use the multiplicative masking approach for 

low-density parity check (LDPC) codes to defend 5G from side-channel assaults. Side-channel assaults are 

https://creativecommons.org/licenses/by-sa/4.0/
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one method for retrieving data during communication processes utilizing side-channel information [1]. The 

main targets of side-channel assault strategies are time, electromagnetic fields, and power utilization. We 

proposed “A security-based low-density parity check encoder for 5G” by including a multiplicative masking 

method into the LDPC encoder architecture. In next-generation wireless communication systems, the LDPC 

encoder is used to lessen data transmission errors over jerky or noisy communication channels [2], [3]. 

Additional applications for LDPC codes in 5G include information theory, LDPC as the forward errors 

correction (FEC) system, its requirement as a part of 802.11ax (Wi-Fi 6), and its use as data channels in 5G 

new radio (NR). Earlier hardware implementation of LDPC code techniques is performed by using a field-

programmable gate array (FPGA) structure, along with an extra outer errors correction, orthogonal frequency 

division multiplexing (OFDM) systems, 5G NR data channels, flexible hardware architecture for LDPC 

encoder, FEC system, and (7) triple-layer cell (TLC) (and later) SSDs. The earlier technique has numerous 

shortcomings, including greater power, space, and delay consumption. Hardware implementation of some 

functions can be challenging [4].  

The perceived high encoding complexity of LDPC codes is one of their main flaws. Lower 

triangular technique delay constraint was not emphasized in the FPGA implementation of LDPC encoder 

algorithms. Flexible hardware architecture avoids comparing the ALT and modified ALT methods, which 

lessens the complexity of LDPC encoding [5], [6]. The difficulty of LDPC codes is dependent on the coding 

rate; the greater the code rate, the lower the complexity, and vice versa. Because of the benefits they offer, 

LDPC codes are seen as a technology that has a good chance of being employed in the following generation 

of wireless communications systems [7]. Using the multiplicative masking method, we demonstrated in this 

study that LDPC codes are the codes that control mistakes in message transfers over unsafe or noisy 

communication channels and improve security. The benefits include no-mistake floors and improved security 

compared to other codes. Moreover, LDPC codes can do error correction more effectively [8]. In addition, it 

is employed to lessen the delay and area. Part 2 of this essay, which we found to be the most useful, shows 

how we reviewed the literature. The fundamentals of basic LDPC codes were covered in section 3, along 

with a list of the system’s shortcomings.   

For recursive systematic convolutional, or sub-codes of turbo codes, a new parameter estimate 

approach is put forth. This technique dramatically enhances performance with less computational complexity 

[9]. A suitable affine encoder employs one-time pad encryption to increase the security of a cipher text, 

according to a novel security model for Shannon cipher text [10]. By 2028, the industrial internet of things 

(IIOT) is expected to comprise roughly 10 billion devices. By seamlessly integrating long-range wide area 

networks (LoRaWAN) with 4G/5G mobile networks, mobile network operators can reuse existing 

infrastructure and reuse LoRaWANes. To lessen attacks by Wi-Fi signal, the wind talker analyses Wi-Fi 

traffic to selectively gather channel state information (CSI) only during password-enter vulnerable periods. 

This allows it to deduce a user’s password entry using CSI and keystrokes [11]. Successive cancellation-

based (SC-based) decoders that can generate a list of off-line operations increase polar decoders for the 

foreseeable future decoding speed, but because the list depends on the code rate, they are not rate-flexible. It 

suggests a rate-flexible, quick, low-complexity, and high-area decoder using SCs. It developed and tested a 

prototype 5G mm-wave large multiple input multiple output (MIMO) antenna using standard PCB 

techniques. It works in the 5G spectrum and is quite selective [12]. 

 

 

2. METHOD 

The LDPC encoder may be accomplished using several different sorts of algorithms in this section. 

The circuit that uses those techniques is ineffective because it doesn’t offer much energy, assurance of 

security, or surface area. It also features a long propagation latency and a complex circuit architecture  

[13], [14]. The LDPC encoder mentioned above is described as follows. 

A subset of linear block codes is known as LDPC codes. The best error correction codes now in use 

are undoubtedly LDPC codes. Linear block codes with a sparse parity-check matrix are known as LDPC 

codes. LDPC matrix is known as a sparse parity-check matrix [15]. The phrase “low density” describes a 

property of the parity check matrix where there are relatively few 1 s as opposed to 0 s. 

− H: LDPC matrix 

− Number of 1 s <<n(n-k). 

− n(n-k) → Total entries in the matrix. 

Figure 1 shows the general LDPC coding process. The process first includes the block of the input 

array to be given to the next process which is the LDPC coding process this is where the encoding of the 

information takes place. Now the encoded data is sent over a transmission line to the destiny after that it is 

decoded to get the original information then it is processed and gets as an output array [16]. 
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Figure 1. LDPC coding process 

 

 

3. LOW-DENSITY PARITY CHECK ENCODER  

An encoder’s primary function is to merge the message bits with a few parity bits to create a code 

word. The LDPC codes, code length, code rate, and encoding method are a few of the crucial characteristics 

used in LDPC encoding [17]. 
 

𝐶 = 𝑈𝐺 (1) 
 

In (1) where G is the generating matrix and U is the block of message bits. When H is the parity 

check matrix, it is possible to tell if a code word is valid by looking at if HCT=0. If the result is not zero, the 

code word C is invalid, and an error correction procedure should be used. Several LDPC encoding techniques 

make use of the generating matrix (G) or parity check matrix (H). 

During encoding to create a parity symbol, each of the constituent encoders—which are frequently 

accumulators—is used. Coding symbols are created by combining the original data (S0, K-1) with parity bits 

(P). The S bits of each component encoder are ignored. Where U is the block of information bits and G is the 

generating matrix. Most LDPC encoders’ working parts are shown in Figure 2. 

 

 

 
  

Figure 2. LDPC encoder  

 

 

3.1.  Security-based low-density parity check for 5G 

The future of 5G technology is quite bright, but one of the largest challenges is channel-coding 

security, especially in light of recent vulnerabilities like side-channel attacks. Our suggested design is a 

highly secure LDBC encoder architecture, which offers a methodical design approach and multiplicative 

masking method implementation to ensure maximum security in data transmission [18]. 

 

3.1.1. Multiplicative masking  

One of the primary channel-coding techniques used in 5G is referred to as “LDPC codes”. The 

creation of safe channel coding techniques is one of the most crucial defense strategies for 5G technology’s 
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channel coding against side-channel attacks [19]. The multiplicative masking technique is used in the current 

study for LDPC codes to increase network security for 5G systems. The main contributions of this study are 

as follows: for LDPC codes, it is advised to multiply in finite fields. A multiplicative masking technique 

based on a multiplication algorithm is offered to secure LDPC codes [20]. A better LDPC-safe coding 

method for 5G is built on the multiplicative masking strategy. 

Figure 3 shows the multiplicative masking method, where each computation uses a random value. 

Because each computation’s power is unpredictable, it is challenging to extract sensitive information from 

the LDPC coding. In the finite field GF (2n), where r can be written as 𝛼𝑘, an element r is generated at 

random. 

 

 

 
 

Figure 3. Multiplicative masking method 

 

 

𝑇ℎ𝑒𝑖𝑛𝑣𝑐𝑒𝑟𝑠𝑒𝑜𝑓ϒ𝑖𝑠𝑐𝑜𝑚𝑝𝑢𝑡𝑒𝑑, 𝑖. 𝑒,ϒ−1 = 𝛼2^𝑛−1−𝑘 

 
𝑘′𝑏𝑒(𝑖 + 𝑘)𝑚𝑜𝑑( 2𝑛 − 1), 𝑍′ = 𝐴 ∗ ϒ, 𝑖. 𝑒. , 𝑍′ = 𝛼𝐾′, 𝑖𝑠𝑔𝑒𝑛𝑒𝑟𝑎𝑡𝑒𝑑 

 

𝑘′′𝑏𝑒(𝑘′+ 𝑗)𝑚𝑜𝑑( 2𝑛 − 1), 𝑍′′ = 𝑍′ ∗ 𝐵, 𝑖. 𝑒. , 𝑍′′ = 𝛼𝐾′′
, 𝑖𝑠𝑐𝑜𝑚𝑝𝑢𝑡𝑒𝑑 

 

𝑘′′′𝑏𝑒 = (𝑘′′ + 2𝑛−1−𝑘)𝑚𝑜𝑑( 2𝑛 − 1), 𝑍′′′ = 𝑍′′ ∗ ϒ−1, 𝑖. 𝑒. , 𝑍′′′ = 𝛼𝐾′′′
, 𝑖𝑠𝑐𝑜𝑚𝑝𝑢𝑡𝑒𝑑 

 

3.1.2. Multiplication algorithm in a finite field  

The finite field GF(p), which has p elements, including 0, 1..., p 1, as an example, has p elements. 

The singular finite field GF consists of two elements with numbers 0 and 1. The (2) a finite field, and two 

extensions G, GF(2n) (2). In contemporary coding, computer theory, combinatory, and other subjects, finite 

fields are frequently employed. The most frequent finite fields used in LDPC codes are GF(2), GF(p), and 

GF(2n). In specific, multi-band LDPC codes benefit greatly from GF(2n). It is a finite field. GF(2n) has 2 n 

elements, i.e., 0, 0, 1, 2..., 2 n2. Multiplication in finite fields is one of LDPC coding’s most frequently used 

procedures. Assuming that A and B are two elements in GF(2n), where A can be represented as i and B as j, 

respectively, it is possible to multiply in (2) and (3). Let us assume that when A and B are multiplied, z is the 

anticipated outcome, then: 

 

𝑍 = 𝐴 ∗ 𝐵 = 𝛼𝐼 ∗ 𝛼𝐽 = 𝛼𝐼+𝐽 (2) 

 

Let 𝑘=𝑖+𝑗. The multiplication outcome is calculated as follows if k > 2n-2. 

 

𝑍 = 𝛼𝐾−(2^𝑛−1) (3) 

 

If not, the outcome of the multiplication is 𝑍 = 𝛼𝐾. 

 

3.1.3. Multiplicative masking algorithm  

Channel-coding security is one of the primary communications problems, specifically in light of 

recent threats like side-channel assaults, even if multi-band LDPC codes can perform error correction more 

successfully than binary LDPC codes. In these cases, a multiplication algorithm in finite fields-based 
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multiplicative masking technique is suggested [21], [22]. Figure 4 shows the main process of implementation 

of the multiplicative masking method for LDPC codes. In this process the data undergoes masking and after 

applying the multiplicative masking method, the secure multiplication, secure addition, and secure Gaussian 

elimination take place in the designed LDPC encoder [23]. The multiplication of A and B can be done as 

follows assuming that A and B are two elements in GF(2n), where A can be written as i and B can be 

expressed as j. 

 

 

 
 

Figure 4. Multiplicative masking method for LDPC codes 

 

  

3.1.4. Low-density parity check secure coding technique for 5G 

The multiplicative masking methods suggest a secure LDPC coding technique for 5G. Data is first 

encoded to reduce the effect of channel noise. The data must be encrypted using the LDPC encoding 

procedure for secure transmission. Finite field elements are the first inputs. Once the masking technique has 

been used, they are encoded using LDPC codes [24]. Lastly, they are decoded based on the LDPC-based 

decoder. Encoding involves adding several check codes to the data. One of the most significant encoding 

techniques is called Gaussian elimination [25]-[29]. 

− The check matrix for LDPC codes is designated as H, which is an M x N matrix. 

− M iterations are carried out, where I=M. 

− H’s ith layer’s elements are normalized. 

− All components on the lower layers are removed based on the normalizing result. 

− 𝑖=𝑖−1 is computed. 

− 𝐻 is transformed to a lower triangular matrix. 

 

 

4. RESULTS AND DISCUSSION 

In this section, we described the proposed system’s simulation and the findings of the study. With a 

variety of inputs, the procedure is carried out and the associated outputs are obtained in Table 1. 

Additionally, Figure 5 demonstrates the simulation result of the developed LDPC for 5G. This section 

provides the experimental results demonstrating the applicability of LDPC security. The low power 

consumption and delay time as illustrated in Table 1, make the multiplicative masking technique an 

alternative layer of security to LDPC encoding. Due to the introduction of random masks to the input, before 

encoding, the LDPC provides better security for communication.  

 

 

Table 1. Power consumption and delay  
Architecture Power (W) Delay (ns) 

LDPC encoder with multiplicative masking 0.081 105.334 

 

 

The result obtained in the simulation illustrated in Figure 5 reveals that the LDPC system can be 

used in communications systems for error correction. Security, power consumption, and delay are the major 

concerns when using the LDPC for error correction in communication systems. Discuss the security analysis 

of LDPC codes, focusing on their resistance against various attacks, including information leakage, 
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eavesdropping, or tampering. The study highlighted that the use of multiplicative masking would help to 

enhance security in communication systems. The proposed multiplicative masking LDPC has also lower 

power consumption (0.081 Watt), and a lower delay (105.334 milliseconds). 

 

 

 
 

Figure 5. Multiplicative masking method for LDPC codes 

 

 

5. CONCLUSION 

A vast number of individuals use 5G, making it one of the most widely used communication 

technologies. If 5G has security vulnerabilities, nearly every nation and area in the globe would witness a 

shift in how communication devices are utilized. The coding of security is an important technological 

achievement in 5G security. Attackers can easily use the side-channel data that 5G channel coding has 

disclosed. Although it violates code security, analysis is performed via a side-channel approach. There is 

presently no systematic research framework in place, and nothing is understood about side-channel attacks on 

5G communication devices. Therefore, this paper presents a technique to defend 5G channel coding from 

side-channel assaults. Three more algorithms are presented which include: multiplication in a finite field, 

multiplication masks, and LDPC security coding. The recommended solution has been demonstrated to be 

more secure than the current 5G channel coding. The security coding presented in this study will have an 

impact on the coding’s efficacy. Future research will largely focus on achieving a balance between security 

and efficacy. 
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