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 Cybersecurity is challenging for security guards because of the rising 

quantity, variety, and frequency of attacks and malicious activities in 

cyberspace. Intrusion attacks are among the most common types of 

cyberspace attacks. Therefore, an intrusion detection system (IDS) is in high 

demand to accurately detect and mitigate their impact. In this paper, an 

anomaly IDS using machine learning and information gain-rank (IG-R) is 

proposed to improve the detection accuracy of intrusions. The network 

security lab-knowledge discovery dataset (NSL-KDD) is used to train and 

test the proposed IDS. Initially, the information gain (IG) algorithm and 

Ranker are used to evaluate, rank and reduce the number of selected 

instances from 41 instances to only 6 instances. Furthermore, many 

classifiers have been tested and evaluated; such as adaptive boosting 

(AdaBoostM1), random forest, J48, and naïve Bayes to choose the best 

performance classifier to be used in the detection process. After applying the 

IG-R and testing the suggested classifiers, the results showed that the 

random forest classifier has the best performance over the tested classifiers 

with TPR, FPR, and accuracy of 99.7%, 0.3%, and 99.7%, respectively, and 

is recommended to be used in the detection process. 
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1. INTRODUCTION  

The architecture of computer networks continues to suffer from inadvertently left vulnerabilities, 

either because of bad design or because of the nature of the used protocols and softwares over network or 

cyberspace, and occasionally due to human illegal conduct [1]-[3]. Regardless of the causes of these 

vulnerabilities, it draws attention to cybersecurity breaches, where attackers can exploit these flaws and 

infiltrate the computer network and its devices (i.e., zero-day-attacks) [4], [5]. Attacks might vary from just 

investigating the contents and files of network devices to causing substantial harm to the network devices and 

contents [6]-[8]. Therefore, a powerful and accurate intrusion detection system (IDS) is required to identify 

attackers' activity and handle them using additional security measures [9]. The term intrusion refers to any 

unauthorized activity on a computer network that poses a risk on the targeted devices and networks. 

https://creativecommons.org/licenses/by-sa/4.0/
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Researchers utilized many approaches to develop accurate IDS systems; meanwhile neural networks and data 

mining are two of the most recently used approaches to detect intrusion activities. The IDS is a software able 

to distinguish normal traffic of the network from malicious traffic [10]. For this purpose, two types of 

detection systems can be used: anomaly-based detection systems and signature-based detection  

systems [11]-[13]. 

Anomaly-based detection systems are behavioral detection systems that rely on determining the 

divergence of collected traffic from the network's typical behavior. As a result, the IDS must first understand 

(learn) the regular behavior of the environment it monitors. These systems are capable of recognizing and 

detecting novel sorts of attacks (zero-day-attacks). 

Signature-based detection systems compare collected traffic to previously known signatures of 

attacks stored in a database. These systems are quite effective at identifying known attacks. The following is 

the structure of the paper. Section 2 goes through some of the existing IDSs that employ machine-learning 

techniques. Sections 3 and 4 examines the network security lab-knowledge discovery dataset (NSL-KDD) 

dataset that was used to evaluate the tested techniques and outlines the assessment matrix that was used to 

evaluate the suggested model. The suggested model is presented in section 4. Section 5 displays the 

experimental findings of the suggested model's evaluation. Section 6 concludes our work. 

 

 

2. RELATED WORK 

Many researchers have adopted machine-learning techniques to build IDSs due to their ability to 

handle datasets with a huge number of instances and attributes. In addition, it is able to improve the detection 

accuracy of the attacks compared to the other techniques [14]. However, Kaja et al. [15] have proposed two-

stage intelligent IDS using machine-learning algorithms. K-means was used in the first stage to detect the 

attacks. However, in the second stage supervised learning algorithms were used to classify the types of 

attacks. C5 classifier-based IDS was proposed to detect normal as well as abnormal activities using the NSL-

KDD dataset [16]. The aim was to increase the detection accuracy and reduce the false alarms rates. A hybrid 

clustering and autocorrelation function-based IDS has been proposed to handle series and nonseries data [17]. 

Unsupervised techniques have been used to categorize the collected data from host intrusion detection 

systems (HIDSs) and NIDSs based on domain similarity. Gad et al. [18] have proposed a machine learning 

based IDS using the extreme gradient boosting (XGBoost) method to detect attacks over vehicular ad hoc 

networks (VANETs). The ToN-IoT dataset was used to train and test the proposed IDS. In addition, Chi-

square was used to select the significant instances to be used in the detection process. Furthermore, the 

SMOTE technique was used for class balancing to reduce the bias of the dominant class. An IDS model has 

been proposed to detect abnormal activities over wireless sensor networks (WSN) [19]. The WSN-DS dataset 

was used to train and test the proposed model (ID-GOPA). Information gain (IG) algorithm and online 

passive aggressive algorithm were used for instances selection and detection of the DoS attack types 

respectively. However, a deep neural network (DNN) based IDS has been proposed in [20] to detect 

intrusions over WSN. The cross-correlation method was used to select the appropriate instances from the 

used dataset. Eventually, these instances were employed as building blocks for the DNN algorithm, which 

was used in the detection process of the intrusions. In this paper, a subset of NSL-KDD dataset instances will 

be used. The selection of the instance’s subset is based on the IG algorithm. In addition, machine-learning 

classifiers will be studied such as AdaBoostM1, random forest, J48, and naïve Bayes. Furthermore, to 

evaluate the performance of the classifiers we used true positive rate (TPR), false positive rates (FPR), and 

accuracy measurements. 

  

 

3. DATASET, ADVERSARY MODEL, AND CONFUSION MATRIX 

The suggested model is trained and tested using the NSL-KDD. Researchers use it extensively to 

train, test, and assess the performance of IDSs. The NSL-KDD dataset is an improved version of the KDD'99 

dataset. The key improvement was to eliminate duplicate records in both the training and testing datasets to 

reduce classifier and learner bias [21]. The dataset contains 125973 instances divided into two categories: 

normal (67,343 instances) and attack (58,630 instances). Furthermore, the attacks are divided into four sub-

categories: DoS, R2L, U2R, and probing. Each record, as shown in Table 1, has 41 basic characteristics 

omitting the class property. In addition, these characteristics are classified into four groups, as shown in 

Table 2. We analyzed these attributes (instances) in this study and chose the most effective ones to increase 

detection accuracy. 
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Table 1. Features included in NSL-KDD dataset 
Feature-no Feature-name Feature-no Feature-name 

1 duration 22 is_guest_login 
2 protocol_type 23 count 

3 service 24 srv_count 

4 flag 25 serror_rate 
5 src_bytes 26 srv_serror_rate 

6 dst_bytes 27 rerror_rate 

7 land 28 srv_rerror_rate 
8 wrong_fragment 29 same_srv_rate 

9 urgent 30 diff_srv_rate 

10 hot 31 srv_diff_host_rate 
11 num_failed_logins 32 dst_host_count 

12 logged_in 33 dst_host_srv_count 

13 num_compromised 34 dst_host_same_srv_rate 
14 root_shell 35 dst_host_diff_srv_rate 

15 su_attempted 36 dst_host_same_src_port_rate 

16 num_root 37 dst_host_srv_diff_host_rate 
17 num_file_creations 38 dst_host_serror_rate 

18 num_shells 39 dst_host_srv_serror_rate 

19 num_access_files 40 dst_host_rerror_rate 
20 num_outbound_cmds 41 dst_host_srv_rerror_rate 

21 is_host_login   

 

 

Table 2. NSL-KDD dataset features categories 
Features Category 

F1, F2, F3, F4, F5, F6, F7, F8, F9, F10 Basic features 

F11, F12, F13, F14, F15, F16, F17, F18, F19, F20, F21, F22 Content features 

F23, F24, F25, F26, F27, F28, F29, F30, F31 Time-based features 
F32, F33, F34, F35, F36, F37, F38, F39, F40, F41 Host-based features 

 

 

The widely used confusion matrix is applied in our testing environment to evaluate and compare the 

prediction performance of the tested classifiers. Following are the formulas used for the evaluation.  

 

𝐴𝑐𝑐𝑢𝑎𝑟𝑐𝑦 =
𝑇𝑃+𝑇𝑁

(𝑇𝑃+𝑇𝑁+𝐹𝑁+𝐹𝑃)
 (1) 

 

𝑇𝑃 𝑟𝑎𝑡𝑒 =
𝑇𝑃

𝑇𝑃+𝐹𝑁
 (2) 

 

𝐹𝑃 𝑟𝑎𝑡𝑒 (𝑅𝑒𝑐𝑎𝑙𝑙) =
𝐹𝑃

𝐹𝑃+𝑇𝑁
   (3) 

 

Where TP is the number of records correctly classified as attacks; TN is the number of records correctly 

classified as normal; FP is the number of normal records incorrectly classified as attack; and FN is the 

number of attacks incorrectly classified as normal. 

 

 

4. TESTING MODEL 

The suggested model is discussed in this section. Subsections 4.1 and 4.2 go over the testing model 

in detail. The testing model is depicted in Figure 1 and the pseudocode of the testing model is depicted in 

Algorithm 1. Using the NSL-KDD dataset, the WEKA platform [22] is utilized to evaluate and assess the 

tested classifiers. 

 

4.1.  Data preprocessing and instances selection 

During this step, we decreased the amount of attributes that might be employed in the proposed 

model's training and testing. The (IG) method is used in combination with Ranker to analyze the merit of the 

qualities and rank the 41 attributes based on their individual ratings. In (4) illustrates the (IG) algorithm.  

 

InfoGain(Class, Attribute)  =  H(Class)  −  H(Class | Attribute) (4) 

 

Where H represents the entropy; class represents whether normal or attack; and attribute: denotes the 41 

attributes (features) shown in Table 1. 
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Figure 1. Testing model 

 

 

Algorithm 1. Proposed model 
1: 

2: 

3: 

4: 

5: 

6: 

7: 

 

8: 

9: 

10: 

11: 

12: 

13: 

14: 

Procedure model () 

Input=NSL-KDD dataset containing 41 attributes x1, x2…x41 

Reduce 41 features to 6 features using IG algorithm and Rnker 

Use classifier 

Propose the model M 

For every feature xn  

Provide xn for AdaBoostM1, RandomForest, J48, NaiveBayes using NSL-KDD 

dataset 

Calculate TPR1-4, FPR1-4, Accuracy1-4 for 

1-AdaBoostM1 

2-RandomForest 

3-J48 

4-NaiveBayes 

Compare TPR1-4, FPR1-4, Accuracy1-4  

Select the best performance model M= RandomForest 

 

The selection of attributes with ranks of 0.5 and above were chosen to be used in the proposed 

model's training and testing stages. According to the IG algorithm and ranking results, six attributes matched 

the condition: service, flag, src_byte, dst_byte, same_srv_rate, and diff_srv_rate. The decision tree classifiers 

are only able to deal with numeric values. Therefore, the selected instances with nominal values have been 

converted into numerical values. Where F1 and F2 are the selected instances having nominal values 

 

4.2.  Data classification 

In this step, the dataset was divided into 80% training and 20% testing, with 100778 and 25195 

instances, respectively. However, numerous classifiers have been tested on the NSL-KDD dataset, including 

adaptive boosting (AdaBoostM1), random forest, J48, and naïve Bayes. The goal of testing them is to find 

the best classifier to employ in the proposed model. Testing was conducted using the six selected attributes 

based on the IG algorithm. In this step, the classifier with the greatest TPR and lowest FPR as well as the best 

accuracy was chosen. The testing results for the aforementioned algorithms are shown bellow. 

 

4.2.1. Adaptive boosting 

Freund and Schapire introduced the AdaBoost algorithm in 1995 [23] to handle multiclass dataset 

problems. It was tested in this section using the NSL-KDD dataset with the following settings.  
 

Classifier: weka. classifiers. meta. Bagging − P 100 − S 1 − num 

−slots 1 − I 10 − W weka. classifiers. trees. REPTree − −  − M 2  

Generate Alarm

Attack

NSL-KDD Dataset

Phase1:Data Preprocessing 

and Attributes Selection

Using Information Gain (IG) 

Algorithm

Do Nothing

YES

NO

Phase2: Classification using 

RandomForest Classifier
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−V 0.001 − N 3 − S 1 − L − 1 − I 0.0 

 

The findings revealed that the TP rate of detecting attacks was 91.4%, with an FP rate of 7.0% and 

an accuracy of 92.2%. Figure 2 shows the AdaBoostM1 classifier performance results. 

 

 

 

 

Figure 2. AdaBoostM1 performance 

 

 
4.2.2. Random forest 

Random forest is a tree-based classifier developed by Leo Breimans in 1996 that is considered as 

one of the most important algorithms in the field of neural networks [24]. 

 

Classifier: weka. classifiers. trees. Randomforest − P 100 − I 100  
−num − slots 1 − K 0 − M 1.0 − V 0.001 − S 1 

 

The attacks detection rates were 99.7%, 0.3%, and 99.7% TP rate, FP rate and accuracy 

respectively. Figure 3 shows the random forest classifier performance results. 

 

 

 

 

Figure 3. Random forest performance 

 

 
4.2.3. J48 

J48 is decision tree algorithm, which is developed by Quinlanand and considered a statistical 

classifier since it depends on labeled input data in making decisions [25]. It has been tested over the dataset 

using the following configurations. 

 

Classifier: weka. classifiers. trees. RandomForest − P 100 − I 100 − num − slots 1 − K 0 − M 1.0 
− V 0.001 − S 1 

 

The results indicated that it detected attacks with a 99.6%, 0.3%, and 99.6% TP rate, FP rate, and accuracy, 

respectively. The J48 classifier performance results are shown in Figure 4.  
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Figure 4. J48 performance 

 

 

4.2.4. Naïve Bayes 

In the field of machine learning and data mining, naive bayes is considered one of the most efficient 

and effective inductive learning algorithms. In classification, naïve Bayes employs a probabilistic approach 

based on the bayes theorem, which results in good performance [26]. Following are the configurations used 

to test naïve Bayes over the dataset. 

 

Classifier: weka. classifiers. bayes. NaiveBayes 

 

It detected the attacks with a TP rate of 75.8%, FP rate of 3.7%, and accuracy of 86.6%, respectively.  

Figure 5 shows the naïve Bayes classifier performance results. 

 

 

 
 

Figure 5. Naïve Bayes results 

 

 

5. RESULTS EVALUATION AND ANALYSIS 

The proposed model will be evaluated using the following metrics: TPR, FPR, and accuracy. 

Among the tested classifiers, the one with the highest TPR and accuracy and the lowest FPR is considered 

better. According to the results of the experiments, the random forest classifier outperformed the other 

classifiers with 99.7%, 0.3%, and 99.7% TP rate, FP rate, and accuracy, respectively. While the naïve Bayes 

classifier performed the poorest, with 75.8%, 3.7%, and 86.6% TP rate, FP rate, and accuracy, respectively. 

Although the J48 classifier produced results that were extremely close to those of random forest, random 

forest was better. As a result, the random forest classifier is recommended to be employed in the 

classification process of the IDS model. Figure 6 depicts a comparison of the tested classifiers. Furthermore, 

reducing the number of instances from 41 to 6 has not only boosted detection accuracy but has the potential 

to decrease detection time by about 96%, as shown in Table 3. 
 

99.60% 99.60%

0.30%

99.60% 99.90%

0.00%

20.00%

40.00%

60.00%

80.00%

100.00%

Accuracy True Positive False Positive F-Measure ROC Area

J48 Performance-Results

86.60%
75.80%

3.70%

84.20%

97.50%

0.00%

20.00%

40.00%

60.00%

80.00%

100.00%

Accuracy True Positive False Positive F-Measure ROC Area

NaiveBayes Performance-Results



                ISSN: 2302-9285 

Bulletin of Electr Eng & Inf, Vol. 13, No. 6, December 2024: 4466-4474 

4472 

 

 

Figure 6. Classifiers results comparison 

 

 

Table 3. Testing time of random forest classifier 
No. of features Testing-time (sec) 

All dataset features (41) 0.8 

The selected features (6) 0.45 

 

  

6. CONCLUSION 

In this paper, an intrusion detection technique is proposed with the use of a random forest classifier 

in addition to IG and Ranker to reduce the number of 41 instances to only 6 instances. NSL-KDD dataset is 

used to train and test the proposed IDS. We compared the performance results of four classifiers; 

AdaBoostM1, random forest, J48, and naïve Bayes. The IDS using random forest classifier has shown the 

highest accuracy 99.7% in performance results. Moreover, it showed a 99.7% and 0.3% TPR and FPR 

respectively. In addition, the detection speed using random forest based on 6 instances has been increased by 

96% compared to the detection speed using 41 instances 
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