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1. INTRODUCTION

The employment of stream ciphers in Wi-Fi, Bluetooth, and other wireless networks shows the
significance of their structure to mobile communication. Stream ciphers' primary benefits are their simplicity
of use and absence of mistake transmission. Stream ciphers can be coded into software, application specific
integrated circuits (ASICs), or field programmable gate arrays (FPGASs). These require a simple encryption
method, an approach for generating beginning circumstances, and in certain situations, key scheduling. A
function of authenticity may also be present in certain instances of these [1], [2]. The stream cipher is a
symmetric cipher that uses the exclusive-or function to integrate the key stream—a collection of securely
safe bits—with the plaintext or ciphertext at each bit level [3]. Lightweight block and stream ciphers are
anticipated to provide privacy and safety and function effectively in embedded systems. Since block ciphers
have well-established safety features and simpler architecture, they are the most popular option in lightweight
cryptography (LWC). Additionally, stream ciphers cannot be used to establish every communication
technique. The beginning phase, which must occur before any exchange of information can occur, is the
primary disadvantage of stream ciphers. Stream ciphers, in contrast, are appropriate for uses in which the
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plaintext size is unidentified or constant, such as network streams. These include military applications in
which the stream cipher is fed to machines that are anticipated to function in resentful and uneasy
circumstances while being used in an encrypted way [4], [5].

Mickey is designed for hardware architectures with limited resources. Its goal is to offer an
exceptional level of protection with a minimum of hardware complications. It employs erratic shift register
clocking and other cutting-edge methods to compromise between preventing specific cryptanalytic assaults
and requiring time and pseudo-randomness assurances [6]. The fundamental goal of a power assessment
assault is to decode a security device's key by examining its power usage. This method was further developed
and used in numerous articles to block ciphers and public key cryptosystems [7], [8]. It's important to note
that the Estream hardware portfolio's 3 ciphers (Grain, Mickey, and Trivium) are all clearly made to handle
theoretically very lengthy keystream patterns for each key/IV pair. On the other hand, the data transfer
protocols employ substantially reduced packet sizes [9], [10]. To improve the expense, power, and
complexity needed for tags with radio frequency identification (RFID), a working prototype mechanism
known as the secure data extractor (SDE) is constructed employing the Mickey 2.0 cipher and performs an
encrypted key/IV transfer [11].

The existing works of the current stream ciphers for various application usage and their performance
metrics are discussed as: three estream portfolio ciphers, Mickey, Grain, and Trivium, and two stream
encryption algorithms, Plantlet and Lizard, are presented by Li et al. [12]. Every version was developed with
various technology usage in mind. Efficiency, area usage, and efficiency are among the outcome indicators
for comparing these approaches and those found in the available research. The two unique condensed
frameworks of the Enocoro-128v2 stream encryption algorithm are explained and debated by Pyrgas and
Kitsos [13]. The datapath in the initial version is 8 bits, whereas the datapath in the subsequent version is
4 bits. The Enocoro-128v2 8-bit design's circuitry operates at 189 MHz frequency, with a speed of 302 Mbps.
The enhanced cube assault is used by He et al. [14] to clarify the protection of stream cryptography and
verified cryptography codes-for instance, the largest-round distinguisher results from the cube's quality
identification approach. The logical level of the non-linear feedback shift register (NFSR) based encryption
system can be estimated using the mathematical translation approach and a greedy strategy for discovering
cubes. Additionally, utilizing the flag approach and the satisfiability (SAT) theory of partition assets, the
work assesses the safety of multiple primitives used in cryptography versus the cube assault, potentially
improving the accuracy of partition attribute transmission. Zhu et al. [15] describe a very area-efficient
concurrent programmable symmetric cipher streaming system that combines streaming structures' benefits
with unilateral cryptograph flow-state computation features. This machine features multifaceted concurrency
and an ascending streaming design. It allows for concurrency between method execution and information
routing by severing the connection between encryption calculation and information transfer. It has greater
storage efficiency and promising potential uses than other encryption machines.

An impartial, external investigation of Grain-128 authenticated encryption with associated data
(AEAD) resistance to malfunction assaults is presented by Salam et al. [16]. They investigate whether three
distinct divergent failure attack approaches can be used against Grain-128AEAD. Grain-128AEAD can be
restored to its starting condition by any of those assaults. A method for modelling less strict accuracy, like
medium and insufficient control that are more useful than exact authority, is also introduced in this work. To
enhance the conventional Zu Chongzhi (ZUC) algorithm, Guang et al. [17] provide an efficient lightweight
ZUC (LZUC) encryption that utilises a chaotic structure. An additional mechanism is created in the following
manner to include chaos into the compact ZUC. The study used data entropy assessment on the results of its
key streams and National Institute of Standards and Technology (NIST) statistical evaluation to confirm the
LZUC cipher's functionality. The common assaults on the method's resilience have been addressed in the
study. A few of the most significant power evaluation assaults on modern hardware stream encryption
algorithms, including Mickey, Grain, and Trivium, are explained by Silva et al. [18]. The study concludes
that, albeit employing conventional techniques, new strategies like artificial intelligence were employed to
carry out the assaults more successfully. Chen et al. [19] present a robust restricted encryption approach to
increase the resilience of video security. The suggested strategy is coordinated with slices. As a result, it
facilitates virtual instantaneous communication and usually decodes if a packet is lost.

Xiao et al. [20] describe strategies to optimise backup and light interruption techniques, create a
graphics processing unit-central processing unit (GPU-CPU) transmission engine with continuous
information intake utilising this technique, and install an advanced encryption system (AES) and ShangMi4
(SM4) technique on compute unified device architecture (CUDA) using a Python context. The overall
pipeline encrypting throughput for SM4 and AES is 1,001 Mbps and 210 Mbps, respectively, with an
additional time overhead of 19% and 4%. A unique picture encryption constructed using two chaos maps
with a rectangle serving as a scrambler to improve the speed of computation is explained in [21]. They have
generated arbitrary numbers using two chaos maps of Hénon and an individually regular chaos map.
Additionally, the work achieved a data entropy of 7.9975 and a computing time of 0.5156 seconds. The
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enhanced Chacha20 (EC-20) stream cipher, which uses addition-rotation-XOR (ARX) with six rotating
constants, is presented by Kebande et al. [22]. To evaluate the effectiveness of EC-20 versus the Chacha20
cipher, the investigation will thoroughly assess the efficiency and consider additional parameters like speed
and delays. The ciphertext-only attack against the geostationary equatorial orbit (GEO)-mobile radio
interface-2 (GMR-2) system is described by Lee et al. [23]. The work uses an innovative technique called
pre-filtration to enhance the prior inverted assault. The work repeatedly predicts its contents to retrieve the
current session key and launches an assault using the current plaintext.

This article designs a reliable high throughput stream cipher with unrolling features based on the
Mickey-128 algorithm. The following highlights the contribution of the suggested Mickey-128 cipher: the
proposed Mickey-128 cipher uses the register balancing optimization technique to get around the frequency
and throughput limitations of the traditional Mickey-128 cipher. In the proposed Mickey-128 cipher,
unrolling features are employed as one of the optimization strategies in place of pipelining to increase
throughput while requiring little additional resources. The simulation findings are confirmed and validated
concerning the theoretical values of the original Mickey-128 cipher. The proposed cipher outperforms the
current Mickey-128 cipher techniques regarding performance metrics, including frequency, throughput, and
hardware efficiency. The manuscript’s organization is as follows: the proposed Mickey-128 stream cipher
hardware architecture is described in detail with unrolling features or factors in section 2. The proposed work
results are realized with tabulation and performance comparison in section 3. Lastly, it concludes the overall
work with improvement with a futuristic scope in section 4.

2. PROPOSED MICKEY-128 STREAM CIPHER

The Mickey-128 stream cipher is also known as the mutual irregular clocking keystream generator,
which offers better security with lower complexity and is suitable for low-constrained environments. The
Mickey-128 version-1 was initially developed by Babbage and Dodd [24]. The Mickey-128 generates
random clocking using Shift registers with suitable operations to maintain randomness over specific attacks.
The Mickey-128 supports Key (K) size of 128-bit and 128-bit initialization vector (1V). The Mickey-128
cipher uses two register sets (R and S), and each register is 128-bit length. The R acts as a linear register, and
S acts as a non-linear register and is represented as Ro ... Riz7 and Sg ... Si27, respectively. The hardware
architecture of Mickey-128 stream cipher is illustrated in Figure 1. It has two clock registers (CLK-R and
CLK-S), a mapping unit and a finite state machine (FSM) controller. The FSM controller initializes key and
IV and Key stream generation. The clock RS generator uses two clock registers, providing a pseudorandom
feature based on clocking. The RS mapping unit provides the synchronization mechanism between two clock
registers. The RS mapping unit provides the updated output (R and S) are input (feedback) to the clock RS
generator. The typical flow of the Mickey-128 stream cipher is represented in Algorithm 1.

cr cs
Rout
» RS
din —p Clock RS Mapping
mix Generator = Unit =
Sout n
A A
S
Key 1V
R 1 1
128 i 128 i Ro So
A A 1
FSM Controller ks_o

L » ks valid
1

Figure 1. Hardware architecture of Mickey-128 cipher

The hardware architecture of the clock RS generator is illustrated in Figure 2. The R and S registers
are updated using register balancing approach, which optimizes the throughput and efficiency of the cipher. It
has an RS input generator, R-clocking, and S-clocking register units (CLK-R and CLK-S). The 1-bit input
signal (din) and mixing (mix) signal are used in the RS input generator, which generates the actual input R
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and S to the RS-clocking units. When the mix signal is active, then the Updated R (rin) or S (sin) value, else
actual R or S value, is considered for the key generation process.

Algorithm 1. Mickey-128 stream cipher
Input: 128 — bit Key(K), IV;
Output: ks_o and ks_valid ;
Define: Control Inputs (din, mix) are generated using FSM;
—  Clock RS Generator:
1. Control Bit generation cr and cs for RS using Eq. (1) ;
2. Feedback Bit Generation F, and F, for RTAPs using Eq. (2) ;
3. RS Input:if (mix = 0) thenrin, = din else din @ Sy, ; sin, = din; for 1 <n < 127;
4.

R clocking:
. Routy, = 0 and Rout, = rin,_;; for 1 <n < 127,
Ll if (n € RTAPS) then Rout,, = Rout, ® F,; for 0 <n < 127; // R-Tapping

Ll if (cb = 0) then Rout, = rin else Rout, @ rin; for 0 <n < 127; // R-Generation
5. Sclocking:

. SCo = 0; SCi57 = SCip6 // S-Component
*  SC, =sin,_, ® ((sin, @ CMPO,)(siny,, @® CMP1,)); for 1 <n < 126;
. if (cb =0) then // S-Generation
Sout, = SC, @ (FB0,.F,); for 0 <n <127;
else
Sout, = SC, @ (FB1,.F,); for 0 <n <127;
— RS Mapping:
R = Rout, ;S = Sout,; for0 <n < 127;
—  FSM Controller:

(ks_o, ks_valid) = FSM(Key,IV,R,S)

cr ¢ R Clocking cb {
_—_t ¥
1 _ ) 128
DI R Tapping > R Generation > Rout
din —» fn ;
RS input T
Generator ! i
. 1 1128
mix > +>i S Component SN S Generation H:—/—> Sout
sin ! |
C
cs T S Clocking cb T

Figure 2. Hardware architecture of clock RS generator

The R-clocking unit performs the R- tapping (RTAPS) followed by R generation operations. The
control bits (cr and cs) for RS are generated using (1), and the feedback bit (F;) for RTAPS and feedback bit
(Fs) for S-generation are obtained using (2). So, define a range of R's feedback tap placements using (3).
Each placement of the RTAPS performs the XOR operation with a feedback bit (Fr). The R-generation unit
considers only the updated R-tap output as the final R-clocking output (Rout) only when the control bit (cb)
is active.

cr = S43 @ Rgs; ¢S = Sgs @ Ray; 1)
FE. = Ryy; @ din ; F; = S;,, @ din; 2
RTAPS =

{0,1,2,3,6,7,9,11,12,13,14,15,23,26,27,28,31,32,35,
37,40,43,47,48,52,54,55,61,62,63,64,69,70,71,73,
74,76,77,78,81,82,83,84,85,87,89,90,94,95,96,100,
102,104,106,107,108,110,114,115,120,121,124,

125,126}; ©)

The S-clocking operation contains S-component and S-generation units. The S-component receives
the 'sin input from the RS-input generator and performs XOR operations with 127-bit CMP0O and CMP1
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coefficients. The coefficients CMPO and CMP1 are defined using (4). The S-generation receives the S-
component output (SC) and generates the S-clocking output (Sout) using feedback bit (Fs) and 128-bit
feedback coefficients (FBO and FB1). The feedback coefficients FBO and FB1 are defined using as (4)
and (5):

CMPO = 7D27B5DD5548324F2307004F464DFAF6;
CMP1 = 467C4C5F0C9E36BF83E1801F51638333; 4)

FB0O = F5F83C2344C5F47081B2A76689D22A2B;
FB1 = D5EE2FD909319E0E6D1859F6E77ED236; (5)

The RS-mapping unit receives the updated Rout and Sout from the RS-clocking unit. It is stored in a
temporary register for one clock cycle to maintain RS-clocking synchronization. The stored values are
considered as final R and S output. These 128-bit R and S values are again feedback to the clock RS-
Generator unit. The FSM controller receives the least significant bit (LSB) of R and S values like R and S,
respectively. The FSM controller has two states (idle and run) and runs based on a counting mechanism. In
an idle state, the input (din) and control signals (mix) are reset to zero by setting the counter to one (cnt=1).
The 1V value is allocated as input for the first 128 clock cycles in the run state. Next, the Key (K) values are
allocated as input (din) for the subsequent 128 clock cycles. The Key and IV values are updated for the
subsequent 128 clock cycles till the keystream valid (ks_valid) signal becomes high. So, the final keystream
output (ks_o) is generated after 384 clock cycles.

2.1. Mickey-128 cipher with unrolling features

The architecture of the Mickey-128 cipher with unrolling features for N-times (N x) is illustrated in
Figure 3. The architecture contains a clock RS generator and RS mapping Unit with N-times and FSM
controller. Where 'N' is an unrolling factor. This work uses a Mickey-128 cipher with N=1, 2, 4, 8, and 16.
The RS mapping unit outputs (R and S) are performed repeatedly to accomplish the unrolling procedure. The
Mickey-128 cipher output is anticipated to be one bit per clock since the clock RS generator and mapping
outputs (R and S) are updated per clock cycle. With more resources (chip area), the Mickey-128 cipher can
operate faster or with higher throughput. The architecture only repeats (N-1) times the clock RS generator
and RS mapping units using the same FSM controller based on unrolling factors (N).

Cro CSp CIn-1 COSN-1
ROUto din ROUtN.1
MaRsin i Clock RS ‘o ° : MaRsin i Clock RS
pp g Generator pp g Generator
Unit < > Unit <
Souty mix Soutn.1
R s 1 Rl s 11
Key IV Ro |So Rn-1 | Snet
128£ 128i 71 11 1
A A v A

FSM Controller

% %

ks_0g ks_On-1 ks_valid

Figure 3. The architecture of the Mickey-128 cipher with unrolling features

In the Mickey-128 cipher, the procedure continues as the unrolling factor (N) rises. For each "N"
unrolling factor in the architecture, the control signals (cr and cs) and intermediate outputs (Rout and Sout)
are updated N-1 times. Keystream outputs such as ks_0g ... ks_on-1 are provided by the FSM controller per
the unrolling factor (N). The 256 CC is divided by an unrolling factor (N) to reduce the key initialization
(Key and 1V) procedure. Therefore, this strategy is suitable for increasing throughput.
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3. RESULTS AND DISCUSSION

The results of the Mickey-128 cipher with unrolling features are discussed in this section. The
design modules are synthesized on the Xilinx environment using Verilog-HDL and implemented on Artix-7
FPGA. The simulation results are carried out using modelsim simulator from mentor graphics tool. The
synthesis results concerning resource utilization are generated after place and route operation for Mickey-128
cipher. The performance metrics like latency, throughput (Mbps) and hardware efficiency are generated with
the help of simulation and synthesis results. Lastly, the Mickey-128 cipher performance metrics are
compared with existing Mickey-128 ciphers with improvements. The Mickey-128 cipher simulation results
are illustrated in Figure 4. The global clock (clk) is activated with a lower reset (rst) to initiate the Mickey-
128 operation and define the 128-bit key and IV values. The Mickey-128 cipher takes 385 clock cycles (CC)
to generate the output of a 128-bit key stream (key_output). The first 128-CC is for IV, and the next 128-CC
is for key initialization. The key-stream valid signal (ks_valid) is activated after the initialization (IV and
key) operation. The last 128-CC is used for the actual keystream generation process by activating the done
signal (ks_done) signal.

i thi w
frst 1ho ]

ey 128h0000000000000000000000000000. . | { TZ8M0000000]00000000000}i00000000000
fiv 128h0000000000000000000000000000.... | (128'h0000000P00000000000()0000000000AC

0 thi LI AWAr LA AT U AR PRI AL LR L AR ALALAMLAT LA IO TR0V LA A LA L A S LU
s _valid thi .
fkey_output | 128'he12367 Se7: 2cf| (128'h0000000P00000000000H00000000000! J((({(((u(({{( e 12800000000 00000000000P000000 00000
el 20 T 6
ks_done thi L I

Figure 4. Simulation results of Mickey-128 stream cipher

The design summary of the Mickey-128 stream cipher is tabulated in Table 1. The Mickey-128
cipher uses slices of 204, lookup tables (LUTSs) of 268 and operates at 639.1 MHz frequency by consuming
the total power of 88 mW on Artix-7 FPGA. The Mickey-128 cipher uses only 1 CC as latency to perform
either encryption or decryption after keystream generation. The throughput calculation depends on the
Latency and frequency of the design module. The Mickey-128 cipher works with a throughput of 639.1 Mbps
with an efficiency of 3.133 Mbps/Slice on Artix-7 FPGA.

Table 1. Design utilization of Mickey-128 cipher on Artix-7 FPGA

Resources Utilization

Slices 204
LUTs 268
Max. frequency (MHz) 639.1
Total power (mW) 88
Key generation (CC) 385
Latency (CC) 1
Throughput (Mbps) 639.1

The performance summary of the Mickey-128 cipher with unrolling factors is tabulated in Table 2.
The unrolling factors are used to speed up the system. The Mickey-128 cipher with 2X speed uses the slices
of 402, by consuming 94 mW of power with a throughput of 1.279 Gbps and an efficiency of
3.17 Mbps/Slice. Similarly, the Mickey-128 cipher with 4X speed uses the slices of 804, consuming 106 mW
of power with a throughput of 2.557 Gbps and an efficiency of 3.18 Mbps/Slice.

Table 2. Performance summary of Mickey-128 cipher with unrolling factors
Unrolling factors

Resources 1IX  2X  4X_ 8X_ 16X
Slices 204 402 804 1608 3218
LUTs 268 537 1073 2146 4290
Max. frequency (MHz)  639.1 639.1 639.1 639.1 639.1
Total power (MW) 88 94 106 132 184
Throughput (Gbps) 0.639 1.279 2557 5.113 10.226

Efficiency (Mbps/Slice)  3.133  3.17 3.18 3.18 3.18
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The Mickey-128 cipher with 8X speed uses slices 1,608, consuming 132 mW of power with a
throughput of 5.113 Gbps and an efficiency of 3.18 Mbps/Slice. Lastly, the Mickey-128 cipher with 16X
speed uses slices 3218, consuming 184 mW of power with a throughput of 10.226 Ghps and an efficiency of
3.18 Mbps/Slice on Artix-7 FPGA. The chip area utilization of Mickey-128 cipher with unrolling factors is
represented in Figure 5. The Mickey-128 with 1X and 2X uses <1% chip area (Slices and LUTSs), with 4X
speed uses 1%, 8X uses <2%, and 16X utilizes <3% of chip area on Artix-7 FPGA.

16X e i s
_ 8K e # LUT-FF Pairs
g #LUTs
+ & Slices
j=))
=
B
£
]

0 1000 2000 3000 4000 5000

Area Utilization (Mickey-128)

Figure 5. Chip area utilization of Mickey-128 cipher with unrolling factors

The throughput realization of Mickey-128 cipher at various FPGAs is illustrated in Figure 6. The
FPGAs like low-resource Spartan-6, low-cost Artix-7, and high-volume Virtex-7 are considered throughput
realization purposes. The Mickey-128 cipher operates at 327 MHz, 639 MHZ, and 852 MHz on Spartan-6,
Artix-7, and Virtex-7 FPGA, respectively. As the unrolling factor increases, the throughput also increases.
The Mickey-128 cipher obtains a throughput of 5.23 Gbps, 10.23 Gbps, and 13.64 Gbps on Spartan-6,
Artix-7, and Virtex-7 FPGA. The throughput value is varied based on the FPGA device and unrolling factors.
The highest throughput is obtained at the high-end device (Virtex-7) at a maximum unrolling factor (16X).

=@ Spartan-6 - = Artix-7

Throughput (Gbps)

1X 2X 4X 8X 16X
Unrolling factor (Mickey -128)

Figure 6. Throughput realization of Mickey-128 cipher at various FPGAs

The resource comparison of proposed Mickey-128 with existing Mickey-128 ciphers is tabulated in
Table 3. The FPGA device type, chip area (Slices), latency, throughput usage, and hardware efficiency are
considered for performance comparison. The Mickey stream cipher with a 128-bit key variant is considered
for comparative analysis. The Mickey-128 cipher with hardware implementation is constructed on Virtex-2
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FPGA [25]. The proposed Mickey-128 cipher provides a better throughput of 48% and efficiency of 37.2%
than Mickey-128 [25]. The Target hardware-based ESTREAM cipher-Mickey-128 is implemented on
Spartan-3 FPGA [26]. The proposed Mickey-128 cipher provides a better throughput of 31.8% and efficiency
of 21.1% than Mickey-128 [26]. The hardware-based Mickey-128 is implemented on Virtex-2 FPGA [27].
The proposed Mickey-128 cipher provides a better throughput of 38.8% and efficiency of 34.7% than
Mickey-128 [27]. The FPGA-based Mickey-128 is implemented on Spartan-3 FPGA [28]. The proposed
Mickey-128 cipher provides a better throughput of 23.5% and efficiency of 21.7% than Mickey-128 [28].
The hardware profile-based stream cipher Mickey-128 is implemented on Stratix-3 FPGA [29]. The proposed
Mickey-128 cipher offers a better chip area of 65.9%, better throughput of 48% and efficiency of 81% than
Mickey-128 [29]. The hardware-based stream cipher Mickey-128 is implemented on Spartan-6 FPGA [30].
The proposed Mickey-128 cipher offers a better chip area of 35.9%, better throughput of 2.2% and efficiency
of 37.1% than Mickey-128 [30]. The graphical representation of throughput and efficiency with existing
Mickey-128 ciphers is illustrated in Figure 7. The Mickey-Cipher [25]-[28] offers better chip area (slices)
than the proposed cipher but lags with throughput and efficiency. Overall, the proposed Mickey-128 cipher
offers significant Throughput and hardware efficiency than existing Mickey-128 ciphers [25]-[30].

Table 3. Resource comparison of proposed Mickey-128 with existing Mickey-128 ciphers

Ref. FPGA Avrea (Slices) Latency (CC)  Throughput (Mbps)  Efficiency (Mbps/Slices)
[25] Virtex-2 167 1 170 1.011
[26] Spartan-3 176 1 223 1.27
[27] Virtex-2 190 1 200 1.05
[28] Spartan-3 198 1 250 1.26
[29] Stratix-3 596 1 170 0.286
[30] Spartan-6 317 1 320 1.01
This work  Spartan-6 203 1 327 1.61
18 - .
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Figure 7. Performance comparison of Mickey-128 ciphers

4. CONCLUSION

This manuscript describes the design and implementation of the Mickey-128 stream cipher with
unrolling features on the hardware environment. A mapping unit, an FSM controller, and two clock registers
(R and S) are used in the construction of the Mickey-128 cipher. The Mickey-128 cipher uses the unrolling
function as an optimization technique to increase system throughput while requiring minimal additional
resources. The Mickey-128 cipher's simulation outcomes are confirmed and validated using theoretical
parameters. The suggested Mickey-128 cipher runs at 639.1 MHz on an Artix-7 FPGA with a power
consumption of 88 mW and a chip area of less than 1% (slices and LUTs). Employing an unrolling factor of
16, the Mickey-128 cipher runs at 10.23 Gbps with an efficiency of 3.18 Mbps/Slice. The efficiency,
throughput, and frequency metrics of the proposed Mickey-128 cipher are compared to those of other
Mickey-128 ciphers. Security analysis about the anticipated Mickey-128 cipher's assaults will be assessed in
the future.
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