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 This paper examines the design, development, and implementation of a 

modern industrial security system that integrates color cameras to enhance 

surveillance and improve safety. The system leverages cutting-edge 

technologies to detect intrusions and incidents with greater accuracy, which 

significantly strengthens the security of industrial sites. The study focuses on 

key stages of the project, including the design, installation, and operational 

processes, while addressing the challenges encountered during these phases. 

The integration of color cameras provides clearer and more precise 

monitoring, allowing for quicker detection and response to potential threats, 

thus reducing risks effectively. Our results demonstrate that the system 

greatly improves surveillance efficiency, providing a reliable and robust 

solution tailored to the security demands of industrial environments. This 

research offers in-depth insights into the system’s design and functionality, 

showcasing its critical role in safeguarding industrial facilities. Overall, the 

proposed solution is an essential tool for enhancing safety protocols and risk 

management strategies, contributing to more secure industrial sites. 
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1. INTRODUCTION 

According to the International Labour Organization (ILO) [1], [2], 2.3 million individuals succumb 

to workplace accidents or occupational diseases annually across the globe. Furthermore, the daily occurrence 

of 860,000 workplace accidents underscores the profound consequences in terms of injuries and fatalities. 

The direct and indirect costs of such incidents are astronomical, estimated at a staggering 2.8 trillion dollars 

on a global scale. 

In the realm of occupational safety, employees face a myriad of challenges, particularly concerning 

grave accidents that profoundly impact their personal and professional lives. Instances, where individuals 

lose limbs or suffer life-altering injuries during routine work activities, highlight the urgent need for 

comprehensive industrial safety measures. Indeed, industrial safety has emerged as a critical field of study 

and management within modern enterprises [2]. Within this context, it becomes evident that workplace safety 

concerns hold significant ramifications for both individual well-being and organizational integrity. The 

profound impact spans across health, financial, and legal dimensions, making it imperative for businesses to 

address safety concerns comprehensively [3]. 
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While previous studies investigated the impact of workplace accidents and the associated economic 

costs, they did not explicitly address the influence of advanced security systems on preventing such incidents. 

This gap underscores the necessity for innovative solutions to enhance occupational safety. In response to 

these pressing challenges, our work endeavors to pioneer innovative solutions by developing a sophisticated 

security system [4]. This system integrates advanced camera technologies affixed to industrial machinery, 

seamlessly linked to a centralized server infrastructure. Through the creation of secure zones and real-time 

monitoring capabilities, our system aims to proactively safeguard employees from potential hazards and 

mitigate the risk of accidents [5]. The objectives of our work encompass the following key components [6]: 

− Designing and implementing a robust security infrastructure tailored to protect the well-being of 

employees. 

− Harnessing cutting-edge video processing algorithms to enhance threat detection and response 

capabilities. 

− Executing the system in real-world industrial environments, ensuring seamless integration and 

functionality. 

To achieve these objectives, our method relies on utilizing sophisticated software tools such as 

MATLAB, intricately integrated with Arduino microcontrollers to simulate and validate system 

functionalities. By employing a proactive approach, we aspire to revolutionize workplace safety standards 

and foster a culture of vigilance and care within industrial settings. 

 

 

2. METHOD 

In this section, we delineate the method employed for hand recognition within the system 

architecture. Hand recognition is a pivotal aspect of the framework, enabling precise interaction between the 

user and the interface. Our method integrates advanced computer vision techniques with machine learning 

algorithms to accurately identify and track hand gestures in real time. The proposed method in this study 

tended to have an inordinately higher proportion of success in diverse environments compared to traditional 

methods. This section elaborates on the significance of utilizing color cameras within industrial security 

systems, highlighting their capabilities in enhancing visual clarity, identifying safety breaches, and 

integrating seamlessly with robust security protocols. It sets the stage for further discussion on the design and 

implementation aspects of the security system. To provide a comprehensive understanding, we will first 

introduce and detail the proposed system operation, setting the stage for a deeper discussion on the design 

and implementation aspects of the security system. 

 

2.1.  The proposed system operation 

The system presented in Figure 1 is designed to prevent accidents in industrial settings by detecting 

when a hand enters a danger zone. The camera captures what is happening in its field and transmits it directly 

to the server. The server processes the video and analyzes it to determine if the hand has entered the danger 

zone. If the hand exceeds the danger zone, the alarm is triggered, and the processor stops the machine to 

prevent an accident [7], [8]. 

 

 

 
 

Figure 1. Overall schematic of the system 

 

 

The system is designed to be simple and effective compared to the other systems, with minimal 

setup required. It can be used in a variety of industrial settings, including manufacturing plants, warehouses, 
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and construction sites. The system is also highly customizable, allowing users to adjust the danger zone and 

other settings to suit their needs [9]. 

 

2.2.  Hand recognition process 

The process of pattern recognition is similar to human reasoning, or inspired by the fields of 

artificial intelligence, which are used to automate human tasks. Our hand detection system is illustrated in the 

Figure 2, summarizing the steps that will be detailed later for gesture identification. A variety of treatments 

can be applied to digital video (set of digital images), the following figure summarizes all of these  

treatments [10], [11]. 

 

 

 
 

Figure 2. Hand recognition process 

 

 

This flowchart illustrates the process of hand recognition from a scene using image processing 

techniques. The process starts with “Scene” where an illustration of a hand indicates the initial stage. 

“Acquisition” is the next step where the scene is converted into an image. The “Segmentation” phase 

involves analyzing and extracting the hand from the image, as indicated by “Extraction of the hand”. In 

“Feature Extraction”, features of the extracted hand are identified and analyzed. These features are then 

stored in a “Database”. The final step, “Classification”, involves recognizing and classifying the object (the 

hand) based on stored data, leading to a “Recognized Object”. Three views labeled “View 1”, “View 2”, and 

“View 3” are shown connected inside an oval shape, indicating different perspectives or data sets used for 

classification. 

 

2.3.  Technical implementation of the security system 

The proposed industrial security system combines cutting-edge technology to enhance workplace 

safety. At its core lies an Arduino microcontroller, which acts as the central processing unit. This 

microcontroller is seamlessly integrated with an application that facilitates communication and control. 

Additionally, a color camera captures real-time images of the environment [12]. Here’s how the system 

operates: 

− Image acquisition: the color camera captures an image of the scene. This image is then transmitted to the 

server for further processing [13], [14]. 

− Server processing: the server analyzes the acquired image. If the system detects that a hand has entered 

the predefined danger zone (as indicated by the extracted features), it takes action. 

− Decision-making: based on the analysis, the system makes a decision. If the hand exceeds the predefined 

danger zone, the alarm is triggered. 

− Motor shutdown: simultaneously, the system sends a signal to the motor controller (connected to the 

Arduino). The motor controller promptly stops the machinery to prevent any accidents. 

This integrated system ensures that if a hand enters a hazardous area, the machinery is halted 

promptly, significantly enhancing safety in industrial environments [15], [16]. Figure 3 shows the system 

setup and how information moves through it, explaining how the system works to improve safety. This 

security system is carefully designed to make the workplace safer and prevent accidents. Here’s how it 

works: 
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− Arduino microcontroller (Arduino Mega) 

At the heart of the system lies an Arduino microcontroller (specifically, the Arduino Mega). The 

Arduino acts as the central processing unit, orchestrating various components for effective security 

management. 

− Color camera integration 

The system works smoothly with a color camera that takes live images of the industrial area, giving 

important visual information for analysis. 

− Application interface 

An application interfaces with the Arduino, facilitating communication and control. Through this 

application, operators can monitor the system, receive alerts, and manage safety protocols. 

− LED indicators 

The system employs three LEDs for visual feedback: i) red LED (DANGER): signals a hazardous 

situation or an imminent risk; ii) blue LED (TRAIN): indicates specific conditions related to train movements 

or other critical events; and iii) green LED (NORMAL): this represents a safe operational state. These LEDs 

serve as intuitive visual cues for operators, allowing them to assess the system status at a glance. 

− Relay module (RLY1) 

Positioned at the top right, the relay module (labeled “RLY1”) plays a crucial role. When triggered 

by the Arduino, the relay can activate or deactivate external devices. In this context, it ensures timely 

responses to safety conditions. 

− Audible alerts (Buzzer BUZ1) 

The system includes a buzzer (labeled “BUZ1”). When specific events occur (such as a hand 

entering a danger zone), the buzzer emits audible alerts. These alerts prompt immediate attention and action 

from operators. In summary, this integrated system combines image acquisition, server processing, decision-

making, and motor control to enhance safety in industrial environments. By promptly detecting risks and 

triggering appropriate responses, it significantly reduces the likelihood of accidents and ensures a secure 

working environment. 

  

 

 
 

Figure 3. Electrical system diagram 

 

 

3. RESULTS AND DISCUSSION 

This section presents the outcomes and analysis of the research conducted on the development and 

implementation of an industrial safety system utilizing color cameras. The section is divided into two 

subsections: i) the first subsection details the development process, functionalities, and user testing results of 

the graphical user interface (GUI) designed for the safety system. The explanation will cover the GUI’s 

features, its role in system monitoring and interaction, and the conducted usability and functionality tests to 

ensure its effectiveness; and ii) the second subsection focuses on the testing and evaluation procedures 

conducted on the implemented safety system. This will encompass the various test methodologies employed 

to assess the system’s performance, including its accuracy, response time, and overall effectiveness in 
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detecting hand intrusions and triggering machine stoppages to prevent accidents. Our findings indicate that 

higher accuracy is not associated with poor performance in response time. The proposed method may benefit 

from enhanced detection algorithms without negatively affecting system speed. The discussion will analyze 

the obtained results, highlighting the system’s strengths and potential areas for further improvement. 

 

3.1.  The developed graphical interface 

As illustrated in Figure 4, a GUI has been developed within the MATLAB software environment 

[17], [18]. This interface acts as the human-machine interface (HMI) for an industrial safety system. The 

system utilizes a camera and computer vision techniques to detect hand intrusions within designated 

hazardous zones, triggering a machine stoppage to prevent potential injuries as such [19], [20]. Previous 

research [21], [22] has shown that effective GUI design can significantly enhance system usability and safety 

performance. Our GUI incorporates elements based on these findings, providing: 

− Video display area: this area displays the live video feed from the camera. 

− Hand detection area: this area shows the region where the hand is detected. 

− Emergency stop button: this button allows the user to stop the machine immediately in case of an 

emergency. 

− Machine status indicator: this indicator displays the current state of the machine (running or stopped). 

− System status area: this area displays information about the system, such as the number of hands detected 

and the system response time. 

In summary, the GUI allows the user to visualize the operation of the safety system and interact with it [23]. 

 

 

 
 

Figure 4. The developed interface is in automatic mode 

 

 

3.2.  Testing and evaluation of the implemented system 

The system was evaluated and tested in a real-world industrial environment. Tests were conducted 

to determine the system’s accuracy, robustness, and ability to function in different lighting conditions. The 

test results showed that the system is accurate and reliable. The developed GUI was tested to ensure its 

functionality and usability [24]. The following tests were performed: 

− Functional testing: the GUI was tested to ensure that all its features were working as expected. This 

included testing the video display, hand detection, emergency stop button, machine status indicator, and 

system status area. 

− Usability testing: the GUI was tested with a group of users to ensure that it was easy to use and 

understand. The users were asked to perform a series of tasks using the GUI, and their feedback was 

collected. 

The results of the tests showed that the GUI was functional and usable. The users were able to use 

the GUI to monitor the system and interact with it without any difficulty. This study investigated a 

comprehensive range of functional and usability aspects. However, additional and in-depth research may be 

required to confirm its long-term reliability, particularly regarding its performance in extreme industrial 

conditions. As additional details about the tests, the functional tests were performed using a variety of test 

cases, including scenarios with and without hands in the detection zone. Then, the usability tests were 

performed with a group of 10 users, who were asked to complete a set of tasks using the GUI [25]. Overall, 

the tests showed that the developed GUI is a valuable tool for monitoring and interacting with the industrial 

safety system. 
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4. CONCLUSION 

This work focuses on the design and implementation of an industrial safety system using color 

cameras. At its core, the system relies on sophisticated image processing algorithms to detect hazardous areas 

and trigger timely alerts to prevent accidents. Our research shows that image processing is more resilient than 

traditional sensor-based methods. The project delves deeply into the development of algorithms for detecting 

hazardous zones. Various image processing techniques are employed to identify risk-prone areas within 

industrial environments. These algorithms enable the system to recognize potentially dangerous situations, 

such as moving machine parts, falling objects, or high-temperature zones. Recent observations indicate that 

the enhanced precision of image processing contributes significantly to early hazard detection. 

To enhance usability, an intuitive GUI was meticulously designed using MATLAB. This GUI 

allows operators to visualize real-time machine statuses and receive critical alerts when danger is detected. 

Additionally, it provides management features, including temporary alert deactivation and parameter 

adjustments. Validation of the system was conducted on a prototype representing a hazardous machine in a 

workshop setting. The results demonstrated the system’s reliability and effectiveness. Operators were able to 

respond promptly to alerts, mitigating potential accidents. Our findings offer definitive proof that this 

phenomenon is linked to algorithmic refinement, rather than being caused by increased quantities of sensor 

data. The impact of this work on industrial safety is significant. Potential benefits include: i) improved 

worker safety: by alerting operators to imminent dangers, the system effectively reduces the risk of accidents 

and injuries. Workers can operate in a safer environment; ii) increased productivity: a secure work 

environment fosters employee confidence and concentration, leading to better performance and heightened 

productivity; and iii) cost reduction: accident prevention directly minimizes costs associated with injuries, 

property damage, and production downtime. 

This work lays the groundwork for future research and development. Future studies could explore 

integrating artificial intelligence to refine hazard detection further and develop more cost-effective, scalable 

solutions. Additionally, expanding the system to incorporate a multi-camera setup could enhance surveillance 

coverage across diverse industrial environments. Researchers may also investigate the integration of machine 

learning algorithms to enable the system to adapt to new hazards dynamically and improve its 

responsiveness. By addressing these areas, we can further enhance the system’s capabilities and contribute to 

safer industrial practices. 
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