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This paper introduces the permutation-byte key cipher with reduced-round
advanced encryption standard (PBKC-RRAES), a novel enhancement of the
AES designed to significantly improve both security and performance. The
proposed algorithm integrates key modifications; i) replacing the
computationally intensive MixColumns function with an efficient bit
permutation technique that achieves superior diffusion while reducing
computational overhad by eliminating complex matrix multiplication
operations. This substitution enhances security through improved bit-level
scrambling patterns, while simultaneously accelerating processing speed
through simpler bitwise operations; ii) the addition of AddRoundKey
operations between cipher states, iii) enhanced byte substitution operations
and round constant additions in the key schedule algorithm before key
expansion, and iv) reducing rounds from 10 to 6. These innovations yield
heightened sensitivity to plaintext changes, evidenced by a 54.214%
avalanche effect, surpassing the standard 50% threshold. Performance
evaluations reveal PBKC-RRAES operates 26.90% improvement in
encryption time and a 22.73% improvement in decryption time than standard
AES, alongside throughput enhancements of 39.48% in encryption and
31.27% in decryption compared to the original AES, critical improvements
for bandwidth-constrained applications. These results demonstrate that
PBKC-RRAES is a robust and effective alternative for cryptographic
applications, particularly beneficial for real-time video streaming, secure
cloud storage, mobile payment systems, and 10T device where both security
and processing effectivity are paramount.
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1. INTRODUCTION

The rapid advancement of information technology has significantly transformed communication
from traditional to digital formats, leading to increased concerns about the confidentiality of information
during its transmission [1], [2]. As digital communication becomes more prevalent, the need to secure data
from unauthorized access is paramount, particularly during transmission between the source and the intended
recipient [3]. Encryption is a well-established method for safeguarding data before it is transmitted over
networks, converting it into a format that is unreadable to unauthorized individuals and only decipherable by
those with the correct decryption key [4], [5].
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However, the fact that despite the widespread adoption of encryption techniques, existing algorithms
like the advanced encryption standard (AES) are facing increasing scrutiny due to potential vulnerabilities
arising from advances in processing power [6] and execution techniques [7]. Modern computing capabilities,
including parallel processing, specialized hardware accelerators, and emerging computational paradigms,
continue to challenge the long-term security assumptions of current cryptographic standards. Additionally,
the increasing sophistication of cryptanalytic techniques and the growing computational resources available
to potential adversaries necessitate continuous evaluation and enhancement of existing encryption methods
[8]. As a result, there is a growing need to enhance these cryptographic methods to ensure they can continue
to provide robust security against emerging threats [9].

The AES, while widely adopted for its security, contains specific structural limitations that present
opportunities for enhancement [10], [11]. Most notably, the MixColumns operation requires computationally
expensive matrix multiplications that create processing bottlenecks [12], and the fixed 10-round structure
may be unnecessarily conservative when combined with improved diffusion techniques [13], [14].

Despite its widespread use and recognized effectiveness, AES is not without limitations. The
algorithm’s inherent simplicity, while a strength, also leaves it vulnerability to advances in processing and
execution techniques that could compromise its security [15], [16]. As such, there is an increasing consensus
on the need to enhance and update cryptographic methods to address emerging threats [17], [18]. There is a
critical need to improve the security of cryptographic algorithms like AES while maintaining or even
enhancing their performance, especially in medium to large-scale applications.

AES comprises four primary transformation functions: SubBytes, ShiftRows, MixColumns, and
AddRoundKey [19]. Several studies have focused on enhancing the performance and security of the AES
algorithm [20]. One study improves the performance of AES by replacing the MixColumns function with a
bit permutation technique [21], which enhances the speed of encryption and decryption while reducing
memory usage. Another study improves the performance by incorporating a precomputed table in the bit
permutation process [22], which can manage medium-to-large scale file sizes [23]. A different study
enhances the diffusion property of AES through two modifications [24]: the first modification involves the
AES key schedule, where additional permutation operations are applied to the cipher key before it is
expanded; the second modification occurs in the AES cipher rounds, introducing additional key permutation
operations between states to achieve faster diffusion rates and better randomness of the encrypted data,
subsequently reducing the number of rounds from 10 to 6 using reduced-round modified AES (RRMA) [25].

However, these existing modifications address either performance or security improvements in
isolation. Performance-focused approaches using bit permutation [21], [22] lack enhanced diffusion
properties, while security-focused modifications [24], [25] compromise computational efficiency. No
existing study successfully integrates bit permutation with enhanced key scheduling and round reduction to
achieve simultaneous improvements in both domains.

In this paper, we build upon these previous efforts by proposing permutation-based key cipher
(PBKC)-reduced round advanced encryption standard (RRAES), which addresses specific AES limitations
through targeted modifications; i) replacing the computationally intensive MixColumns function with a bit
permutation technique to eliminate matrix multiplication overhead while maintaining diffusion quality, ii)
introducing additional AddRoundKey operations between states to compensate for the reduced computational
complexity with enhanced confusion properties, iii) adding byte substitution and round constant operations in
the key schedule to strengthen key-dependent transformations without increasing round count, and iv)
reducing rounds from 10 to 6, made feasible by the improved diffusion from our combined modifications to
create a customized AES variant, referred to as the permutation-byte key cipher with reduced-round AES
(PBKC-RRAES). The proposed PBKC-RRAES algorithm aims to achieve enhanced security and improve
performance in terms of encryption and decryption processes across various file sizes.

2. METHOD

In this section, the methods, techniques, and processes of the modified algorithm are discussed. The
algorithm incorporates the following operations to modify the AES: the bit permutation technique, a
replacement of the MixColumn operation, and the application of the RRMA algorithm. The goal of the study
is to strengthen the security and improve the performance of encryption and decryption processes for all file
types and scale sizes.

2.1. Bit permutation technique

To improve the performance of a cryptographic algorithm, a customized AES encryption method is
employed. In this adaptation, the bit permutation transformation replaces the conventional MixColumns
transformation utilized in AES. Unlike the MixColumns transformation, the bit permutation transformation
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involves simple bit position adjustments, devoid of intricate mathematical computations. To execute the bit

permutation during encryption, the state within the ShiftRows operation is manipulated according to the

following steps [21]:

a. The state values for each column are extracted.

b. Column 0 is segmented into four rows, with each state represented as (X, 0), where x denotes the row

number and consists of 8 bits, forming a 4x8 matrix. Here, ((x, 0), b) signifies the row, column, and bit

number within each state.

The 4x8 matrix is alternatively represented as ‘a’.

The transpose of each block matrix is obtained.

e. The value of a’(x, y) is derived from a row-wise concatenation of bit values from the transposed block,
where X represents the column value in ShiftRows, and y denotes the block number within the partitioned
4x2 matrix.

Additionally, a precomputed table is incorporated to optimize the performance of the modified
algorithm, thus the operation of the technique is the following: the precomputed table maps input bit positions
to output positions. It’s used to effectively rearrange the bits in the state matrix during encryption and
decryption. The permutation mapping function retrieves the output position for each input bit position. The bit
permutation and inverse bit permutation functions utilize this table to perform the permutation process.

<

2.2. Reduced-round modified advanced encryption standard algorithm

Figure 1 depicts an adapted rendition of the AES algorithm, elucidating its encryption procedure and
key expansion. This customized algorithm integrates significant alterations aimed at bolstering both security
and effectivity of performance. Through comprehensive adjustments, it seeks to optimize cryptographic
strength while maintaining swift computational performance.

Gpher Kay

Y
Byte Substitution

(128 Bits)
Y
Permuted Key
(128 Bits)
Y v I Y Y
POP1P2P3 PAPSP6P7 PBPOPI0P11 P12P13P14P1S
(32 Bits) (32 Bits) (32 Bits) (32 Bits)

Encryption process:

W5

<

Figure 1. Cipher round algorithm and key schedule algorithm [24]

1. Round 0: initial transformation
— AddRoundKey: the plaintext is XORed with the initial key
— With round key 0 (W0-W3)
2. Rounds 1 to 5: main rounds

Enhanced security and performance through permutation-byte key cipher with ... (Jerico S. Baladhay)



4568 O ISSN: 2302-9285

Each round uses corresponding round keys:

Round 1: uses W4-W7

Round 2: uses W8-W11

Round 3: uses W12-W15

Round 4: uses W16-W19

Round 5: uses W20-W23

Each of these rounds involves the following operations:

— SubBytes: a non-linear substitution step where each byte is replaced with another byte according to a
lookup table (S-box).

— AddRoundKey: each byte of the state is XORed with a round key derived from the original cipher key.

— ShiftRows: a transposition step where each row of the state is shifted cyclically a certain number of steps.

— ModAddRoundKey: this appears to be a modular addition with the round key, possible implying a
different type of key mixing step compared to the standard AddRoundKey.

— Bit permutation—involves bit position adjustments during encryption through extracting and segmenting
state values into a 4x8 matrix, then transposing and re-concatenating these bits. This process rearranges
the bit values to derive new state representations, and ensuring enhanced encryption complexity.

3. Round 6: final round: i) SubBytes, ii) ModAddRoundKey, iii) ShiftRows, and iv) AddRoundKey.

4. Output: the output after the final round is the ciphertext.

5. The decryption process reverses the encryption steps: starting with the inverse of the final round, it applies

inverse SubBytes, ModAddRoundKey, ShiftRows, and AddRoundKey operations. Following this, it reverses

the main rounds by undoing the bit permutation and applying the inverse operations for SubBytes,

ShiftRows, and AddRoundKey. Finally, it reverses the initial transformation by undoing the XOR operation

with the initial key. These steps collectively restore the original plaintext from the ciphertext.

2.3. Key expansion

The 128-bit cipher key undergoes byte substitution and permutation to create initial words (W0, W1,
W2, and W3). Subsequent words (W4 to W71) are generated using XOR operations and modular additions
for use in encryption rounds.

In conventional AES-128, the key expansion generates 44 words (WO to W43) to produce 11 round
keys (one initial key plus 10 round keys for 10 rounds). In contrast, PBKC-RRAES generates 28 words (W0
to W27) to produce 7 round keys (one initial key plus 6 round keys for 6 reduced rounds). This reduction is
made possible by the enhanced diffusion properties achieved through the bit permutation and additional key
operations, which provide equivalent security with fewer rounds.

The following are the processes:

a. Cipher key: the original 128-bit cipher key is provided as the initial input for the key schedule process.

b. Byte substitution: the cipher key undergoes a byte substitution step. This process is similar to the
SubBytes step used in the encryption rounds of block ciphers like AES. It involves replacing each byte of
the key with another byte according to a predefined substitution box (S-box).

c. Permuted key: after substitution, the key is permuted to enhance diffusion. The 128-bit substituted key is
rearranged according to a fixed permutation pattern to produce the permuted key.

d. Key schedule generation:

— Division into words: the 128-bit permuted key is divided into four 32-bit words: POP1P2P3, P4P5P6P7,
P8P9P10P11, and P12P13P14P15.

— Initial words (WO to W3): these words are XORed with predefined constant values to generate the initial
words (W0, W1, W2, and W3) for the key schedule.

— Subsequent words (W4 to W71): the remaining words (W4 to W71) are generated through a series of
operations involving XOR and modular additions. The process typically involves combining the previous
words and applying transformations to produce a new word. For instance, W4 might be derived by
XORing WO with a transformation of W3, and similarly for subsequent words.

e. Usage in encryption rounds: the expanded key schedule, consisting of words WO to W71, is used across
different rounds of the encryption process. Each round of encryption utilizes specific words from the key
schedule to perform operations such as substitution, permutation, and mixing, ensuring that each round
effectively contributes to the overall security of the encryption.

2.4. Permutation-byte key cipher with reduced-round algorithm

The PBKC-RRAES algorithm as shown in Figure 2 enhances the traditional AES by incorporating
additional steps such as modular addition (ModAddRoundKey) and bit permutation, which increase the
complexity and security of the encryption process. The encryption sequence starts with an AddRoundKey
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step, followed by SubBytes, another AddRoundKey, ShiftRows, ModAddRoundKey, BitPermutation, and
additional rounds of AddRoundKey, SubBytes, ModAddRoundKey, and ShiftRows, ending with a final
AddRoundKey step to produce the ciphertext. The decryption process reverses these steps with
corresponding inverse operations: AddRoundKey, InvSubBytes, AddRoundKey, InvShiftRows,
InvModAddRoundKey, InvBitPermutation, and repeated inverse operations, concluding with a final
AddRoundKey to recover the plaintext. This approach aims to reduce the number of rounds needed while
maintaining strong security through more complex operations. The algorithm provides a balance of
performance and robustness, ensuring accurate recovery of the original plaintext from the ciphertext.

Plaintext Plaintext

Round0 | | AddRoundKey i | AddRoundKey | |
SubBytes ' InvSubBytes | |
i Round 6
AddRoundKey | | H AddRoundKey | |

ShiftRows | ! { | InvshiftRows
Round 1 to 5 -
ModAddRoundKey | '""M"“é‘c"y"R“““d '
irnanie] ==
AddRoundKey AddRoundKey | |

3 Round 1to 5 f

SubBytes i InvSubBytes | |
Round 6 '

ShiftRows InvShiftRows

.| AddRoundKey | | Round0 | AddRounchy’

Figure 2. PBKC-RRAES algorithm overview

Ciphertext

3. RESULTS AND DISCUSSION

This section discusses the results of the experiments conducted for the modified algorithm. It covers
the outcomes of various tests, including the observation of ciphertext changes upon flipping a single plaintext
bit, the assessment of the avalanche effect, where a recommended security threshold of 50% or higher is
suggested, the analysis of encryption and decryption performance, focusing on time consumption or speed,
and the evaluation of throughput to gauge the effectiveness of the modified algorithm's performance.
Additionally, it is noted that the modified algorithm was developed using JavaScript and the server-side
framework Node.js, JavaScript's dynamic, event-driven nature, and extensive ecosystem enable rapid,
versatile development, while Node.js's asynchronous, non-blocking I/O model, and unified language
environment enhance efficiency and consistency in server-side applications [26]. Together, they streamline
development processes, making them ideal for complex algorithmic implementations.

3.1. Single bit flipping on advanced encryption standard and modified advanced encryption standard
ciphertext

The tables illustrate the impact of flipping one bit in plaintext on the ciphertext using conventional
and modified AES encryption methods. Table 1 lists the plaintext samples and their one-bit flipped
counterparts. Table 2 shows the results of conventional AES encryption, with the percentage change in
ciphertext ranging from 42.18% to 50%, indicating significant sensitivity to minor plaintext changes. Table 3
presents the modified AES results, where the percentage change in ciphertext ranges from 50.78% to
59.37%, demonstrating an increased sensitivity compared to conventional AES. This comparison highlights
the enhanced diffusion properties of the modified AES algorithm. This demonstrates that the methods and
techniques applied are effective, thereby strengthening and maximizing security.
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Table 1. Input plaintexts

Samples Plaintexts Plaintexts with one bit flipped
1 0000000011111111 01 00000011111111
2 1010101010101010 10101010101 9 1010
3 aaaaabbbbccceddd aaaaabb 1 bcceeddd
4 abcdef123456abcd a f cdefl23456abcd
5 alb2c3d4e5f60708 8 1b2c3d4e5f60708
6 fOeld2c3b4a59687  fOeld2c3b4a5968 a
7 1234567890abcdef 123456 f 890abcdef
8 eeeeeffff0000111 eeeeeffff0 6 00111
9 2222333344445555 2222 d 33344445555
10 fOOdcafefOOdcafe ¢ 00dcafef0Odcafe

Table 2. Conventional AES ciphertext results

Samples Encrypted plaintexts Encrypted plaintexts with one bit flipped %
1 3d050c6477180e2ac053dfeb3c071cbf  79560e4c4058f21dc376c5538d62ecaf 42.18
2 2e18068d36f00bbfe76f1f887192cch7 afd8d7b4db69f72b803e0186¢ccabelfc 49.21
3 89458db16d9ecd70dcb999f8ff03efc9 e507472183a3f00d9a50805836d628d0 50
4 a91e9959306f799f05c281699%ee50f5a  3¢4333a8308ff80ed9ee2a3b590de036 48.43
5 231ae0ae99827203e880ff1df328a5cf 02b07aa0eddfc51d211a29148c97acde 50.78
6 f75a563dald74d9264102818e578elb5  6fbf5fad309a8c6d5581e278c9593e0f 46.09
7 840c58af684a28a9295827eefa57fffl 8e7¢d973803702a371390374ec34d91c 42.96
8 fe6a10a9b50fdea79eddb15e89ba982a  ¢84906ad70d127hf24b6al13ca740688 46.87
9 4f1cf7650c2cf7ed12210265a017a2eb 7fhofff684edfc536cecl7f27fbc7a28 50
10 2c0f1467ff9f381152dda7h32341f52 35376dfhf232d890h6684c21023de682 46.09

Table 3. Modified AES ciphertext results

Samples Encrypted plaintexts Encrypted plaintexts with one bit flipped %
1 e11ad3cd9d00a2086¢c794c0a95f58dda  1c¢59¢2b6415cdb22979805076h147h3b 59.37
2 3c7ccda8644f55d86¢1h9c87ab3d86a7 €a10f2d107851c1a4708372737426b72 54.68
3 48318a804271853e€940cf1f5b51e2d7  051323f7b4377ad943895743039293a2 54.68
4 028763684f480e554a88fcfd7a285dc8 76€05029c53bfee320b9ebdfh3a38097 50.78
5 9b257f4ah68963907939a3a2¢188b07b  56e3bf9959cd8429088554fa47904blc 56.25
6 8a4c5129808e7e2936494c937bedd14d  f1724a7be0c962ca5c2165a418df6e67 51.56
7 810f1dab53b64004172h692298d4215d  292869071041dd4ff176455ae52825€0 54.68
8 414e04fc7cd127f4f5f69e3fc6db458e 8b6f61744627f687690d141d1d8a9%f7c 51.56
9 4e68e63ff98fd9d6e36717e423371502 b0051bb366ea46edebbc8fa7lacscc27 55.46
10 b09c70ba02ad6d6ec277f6063e4a9143  aca7752f5d726f2b4fh9096648d527e3 53.12

3.2. Avalanche effect

Figure 3 demonstrates that the modified algorithm achieves an avalanche effect of 54.214%,
surpassing the expected value of 50%. This high degree of sensitivity to input changes underscores the
algorithm’s enhanced diffusion capabilities. Consequently, the modified algorithm substantially bolsters the
security of the ciphertext, as it ensures that small alterations in the plaintext result in significantly different
ciphertexts. These findings affirm the robustness and performance of the modified AES algorithm in
strengthening cryptographic security measures. It is evident that reaching such a high value of the avalanche
effect not only proves the algorithm's security but also implies that it is highly resistant to differential
cryptanalysis attacks. This enhanced diffusion makes it extremely difficult for attackers to predict or
manipulate the output, thereby ensuring the integrity and confidentiality of the encrypted data. The
implication of this result is that the modified algorithm can provide a higher level of security for sensitive
information, making it suitable for applications requiring stringent cryptographic protections. To quantify the
avalanche effect, we often use [27]:

) __ Number of changed output bits

Avalanche Ef fect (% x 100

Total number of output bits (1)

In Figure 4 illustrates the avalanche effect when a single bit in the plaintext is flipped, showing the
comparative results of the modified AES algorithm versus conventional AES. Each bar represents the
avalanche percentage across 10 different samples. The data reveals that the modified AES consistently
achieves higher avalanche percentages across all samples compared to conventional AES, reinforcing the
robustness of the modified algorithm in maintaining high sensitivity to input changes. This highlights the
improved diffusion properties and enhanced security provided by the modified AES algorithm.
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Figure 4. Avalanche effect bar graph: single bit in plaintext flipped

3.3. Time consumption of the original AES vs modified AES

In the performance comparison of the modified and original algorithms, Table 4 demonstrates that
files of various sizes can effectively utilize the new algorithm. These percentages were calculated by taking
the difference between the original and modified times, dividing by the original time, and then multiplying by
100. The modified AES performs faster than the original AES, as shown in the encryption and decryption
time columns. The results indicate that the modified AES improved its encryption performance by 26.90%
and its decryption performance by 22.73%. This clearly shows that, despite enhanced security, the
algorithm's modifications also improved performance. Additionally, the observation indicates that as the file
size increases, the performance of the modified algorithm holds steady, demonstrating the potential to be
particularly effective for medium to larger files.

Table 4. Time consumption of conventional AES and modified AES

Size Original AES Modified AES
File type File information (MB) Encryption  Decryption  Encryption  Decryption
time (s) time (s) time (s) time (s)
Jtxt 1000000 characters 1 0.86 0.87 0.68 0.70
Jjpg 5072x6761 pixels 2.1 2.20 1.97 1.522 1.53
Jpg 5072x6761 pixels 5.3 5.15 5.16 3.57 3.64
.mp3 1:26 (min) 2 214 1.84 144 1.40
.mp3 3:37 (min) 5.2 5.37 4.78 3.54 3.52
.mp4 1280x720 resolution 30 (sec) 53 4.77 5.00 3.52 3.53
.mp4 1280x720 resolution 1:02 (min) 10.5 9.32 8.53 7.44 7.40
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Figure 5(a) visualizes the time consumption of the original AES algorithm for both encryption and
decryption across various file sizes and types, showing that as the file sizes increases, the time required for
these processes also increase. While effective, the original AES requires a significant amount of time to
process larger files, especially in complex formats like ‘.mp4’. Conversely, Figure 5(b) illustrates that the
modified AES algorithm consistently outperforms the original AES in terms of speed, showing lower
encryption and decryption times across all tested file sizes and types. The improved speed is particularly
notable with larger files, where the modified AES shows a significant reduction in processing time compared
to the original AES, making it more suitable for applications requiring faster data encryption and decryption.

COriginal AES Encryption & Decryption Time Bar Graph

10
. 0
c B
2
= 7
£ &
a
o 5
o
c| ¢
2 3
o
e I
]

. | i

1 2 3 4 E [ 7
Mumber of File Zamples
BEncryption Tirne (5] @ Decrgotian Time 5]
(@)
Modified AES Encryption & Descryption Time Bar Graph

i
| B
A
2
B 7
E 2
[a) 5
o
c| ¢
2 3
I
v}
5 | i

,  mm
1 2 3 4 E) [ 7

Mumber of File Samples

HEncryption Tire (5] @ Deoryation Time 5]

(b)

Figure 5. Comparison of encryption and decryption time performance; (a) original AES encryption and
decryption time bar graph and (b) modified AES (PBKC-RRAES) encryption and decryption time bar graph

3.4. Throughput

In the evaluation of throughput as presented in Figure 6, the performance of the modified AES
algorithm was compared to the standard AES algorithm. Figure 6(a) illustrates the direct throughput
comparison in MB/s, showing both encryption and decryption performance for original AES and modified
AES across all tested files. While the visual difference appears modest due to the scale, Figure 6(b) clearly
demonstrates the significant percentage improvements achieved, with encryption throughput improving by
39.48% and decryption throughput by 31.27%. This metric provides a clear indication of the enhanced
performance achieved through the modifications. Furthermore, the throughput of the modified AES is greater
than the original, highlighting its performance in handling encryption and decryption tasks more rapidly. This
improvement is particularly advantageous for applications requiring real-time data processing or handling
large volumes of data, as it significantly reduces the time and computational resources needed for
cryptographic operations. Additionally, the enhanced throughput suggests that the modified algorithm can
sustain high performance even under heavy loads, making it a robust solution for modern encryption needs.
Throughput was calculated by dividing the file size by the encryption or decryption time for each algorithm.
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The percentage difference was computed using the formula (Modified AES-AES/AES) multiplied by 100.
Calculating the improvement by Improvement (%)=[(Modified Throughput-Original Throughput)+Original
Throughput]x100.

Throughput (MB/s)
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Figure 6. Throughput performance analysis of PBKC-RRAES; (a) throughput comparison between original
AES and Modified AES (MB/s) and (b) percentage improvement in throughput for encryption and decryption
operations

3.5. Security features comparison

Table 5 presents a comprehensive comparison of security features between conventional AES and
the PBKC-RRAES algorithm. The analysis demonstrates that PBKC-RRAES achieves superior security
metrics while maintaining computational efficiency. Most notably, the algorithm exhibits a 15.4%
improvement in avalanche effect (54.214% vs ~47%), indicating enhanced diffusion properties. Despite
reducing rounds from 10 to 6, PBKC-RRAES maintains robust security through strategic enhancements
including byte substitution with permutation in the key schedule, dual round key operations (AddRoundKey
and ModAddRoundKey), and improved sensitivity to input changes (50.78-59.37% bit change). Furthermore,
the replacement of MixColumns' O(n?) complexity with bit permutation’s O(n) complexity significantly
reduces computational overhead while preserving cryptographic strength, validating the algorithm's dual
achievement of enhanced security and improved performance.

Table 5. Security features comparison between conventional AES and PBKC-RRAES

Security feature Conventional AES PBKC-RRAES Enhancement
1. Avalanche effect ~47% average 54.214% +15.4% improvement
2. Number of rounds 10 rounds 6 rounds Optimized with enhanced diffusion
3. Key schedule Standard expansion Byte substitution+permutation before Enhanced key-dependent
expansion transformations
4. Round key operations ~ AddRoundKey only  AddRoundKey+ModAddRoundKey Additional confusion layer
5. Sensitivity to input Standard Enhanced (50.78-59.37%-bit change) Higher unpredictability
6. Computational O(n"2) for O(n) for bit permutation Reduced complexity
complexity MixColumns
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3.6. Modified advanced encryption standard comparison

In Tables 6 and 7, we present a state-of-the-art comparison of the avalanche effect, throughput, and
encryption/decryption rates for different modified AES algorithms. Due to the unique experimental setup of
the study, direct comparisons with other works were not always feasible. Where data is unavailable or not
applicable, or not applicable with the same system requirements for the experiment [28], we have indicated
this. The presented values are normalized where possible to facilitate meaningful comparisons [29], and we
provide a critical discussion of these findings in the subsequent sections.

Table 6. Comparison of different AES algorithms

Algorithm Avalanche effect % Throughput %  Encryption rate %  Decryption rate % File sizes/type
PBKC-RRAES 54.21 43.07 26.90 (s) 22.73 (s) Mixed medium-to-large
RRPBAES 52.92 31.12 76.76 (ms) 55.46 (ms) Video files of large sizes
RRMAES 50.06 1.29 1.27 (ms) 1.21 (ms) Small mixed files

Table 7. Different modified AES algorithm test environments

Algorithm Test environments Notes
PBKC-RRAES Small, medium, and large Performs with enhanced security and medium-to-large files and all file types,
files (MB) emphasizing the benefits of its design for high-throughput scenarios.
RRPBAES [22] Medium and large files Performs better on video files which influences its encryption and decryption
(KB/MB) rates to be higher, especially with the unique data patterns of video content.
RRMAES [25] Small files (KB) Optimized for smaller files with faster processing speeds but tailored to different
data sizes.

The comparison of different modified AES algorithms reveals notable improvements in encryption
and decryption performance. PBKC-RRAES, with a throughput of 39.48%, shows enhanced encryption
speed, making it ideal for mixed medium-to-large files, while its encryption and decryption rates (26.90%
and 22.73%) highlight its efficiency in secure data processing while maintaining enhanced security in higher
level. RRPBAES excels in handling large video files, with an impressive 76.76% encryption rate and a
55.46% decryption rate, making it suitable for real-time applications. RRMAES, though having lower
throughput, is optimized for small files, offering secure processing tailored to smaller data sizes. The
avalanche effect across all algorithms indicates high sensitivity to input changes, ensuring robust security.
Each algorithm is best suited for specific file types and environments, reflecting a balance between speed and
security based on the intended use case. While efficiency is a relevant factor in evaluating algorithm
performance, it was not within the scope of this study, which focused specifically on assessing the speed of
encryption and decryption, as well as security enhancements. Future research will aim to address efficiency
considerations, providing a more comprehensive evaluation of these modified AES algorithms.

4. CONCLUSION

The PBKC-RRAES algorithm proposed in this study significantly enhances both security and
performance compared to the standard AES. By innovating within the standard AES framework, replacing
the MixColumns function with a bit permutation technique, incorporating additional AddRoundKey
operations between cipher states, adding byte substitution operations, and round constant additions in the key
schedule algorithm before key expansion, and reducing the rounds from 10 to 6, PBKC-RRAES achieves a
54.214% avalanche effect (exceeding the standard 50% threshold), 26.90% faster encryption, and 22.73%
faster decryption, with throughput improvements of 39.48% and 31.27% respectively. These modifications
not only strengthen cryptographic security but also eliminate computational bottlenecks, making the
algorithm a robust and efficient alternative for securing various data types and sizes.

The findings suggest that PBKC-RRAES can serve as a highly effective cryptographic solution,
particularly in applications requiring a balance of high security and performance. The improvements in both
security measures and processing speed underscore its suitability for real-time data encryption, cloud storage,
and other security-critical environments.

While PBKC-RRAES demonstrates significant improvements, certain limitations merit
consideration. The algorithm requires thorough validation against comprehensive cryptanalytic attacks
beyond the scope of this study. Hardware implementation optimization remains unexplored, particularly for
FPGA and ASIC deployments where the bit permutation operations could potentially achieve even greater
performance gains. Additionally, integration with existing cryptographic protocols and standards requires
further investigation to ensure seamless adoption in production systems.

Bulletin of Electr Eng & Inf, VVol. 14, No. 6, December 2025: 4565-4577



Bulletin of Electr Eng & Inf ISSN: 2302-9285 O 4575

Future research should address these limitations by focusing on precomputing permutation tables
and S-box values to expedite the encryption and decryption processes. Additionally, exploring parallelization
techniques, such as distributing bit permutation and key schedule operations across multiple processing
cores, could significantly enhance performance, especially in large-scale data encryption scenarios.
Hardware-specific implementations and formal security proofs would further validate PBKC-RRAES for
deployment in critical infrastructure. The demonstrated combination of enhanced security metrics and
substantial performance improvements positions PBKC-RRAES as a compelling evolution of AES for
next-generation cryptographic applications. As organizations face increasingly sophisticated threats while
demanding higher processing efficiency, PBKC-RRAES offers a practical solution that addresses both
requirements without compromise, potentially influencing future standardization efforts in symmetric key

cryptography.
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