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Single-user electronic ticketing systems face significant security challenges,
including fraud and counterfeiting. While blockchain has been explored for
electronic ticketing, existing solutions often remain centralized or focus
solely on event-based scenarios, not single-user tickets such as flight, train,
bus, big transport schemes, movie tickets, and vouchers. This paper presents
a decentralized single-user ticketing system to address this gap by utilizing
Ethereum's ERC-721 standard for smart contracts (SC). Transparency and
privacy are ensured through asymmetric encryption. Digital signatures
validate ticket authenticity, and an innovative ERC-721-based verification
process is applied. Leveraging Ethereum's ERC-721 Protocols, digital
signatures, and the interplanetary file system (IPFS) for decentralized
metadata storage, this paper addresses centralization, security, traceability,
and transparency concerns. The SC is integrated into a web application, and
empirical analysis based on blockchain metrics demonstrates its
performance. Results indicate that the system exhibits an efficient ticket
transaction completion time of 19.64 seconds and a mean ticket verification
time of 3.17 seconds. The outcome illustrates the efficiency of the system in
mitigating fraud, counterfeiting, and security risks in single-user electronic
ticketing systems.
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1. INTRODUCTION

Ticketing helps certain businesses manage and keep track of purchase requests, as tickets serve as
substantial proof that a purchase was requested and act as a binding agreement ensuring that a vendor will
provide the goods or service requested. Without it, the requested service would not be provided [1]. A major
drawback of the traditional ticketing architecture is its high dependency on paper for its functionality [2].
With the evolution of the internet, the computer, and web technologies, the traditional system of obtaining
conventional paper tickets is being replaced and gradually eliminated by an electronic approach. Electronic
tickets replace conventional paper tickets by allowing customers to purchase services over an electronic device
such as a telephone, personal computer (PC), or mobile device, eliminating the need to visit a ticket counter to
obtain a ticket [3]. The use of electronic tickets has increased rapidly over the years, significantly enhancing
ticketing management's effectiveness, and decreasing the cost of storing ticketing data compared to paper

Journal homepage: http://beei.org


https://creativecommons.org/licenses/by-sa/4.0/

Bulletin of Electr Eng & Inf ISSN: 2302-9285 O 3111

tickets [4], [5]. With the increasing popularity of online ticketing, there is a growing need for secure and
transparent systems that can handle a large humber of transactions. A major drawback of current electronic
ticketing systems that have been proposed and implemented is only the fact that they operate on a centralized
architecture. In centralized ticketing systems, a central entity responsible for storing, an intermediary that is
trusted, typically supplies processing and providing service; this makes centralized ticketing systems have
many challenges, such as lack of transparency, data security, privacy, and an auditable registry [6], [7].

Blockchain technology offers a solution by allowing for decentralized and autonomous systems that
eliminate the need for intermediaries [8]. Liu [4] expressed that a ticketing system should consider various
problems such as the authenticity of tickets, the traceability of tickets, privacy protection, system
transparency, and verification against ticket reuse. Blockchain is employed to address these challenges while
providing a decentralized architecture for ticketing. Blockchain is a distributed ledger with a decentralized
architecture that tracks the history of a digital asset; it utilizes a peer-to-peer linked structure to maintain an
immutable order of transactions, thereby mitigating the problem of double-spending [9]. The sole aim of
blockchain is to provide a secure and reliable system that utilizes cryptography to achieve proof of trust,
thereby eliminating the need for an intermediary and third party, such as payment gateways and financial
institutions, for its operation [10]. By inherent design, it is impossible to modify the data on the blockchain
[11]. Transactions are grouped in a constrained-sized structure called blocks; these blocks have the same
timestamp and are linked to each other chronologically by nodes of the network known as miners; thus, a
blockchain is created, each block holding the hash of the one before it; thus, the blockchain network contains
an auditable and profound registry of every transaction [12], [13].

Another emerging technology in the field of blockchain technology is intelligent contracts, also
known as smart contracts (SC), which work by automating contractual terms and clauses through triggers
created and configured in software [14]. SC work on a blockchain network, which enables contract
transactions to be permanently recorded in an immutable and transparent ecosystem [15]. Once an SC is
deployed onto the blockchain, its code is immutable due to its computational nature, as with the execution of
any software program, and the conditions stipulated by the contract's parties must be followed [16]. SC can
be created, deployed, maintained, and stored on a blockchain.

The Ethereum network is a blockchain network, a programmable ledger, and a comprehensive
virtual machine that can execute blockchain-specific software programs and, specifically, SC [17]. The
Ethereum blockchain has a Turing-complete computer integrated with it; this enables software programs to
be uploaded to the blockchain and run on the nodes that make up the peer-to-peer network [18]. SC can
theoretically carry out any computational and logical task that can be carried out by standard programs, but
because of the decentralized nature of the blockchain and the consensus protocol and standards employed by
Ethereum, certain specifications must be followed, which leads to SCs displaying unique features and
characteristics that are not seen in conventional software development [19].

This work employs blockchain technology to develop a system that can track and automate the sales
and verification of electronic tickets without a trusted intermediary, making it function in a decentralized
manner. The Ethereum virtual machine (EVM) will be used to deploy the SC that will govern the issuance of
tokens and tickets and the verification of the tickets on the blockchain network. ERC-721 protocol is
employed to issue electronic tickets as non-fungible tokens on the blockchain network, which ensures that the
tickets issued by the system are secure, unforgeable, and unalterable. The interplanetary file system (IPFS)
[20] is used as a decentralized storage solution for storing ticket information that would be queried during
verification. By utilizing blockchain technology, a fully decentralized electronic ticketing system that is
secure, transparent, and immutable is realized.

2. RELATED WORKS

Several research works have been undertaken on using blockchain technology as a solution to
decentralized payments and a few focused on ticketing systems. Garcia-Alfaro et al. [21] developed a secure
event ticketing system using a permissioned blockchain framework to address double selling, counterfeit
tickets, unauthorized resales, and trust issues among organizers. Event planners controlled the network nodes,
and all transactions were recorded and processed using Hyperledger Fabric, ensuring data transparency. This
system allowed all nodes to observe and monitor the financial distribution process for events.

According to Elsden et al. [22], the Aventus team presented a white paper in 2018, introducing a
platform that offers ticketing services at the protocol level on the public blockchain. Similarly, in 2017, the
GUTS team introduced a comparable approach. Both systems utilized Ethereum's public blockchain to store
and handle ticketing data and transactions, ensuring transparency within the system. Both the Aventus and
GUTS solutions share several similarities. To protect the privacy of data stored on the public blockchain,
both solutions employed asymmetric encryption techniques. This involved generating a key pair and using
the public key to encrypt the private information, ensuring the confidentiality of sensitive data.
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Cha et al. [23] introduced an event ticketing system using a public blockchain with a focus on data
privacy, employing the non-interactive zero-knowledge proof (NIZK) technique. This method verifies
consumer identities without compromising privacy or enabling surveillance. Consumers use unique key pairs
with public keys for identity establishment. Instead of directly submitting public keys, consumers generate
parameters based on their public keys for validation. These parameters vary each time, ensuring privacy and
preventing the system from tracing past ticket purchases.

Preece and Easton [3] proposed a ticketing model using Hyperledger Fabric for decentralized data
sharing among organizations. This private blockchain framework features a governing organization with
administrative privileges, a certificate authority for assigning digital identities, and a node for ordering
transactions. Sub-networks, or channels, are created for participating sub-organizations, each with its own
ledgers and SC. Passengers receive digital identities via SC and can only purchase tickets with these
identities. Ticket purchases are initiated through a user interface, verified by SC, and recorded on the
vendor's ledger. A SC-based application validates tickets at admission.

Lin et al. [24] introduced a mobile ticketing system using SC and multi-signature functionality for
secure payments and ticket verification. Tickets are generated as QR codes displayed in a mobile app, with each
QR code signed digitally twice: first by the event organizer for authenticity and second by the customer at entry
to prevent theft. A SC with digital signatures from both the event host and ticketing company ensures the
integrity of the sales process. The system utilizes the EOSIO permissioned blockchain to execute ticketing SC.

A blockchain-based ticketing system using a private Hyperledger Fabric blockchain was introduced
by [25] to create a direct contractual framework between event organizers and consumers, preventing agents
from using macros to buy large quantities of tickets. This system restricts access to authorized users and
conducts all transactions within the network, ensuring strict transaction control and minimizing the risk of
excessive ticket orders. Liu [4] proposed a hybrid event ticketing solution using a public blockchain and
private blockchain to implement his model. Thus, it focused on event tickets and did not consider single-user
type tickets. The ticketing model was designed to mitigate the problem of inefficiency, security and privacy
of data, transparency, and ticket scalping.

Niya et al. [26] proposed a decentralized ticketing management platform called DeTi using
blockchain technology through SC to offer a dedicated service management functionality for event tickets
and regulating the aftermarket. DeTi was implemented on the EVM using a SC to automate and validate the
ticket life cycle from purchase to usage. Aldweesh [27] proposed a blockchain system that focuses on
verifying E-ticket transmission between parties, with each entity having an Ethereum address and interacting
with the blockchain, SC, and sometimes IPFS for storing large data. Initially, all parties sign an agreement
stored on IPFS, while the blockchain stores only metadata to save space and cost. The process involves ticket
issuers notifying advertisers of events, advertisers announcing events and terms via SC, and buyers
requesting tickets and providing deposits. SC generate digital currencies for secure ticket downloads from
advertisers, and buyers confirm downloads to complete transactions and release payments. In case of
disputes, auditors verify transactions and decide on refunds. This system, using SC developed in Solidity and
tested on Remix IDE, ensures secure and transparent ticket transactions, maintaining trust among all parties.

These studies offer insights into various methodological approaches for designing decentralized
electronic ticketing systems using blockchain technology, each addressing specific system concerns.
However, existing technologies like [4] which employ a private blockchain, present drawbacks due to their
semi-decentralized architecture. This configuration risks compromising data integrity and consumer trust, as
certain participants lack visibility into the private blockchain's operations. While [26] the DeTi platform
focuses on decentralized ticket management on a public blockchain, it is limited to event tickets and not
suitable for single-user ticket types. Research by Liu [4] offers a decentralized solution but still stores some
data on a private blockchain, leading to some degree of centralization and limited throughput.

3. METHOD

The proposed system in this paper is fully decentralized and does not require a trusted intermediary
for the issuance, securing, storing, and verification of tickets. Figure 1 illustrates the overall framework of the
proposed model. It consists of the consumer client, the ticketing SC deployed on the EVM, the IPFS utilized
for storing metadata, the ticket verification system, and an administrative back-end user interface designed
for data management and analysis. The consumer client is a decentralized web application with a responsive
interface that would enable participants to interact the Ethereum blockchain network, track their token
balance, request ticket purchases while maintaining ticket authenticity, and also track the history of
purchased tickets. The consumer client will not store any data but act as an interface for participants to
interact and exchange data with the SC uploaded to the EVM.
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Figure 1. Overall architecture of the proposed system

The ticketing system's Web Service is intended to serve as an interface for processing communications
between its many parts. Private data won't be processed by the Web Service directly. Before any data is
uploaded to the Web Service, it will be encrypted as a ciphertext. The SC will be deployed on the EVM, which
would make up the ticketing system. The ticketing SC would accept digital tokens and issue a non-fungible
instance of the electronic ticket using asymmetric encryption, SHA-256 encryption, and ERC-721 techniques.

To address the privacy concern and data protection, the IPFS will be used in this work as a
decentralized storage solution, thereby making the system fully decentralized. The ticket verification system
is designed to scan the QR code presented at the point of admittance and decode the encrypted data which
will be used to verify the authenticity of the ticket. The ticket verification system will be able to interact with
the ticketing SC to validate a ticket by verifying if the encrypted SHA-256 data decoded from the QR code
presented at the point of admittance was generated by the ticketing contract since the blockchain network is a
distributed ledger that contains an immutable record of all ticket transactions. The function of the verification
system is to check if the decoded information was generated by the ticketing contract on the basis that all
transactions signed to the SC are recorded on the blockchain network since the most reliable way to verify if
a transaction is absent is to be aware of every transaction. An administrative user interface would be designed
that would be able to give an error message if the decoded transaction information is not recorded on the
blockchain network and a success message if the transaction is a valid one.

The SC would have to implement the ERC-721 standard, which allows for creating multiple classes
of tokens within the same SC. It would have a function that accepts ether tokens as payment and encrypts the
transaction hash to the customers’ public key resulting to a unique hash digest that represents a non-fungible
instance of the ticket. This non-fungible token is indexed on the SC which represents the token ID.

The SC deployment can be summarized in the highlighted sequence:

a. Create an ERC-721 SC on the Ethereum blockchain that manages ticket sales and distribution. ERC-721
SC standard allows for unique and non-fungible tokens, which is perfect for single-user type tickets.

b. Ticket information, such as ticket type, validity period, amount, and the owner of the ticket, which makes
up the identity proof, will be uploaded to the IPFS.

c. To purchase a ticket, the user interacts with the SC, transfers ERC-20 tokens to the contract address, and
specifies the type of ticket they want to purchase.

d. The SC mints a unique token that represents the ticket, assigns the token to the user's Ethereum address
and also stores the ticket information on IPFS, and associates it with the unique token ID.

e. The SC returns a QR code, which encodes the IPFS hash and the unique token ID, to the user.

f. When the user wants to access the service or product, they present the QR code to the service provider,
who scans the code and retrieves the ticket information from IPFS.

g. Upon verification of the ticket's authenticity, validity is checked by the service provider, who can then
grant the user access to the service or product.

h. Once the user has used the ticket, the SC will mark the token as "used" and it cannot be used again.

IPFS library is used to upload the encrypted hash to the IPFS network. The SC would have to keep
the mapping of each minted token to the IPFS address where the ticket was uploaded. The SC would also
implement a transfer function that allows transferring the ownership of the minted token.
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From the sequence diagram, as shown in Figure 2, the ticketing organization represents the ticket
issuer and is a major participant in the system. The ticket issuer deploys the SC on the EVM. With the help of
suitable web technologies, the SC is integrated with the consumer client. The user sends a purchase request
via the consumer client; the purchase request contains the ticket type, amount, and validity period encrypted
as cypher text to ensure data privacy and security. The request triggers the SC, the ticket is generated and the
ticket ID is encrypted to the public key of the buyer as the owner. The corresponding ticket evidence
information is uploaded to the IPFS, and the consumer client displays a QR string containing the
corresponding hash of the metadata. The ticket owner has to authorize the ticket to be able to be spent before
it can be marked as used by the back-end administrative client. At the point of admittance, the administrative
back end decrypts the ticket evidence information and checks if the ticket ID is valid, has not expired, and
has been authorized to be spent by the owner. The administrator can go ahead and mark the ticket as used if
these three conditions are met. The administrative back end is also called a read function that listens to all
events that occur on the SC and can be used for audit purposes.
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Figure 2. Sequence diagram of the proposed ticketing system
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Various functions that make up the ticketing SC can be classified as either read or write
functions [28]. Read functions are used to request or query data and information about certain variables based
on the current state of the EVM write functions on the other hand are functions that can change the state of
certain variables and parameters stored on a blockchain. For a participant on the blockchain to be able to send
a transaction that alters the state of the EVM they have to satisfy certain cryptographic conditions and
verification mechanisms based on elliptic curve cryptography (ECC). Table 1 shows the classification of all
functions featured in the SC.

Table 1. Classification of SC functions

Function Functionality Read  Write
mint () Used to create and mint new tickets v
confirmTicketUse ()  Used by the ticket owner to authorize the use of the ticket by the administrative client v
useTicket () Can only be called by the owner/deplorer of the contract and is used to mark the ticket as v
used at the point of admittance
getUsedTickets () Returns an array of ticket ids that have been marked as used by the system v
getBalance () Returns the balance of the contract v
withdraw () Used by the admin to withdraw to the balance of the SC. v
getTicket () Used to get the details of a ticket by its ID v

4. RESULTS AND DISCUSSION

The obtained results regarding the development of the ticketing system presented in this paper are
discussed in this section. The approach presented in this paper clearly shows that the SC on the EVM is the
spine of the ticketing system. A detailed empirical analysis of the entire framework is presented, providing
insights into information regarding its effectiveness at tracking and automating ticket sales, security,
reliability, and traceability of ticket information while ensuring consumer data is private and secure.

4.1. Performance evaluation

The performance of the SC was evaluated using two major metrics:

— The mean ticket purchase request completion time — which is the average time duration it takes to
complete ticket evidence generation from the initiation of the purchase request and

— The mean ticket verification time — which is the average time it takes to verify a ticket presented at the
point of admittance and mark it as used [4].

Figure 3 clearly shows the mean and median ticket purchase transaction completion time. A ticket
purchase request completion time was mainly the benchmark for evaluation since it measures the speed and
efficiency at which ticketing transactions may be executed. A series of ticket purchase requests were
simulated on the SC to test the system’s ability to handle large volumes of ticket purchases and transfers, as
well as its resilience to network congestion and other common issues. As can be seen in Figure 3(a) the
completion time of a purchase request increases with the scale of purchase requests. The mean and median
completion time for ticket purchase for a volume of 5,000 tickets is 24.84 seconds and 25.82 seconds
respectively.

The administrative client was also investigated to evaluate the performance and efficiency of ticket
verification, validation, and admittance. The average verification completion and the average time it takes to
authenticate ticket evidence information presented at the point of admittance were used as a metric for
evaluating the administrative client. We experimented to determine the average transaction completion time
of a ticket verification, a reduced timeframe for transaction completion would indicate a model with
capabilities of processing a higher number of transactions. As clearly seen on Figure 3(b) the mean and
median completion time for ticket verification for a volume of 5,000 tickets is 3.91 seconds and 3.66 seconds
respectively.

4.2. Security analysis

The EVM and the various cryptographic approaches utilized in this study contribute largely to the
overall security of the model. lllegal transactions will not be appended to the blockchain network until at
least 50% of all nodes respond honestly. Due to the ECDSA techniques and ERC721 standards for
developing SCs’, the model can operate as intended. Users are identified by their public/private key pair.
Only a user's private key can be used to decrypt encrypted ticket information of that particular user and also
authorize write operations (such as authorizing the ticket to be marked as used by the administrative client)
using a digital signature algorithm (DSA). This means a malicious actor cannot access ticket data, or
purchase tickets unless they gain access to the user's private key. The system incorporates cryptography to
mitigate the risks of man-in-the-middle (MITM) attacks and replay attacks. Unauthorized individuals lacking
the authorized private key are unable to forge a signature by substituting an alternative public key in place of
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the authorized ticket owner's key. Hence, only the legal owner of a ticket can authorize the ticket to be

marked as used by an administrator at the point of admittance.
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Figure 3. Completion time for; (a) ticket purchase request and (b) ticket verification

4.3. Integrity and reliability

Due to the nature of SC, once an SC is deployed to the blockchain network its code is immutable and
resides on the blockchain forever. Although a destruct function can be used to deactivate the SC and render its
code inoperable. The code stays on the blockchain immutably. This ensures that the code cannot be altered by
the deplorer thereby increasing the integrity of the model and customers can trust the system to always function
as it should. Integrity is a vital component that ensures data is not altered. Immutable transaction logs give
participants to trace and locate a particular event. The architecture of blockchain ensures the authenticity of
every message exchanged between participants and the immutable log of events that are produced.
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4.4. Trust

The need for trust is eliminated as the whole ticketing process is automated by lines of code that
cannot be changed. The security measures that are blockchain built-in, apply to the system. Trust,
transparency, immutability, traceability, integrity, and decentralization are all incorporated and apply to the
system directly. Only authorized participants can interact with the model and call specific actions since the
proposed model manages authentication and access control through cryptographically signed and time-
stamped messages.

4.5. Privacy

The EVM public blockchain architecture ensures a consumer’s true identity remains undisclosed to
the public, which allows users to purchase tickets without revealing any personal data by utilizing a
public/private key pair to authenticate transactions and prove ownership of data on the blockchain.

4.6. Benchmark with existing results

Although similar works utilize blockchain technology, albeit with different variations, to enhance
security, transparency, and immutability. However, the main point of differentiation lies in the type of
blockchain employed, which indicates that other related works are still in the conceptual or developmental
phase. Additionally, only [26] provides a consumer client for evaluation, limiting the scope for direct
comparison in terms of user experience.

The proposed ticketing model was evaluated against five similar works. Liu [4] utilized a public and
private blockchain, while three employed a private blockchain. Although the systems utilized blockchain
technology to address a targeted problem, they still function in a centralized manner. It is crucial to
emphasize that only [26] deployed their system, and provided a consumer client for evaluating various key
aspects, including transaction time, throughput, and overall efficiency, although their work did not highlight
that. Out of the five similar works, only [26] successfully deployed their ticketing system. The proposed
ticketing model in this research work boasts a mean transaction completion time of 19.64 seconds. This
performance metric is considerably faster compared to the other works, which were not explicitly mentioned.
The improved transaction time is likely attributed to various factors such as optimized SC execution, efficient
consensus mechanisms, and the type of blockchain environment in which the model was deployed. In terms
of throughput, the proposed ticketing model demonstrates superior performance with a throughput of 20,000
transactions per second (TPS). This outperforms [4], which reported a comparably lower throughput of 14
transactions per minute (TPM). The higher throughput of the proposed model can be attributed to its
optimized system design, efficient block validation of the EVM, and potentially the DSA utilized in this
research work.

Table 2 clearly illustrates a summary of the comparative analysis conducted in this section; We
evaluated the proposed ticketing model against five similar works that function in a centralized manner.
While two of the works used a public blockchain and three employed a private blockchain, all systems aimed
to enhance security and transparency through the employment of blockchain technology. Notably, the
proposed ticketing model demonstrated a significantly faster mean transaction time of 19.64 seconds and a
higher throughput of 20,000 TPS compared to the reported 14 TPM by [4].

Table 2. Benchmark with existing results

Work Public  Private Consumer- trarﬁ:i?ion Mean ticket
d block-  block- Targeted problem application  Throughput - verification
one ] . - completion -
chain chain interface time time
[23] No Yes Ticket privacy preservation No No No No
[24] No Yes Event ticketing No No No No
[25] No Yes Macro event ticket booking Yes No No No
[4] Yes Yes Event ticketing scalping No 14 TPM No No
[26] Yes No Event ticket scalping No No No No
Proposed Yes No Fully decentralized single-user Yes 20,000 TPS  19.64 seconds 3.17
system ticketing  (ticket traceability, seconds

security, privacy and authenticity)

5. CONCLUSION

This paper presented a fully decentralized software system for issuing and verifying single-user type
tickets using blockchain technology. To mitigate the problem of trust, decentralization, traceability, and
security, this paper introduces an electronic ticketing approach using cryptographic algorithms implemented
with blockchain technology, the ERC721 standard for SC, and IPFS Technology. The sales, tracking, and
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automating transactions are handled and governed by the SC on the EVM. The security and integrity of the
system are ensured using ECC, SHA, and DSA to generate ticket evidence.
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