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and retail industries. Even though the act derives benefits for companies, it may
end up in certain privacy threats, such as sensitive personal preferences disclosure.
Therefore, the data owner should take measures to minimize the threats. Data
anonymization is one of the solutions that has been suggested to address the issue.
However, there are still underlying problems, specifically in diminishing the
amount of information loss and item loss, as well as maintaining data properties
of the anonymized dataset. This paper proposes a unique data anonymization
scheme called COMATS. It adopts the brood parasitism behavior of cuckoo
birds in laying their eggs into host nests. The scheme incorporates item insertion
technique and item suppression technique. The robustness of the proposed
scheme lies in its strategy for selecting suppressed items and determining the
inserted items. To ensure its efficacy, the proposed method is evaluated in several
experiments. The experimental results suggest that the COMATS can guarantee
privacy protection by reducing the probability of a successful attack. Additionally,
it can also reduce the number of item losses and preserve better data utility in
comparison to existing data anonymization schemes.
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1. INTRODUCTION

E-commerce and retail companies are actively accumulating the data of their customers from keyword
searches, visited products, and transaction records. In some specific events the generated data from the e-
commerce system can reach more than 490,000 sales transactions in a second [[1]. Therefore, the gathered
data is then saved to a database in Terabyte size [2]. Nowadays, Society 5.0 encourages companies to work
collaboratively with other institutions to analyze their data [3]], including transaction databases. The transaction
databases offer numerous advantages for business institutions when the companies can conduct data analysis
through data mining and big data technology as well as machine learning for marketing purposes [4].
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Various data analysis tasks can be performed from the transaction data such as personalized item
recommendation [5]], observing consumption habits [6]], and influencing the customer in shopping behavior [7].
Even though such activity is becoming more recognized, the lack of awareness of data owners to privacy issues
may end up in severe privacy violations which may also impact a certain financial condition of the customers.
Moreover, the high number use of payment tools such as credit cards is prone to be targeted by attackers to
hijack sensitive information and commit fraudulent actions. Therefore, due to its importance, privacy issues are
enforced by laws and formal regulations such as the General Data Protection Regulation (GDPR), The Electronic
Communications Privacy Act (ECPA), The Children’s Online Privacy Protection Rule (COPPA), and other laws
for specific types of data.

Discerning the fact that sharing transaction databases may bring some concealed threats i.e., exposing
sensitive personal preferences, data owners should take measures to safeguard the customer’s privacy. Sensitive
personal preference in transaction data context refers to a set of purchased items that allows the data analyst to
infer the sensitive personal preference of a specific customer. Preserving sensitive preferences is essential to
avoid users getting product promotion email spam and phishing. To illustrate the usefulness of hiding personal
preferences we provide the following example. Referring to Table |1} Bane has several items in his shopping cart,
among these items there is a set of items that can be used to infer his personal preference. Let us consider Bane
has transaction t3, he bought {beer, wine, whiskey, chips, popcorn} with the IID {25, 46, 57,110, 112}, the
transaction data clearly show that most of the products in Bane’s transaction can be categorized as alcoholic
drinks and snacks.

Table 1. Illustration of transaction database D

Tid Cname 1ID

t1 John 1,2,3,8,10

to Jane 12,17,18,100
ts Bane 25,46,57,110,112
tq Martini 22,23,28,49

ts Aston 11,31,52,93,110
te Felix 4,6,7,9,10,12

tr Nitani 11,31,52,8,101
ts Marlin 1,16,46,72,99
tg Ben 55,102
tio  Doet 13,31

Thus, if the database is shared transparently, malignant data recipients may perform some data analysis
to deduce sensitive information such as the private preference of any individual in D. Data anonymization
can be an effective action to unfold the privacy issues in data publishing or sharing. Since the last decades,
several data anonymization schemes that follow either generalization or suppression techniques have been
suggested to ensure privacy preservation in transaction data publishing [8[]-[[11]]. The generalization technique
refers to reconstructing specific values in a dataset to another less specific value while semantically consistent.
Meanwhile, suppression aims to remove specific values such that the values cannot be observed from the dataset.
The existing data anonymization methods have been tested and the results show that the methods successfully
achieve the goals. Employing generalization methods to satisfy the k-anonymity in transaction dataset results
in excessive information loss [8]], [12]. In addition, it may also fail to hide customer personal preference due
to the specific items only changing to their general value, allowing irresponsible data recipients to picture the
customer’s personal preference [[13]]. Therefore, the item suppression-based method is a more realistic solution
to achieve the goal than the generalization-based method.

Considering the trade-off between privacy and data utility, each method has its benefits and drawbacks.
Therefore, balancing the trade-off between those two remains a challenge in designing the data anonymization
method. Depending on the application, the trade-off can be set by the database owner. For example, if the
application is for strict security measures the the security and privacy protection level is set to maximum,
resulting in significantly low data utility. To realize this, a data anonymization algorithm that combines item
suppression and item insertion strategy is proposed. The proposed method follows the brood parasitism behavior
of cuckoo birds (Cucunus canorus) in nesting their eggs. The cuckoo bird is one of the invasive birds that lay
eggs in other birds’ nests for reproduction [[14]. To successfully breed, the cuckoo birds sometimes remove
several eggs of the other host birds that already exist in the nest and deposit their eggs on it [15]. The cuckoo
bird has interesting behavior in selecting a targeted nest and determining which eggs should be removed from
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the nest of the host bird. Figure|[T]illustrates a cuckoo bird selecting a host nest. Therefore, we adopt its behavior
in nesting for the item selection and removal process of our proposed method.

Inactive ne:

Figure 1. The illustration of cuckoo bird for nest selection

2.  RELATED WORK

An early work in data anonymization has been suggested in [[16] namely k-anonymity. The work
aims to prevent personal identity leakage in a released micro-dataset. Most of the existing studies on privacy
protection data are implemented in micro-dataset. The microdata table is composed of some attributes such as
identity attribute (IA), quasi-identifier attribute (QA), and sensitive attribute (SA). A table is said to be safe to
release if it satisfies the k-anonymity principle, i.e., when at least k-1 existing records have the same values in
the data table.

The existing data anonymization schemes are mainly based on generalization or suppression techniques.
These techniques have successfully boosted privacy protection in microdata release [17], [18]. The essential
concept of the data generalization strategy is semantically altering a genuine value of the QA to its general value
for instance, a specific profession is altered with its profession category (programmer—IT Employee—Tech
professional). On the other hand, the suppression approach attempts to discard specific SA values in the data
table to make it undiscovered.

Adopting a generalization-based data anonymization method can successfully guarantee privacy protec-
tion in the data release and it provides flexibility in data anonymization [[19]]. Unfortunately, the generalization-
based methods could result in overmuch item loss when applied to transaction datasets [20]. The drawback
exists since items in a data record are transformed into their general category even though these items are distinct
from each other. As an illustration, for example, there are several items like Milk, Cheese, Y ogurt that exist
in a record, when the generalization method is employed the items are changed to Dairy. The term item loss
refers to the number of items that disappear and cannot be observed from the database D. Furthermore, as the
number of item losses increases, the data utility of the D decreases.

A different approach to solving both issues has also been proposed in [21]. The method is called
p-uncertainty which employs a partial suppression technique. The method adopts a heuristic solution that can
maintain the distribution of data as well as preserve important item correlations in the database. Unfortunately,
the scheme is specifically intended to preserve sensitive information in association rule mining and therefore
may not apply to various data analyses. A recent interesting idea has been proposed in [22] as a solution to
anonymize transaction data, the method is called ¢p-suppression. The scheme also follows the suppression
method by determining two parameters £ and p to limit the number of suppressed items, as a result, it can
successfully minimize the number of item loss and data utility loss.

Instead of applying generalization or suppression technique, a swapping strategy is proposed in [23].
Applying the method can guarantee to cover the personal tendency or preference of the data subject. Moreover,
the method does not evict or insert items into the transaction databases, thus, the item loss can be maintained.
Regardless of its advantages, the method changes the structure of items that compose the swapped transaction
records. Consequently, item correlation among them cannot be maintained and it leads to some degree of
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information accuracy. A notion of considering items that have a certain sensitivity level is proposed in [23]].
The proposed method differentiates items based on their sensitivity level and performs a clustering strategy
to generate an anonymized database. A noise addition strategy that adopts the differential privacy concept is
introduced in [24]]. The technique is specifically constructed to preserve privacy for frequent item mining tasks
using local differential privacy. While privacy protection in machine learning mainly focuses on the model
privacy protection from unauthorized modification [25]. Designing a data anonymization algorithm that fits all
various types of databases is nearly impossible since each database has different characteristics and properties.
Therefore, there is no one-fits-all algorithm to anonymize database [26].

Despite the various methods that have been proposed for anonymizing transaction datasets, the issues
of minimizing item loss and preserving data utility are still challenging. Thus, in this paper, a cuckoo-mimicking
behavior method for anonymizing transaction dataset COMATS is suggested. The proposed method adopts the
cuckoo bird behavior in the reproduction process where they lay their egg and expel the host bird’s egg from the
host nest. The investigation in [27] found that cuckoo birds are more likely to lay their eggs in an active nest
where the host egg has almost similar pattern and size to its egg. Further investigation in [28] found that cuckoo
birds prefer to settle their eggs in a nest that contains the minimum number of eggs. The bird selects the eggs
that have similarities with their own such as color, size, and pattern. In this paper, we consider the active nest
as the transaction record containing sensitive items that should be anonymized. The COMATS not only can
hide sensitive personal preferences in transaction datasets but also does not induce significant item loss and data
utility loss.

3. PRELIMINARIES AND PROBLEM STATEMENT
3.1. Transaction dataset

A collection of customer transaction data records is referred to as transaction dataset . The dataset is
constructed from a set of attributes such as transaction record identity 7'id, customer’s name or identity number
C'id, and a set of the purchased items, Pid. As portrayed in Table[l] the D, incorporates a set of transaction
record T" where T is a collection of distinct customer transaction records that are stored in D, thus T =
{t1,%2,1s,...,t,}. Each transaction record ¢, is a non-empty set of collection of items ¢ = {11,192, 13,...,%,}
from the global item 1.

3.2. Taxonomy item generalization

In real life, items are usually categorized under certain criteria or based on their similarity. Item
categorization brings some benefits such as for creating product catalogs and marketing purposes [29]. The item
category can be depicted in a taxonomy generalization graph. The graph shows the hierarchy of items from
the most general perspective to the most specific one. The illustration of the taxonomy generalization graph is
depicted in Figure[2]

House hold

Alcoholic drinks

Personal care

Popcorn

Figure 2. Taxonomy item categorization

Each item category G may have at least one item i, as its respective member. In addition, each item %,
only belongs to one category G; without any overlapping membership to another G;. For example, the item
beer is an item of alcoholic drinks only and it does not fit into another category. The number of G, where
G = {G1,Gs,...,G,} in a transaction dataset depends on the dataset owner in managing their items.
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3.3. Transaction record

A transaction record ¢, is composed of at least an item ¢, that belongs to specific G, where ¢ C G. In
other words, the ¢, contains a set of G;. Therefore, by observing the item ¢, € ¢, one can understand the items’
category that represents the preferences of the customer.

3.4. Sensitive item

The work in [30] suggested that the user or database owner can pre-define whether an item is sensitive
or non-sensitive. Therefore, the items I can be classified into two groups namely sensitive items [, and non-
sensitive items I,,5, thus I = I U I,,5. Each item 4, is only belong to either I or I,,5 and I; # I,,s. By holding
the transaction data one can easily investigate the customer’s preference due to the purchased items ID PI1D
being tied to a specific customer ID C'id. In practice, the C'id is sometimes omitted when the database goes to
other parties to avoid re-identification.

— Definition 1 (sensitive transaction): a transaction record ¢, is composed of items 7,. Each transaction record
t, which contains i, C I, is referred to as sensitive transaction ¢, and the collection of ¢, is denoted as Ts.
In contrast, ¢, that does not contain any %, is referred to as a non-sensitive transaction, Ty g.

— Definition 2 (sensitive preference): each customer has a particular personal preference that can be reflected in
their purchased product. Personal preference refers to a set of item categories from taxonomy generalization
G that exist in the sensitive transaction record ¢5. The personal preference is called a sensitive preference if
it is composed of a set of sensitive items %, from the same G. In real-world applications, given a customer
transaction database, processing items straightly is more functional than manipulating item categories in
various data analyses. Therefore, to hide the sensitive preference we define a weight of the category in which
its items exist in ¢, and denote it as wG. The wG represents the number of items belonging to G; that exist
in ¢4. In addition, one is said to have a sensitive preference if the number of 75 € G'; in his/her transaction
record is greater than the number of non-sensitive items i, of wG;. To illustrate this concept, recall an
example in the introduction section and inspect Figure 3] We can inspect that the wG of the alcoholic drink
category is higher since it contains three sensitive items, i.e., wG,q = 3 than that of the snack category
which has only two items WG spacr = 2.

| 8 | 58671012 |

e

G1 G2
wG1=3 wG2=2

Figure 3. Weight of categories in a transaction record

— Definition 3 (privacy definition): a data anonymization scheme is considered to successfully generate an
anonymized database D from D if it successfully and precisely removes sensitive items ¢, from ¢4 such that
the wG); of i in ¢, becomes lower than that of non-sensitive item. Once it is achieved, adversarial access for
observing the sensitive personal preference in the ¢, cannot be performed. In addition, the method should
also be able to insert as low as possible the number of non-sensitive items to the ¢, to reduce the number of
item losses and minimize data utility loss.

— Definition 4 (item loss, ItLoss): the data anonymization schemes always change the content in D. To
successfully hide the personal sensitive preference some items i, € D might be expelled from ¢;. The
removal process causes the reduction of the item frequency which is called item loss, It Loss. The ItLoss
quantifies the inequality between the number of items in the original dataset D and that of the anonymized D.
To avoid excessive item loss the data anonymization method should be able to control the removal process. It
is expected that the method results in a low value for It Loss, which suggests that the content of D is similar
to that of the D.

— Definition 5 (dNata utility loss, Ut Loss): as the items of D differ from its original D, the amount of information
contained in D is also lower than that of the D. Therefore, measuring the Ut Loss is necessary to evaluate
the performance of a data anonymization method in maintaining data utility. The lower the Ut Loss resulted
the better the performance of the algorithm.
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4. PROPOSED METHOD

The proposed method COMATS follows the brood parasitism behavior of the cuckoo bird and it
becomes the unique feature of COMATS in adopting two strategies at once i.e., item removal and item insertion.
The COMATS has five main steps, which are; i) reading and examining ¢, € D, ii) collecting the sensitive
transaction record ¢ to T, iii) computing the weight of wG to determine the weight of each category that exists
in tg, iv) selecting and removing ¢s € t,, and v) substituting the removed item with non-sensitive item %,,5.
The item removal aims to eliminate sensitive information while the item insertion acts to maintain data utility
and data properties. Calculating the weight of sensitive itemset is also another main feature of COMATS. The
weight represents the degree of sensitivity of itemset and it plays an important role in reducing item loss. The
framework of COMATS is presented in Figure [4]

== inCIUde >>
Appending tq > is
to Ts
Compute the
weight lisl € s

Original D

ltem selection
and suppression

Determining
substitute item

Anonymized
D

Figure 4. The COMATS framework

4.1. Reading and examining t, € D

The process of reading and examining ¢, € D can be performed in one scan. The method checks each
t, and determines whether the ¢, contains sensitive items %,. In this step, the database owner should provide
a set of sensitive items 4. If the scheme finds 75 € ¢, the ¢, is considered a sensitive transaction ¢, and will
be appended to T's otherwise to T s. Later on, only T’s is subjected to the data anonymization process. The
pseudo-code of the first and second steps can be inspected in Algorithm [I]

Algorithm 1: Reading and examining ¢,

Input: D, i
Result: Ts and Ty g
1 Scan D
2 Vtgin D
3 if t, contains i, then
4 ts < 1q
Append ¢, to T's
return T's
else

® N & W

Append ¢, to Ty g
9 return T’y g
10 end

4.2. Computing sensitive itemset weight wG € ¢

This step plays a critical role in our proposed method since it investigates whether a transaction has a
sensitive preference. The procedure works by inspecting categories G; in the ¢, and computing the wG of each
G; € ts. The wG ) represents the degree of sensitivity of itemset and it is determined by calculating the number
of items 4, that exist in ¢,. Prior to processing it, the database owner needs to provide a taxonomy generalization
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tree that contains a set of item categories G' and their respective items i,. The pseudo-code in Algorithm 2]
represents the weight computation.

Algorithm 2: Computing wG
Input: G, Ts
Result: wG;
Read T
th in TS
ifi; € G; then
wG j—‘r =1
return wG
end

A B W N =

4.3. Selecting and removing sensitive item

The cuckoo birds are likely to select a host nest with the least number of eggs. The proposed method
adopts their characteristic where it computes the item length of each sensitive transaction record ¢, |ts|. The ¢
which has the least item length Min|ts| becomes the priority for the data modification process. Finally, the ¢
is sorted according to its |t4| in ascending order, and select the one with Min|ts|. As it has been described in
section 2, the cuckoo bird selects the nest with the minimum number of eggs and randomly selects an egg in the
nest to be removed. However, adopting its behavior arbitrarily into the scheme may severely induce side effects
i.e., I[tLoss and UtLoss.

Therefore, determining s € ¢ as the candidate for the suppression process is crucial to thwart excessive
ItLoss and UtLoss. To minimize the ItLoss and Ut Loss the proposed scheme selects item %5 € ¢s which has
the highest frequency f among other i, in the ¢ as the candidate of suppressed item C'é ;. Intuitively, when the se-
lected 7, which has the highest frequency is removed from ¢, the reduction of occurrence frequency f of iy € D
does not result in the disappearance of the 75 € D. Therefore, it allows the 75 to remain observable in D for anal-
ysis. In a case there is more than one sensitive item i, having the same value f co-exists in ¢, the algorithm will
randomly select the one that has the highest item frequency. The detailed procedure is depicted in Algorithm[3].

Algorithm 3: Item selection for suppression and insertion
Imput: T, is € Ig, ins € Ins, G
Result: D
1Vig €Tg
2 compute and sort |¢,|
3 select Min|t,y| count the f of iy € D
4 select iy with the highest f
5 Cis — iy
6
7
8
9

if # of Cis > I then
select i € C'is randomly
remove i from ¢
else
10 | remove i, from ¢,
11 end
12 Vigs € Ing
13 ifG Di,s =G D i, then
14 count the f of i,,s € D
15 if f of ins ~ f of i5 then
16 | insert ip to £,
17 end
18 end

19 generate anonymized transaction records, Ts
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4.4. Selecting item insertion

Once the cuckoo bird removes an egg from the host’s nest, the following step is starting to lay its
egg. In this scheme, we consider the egg’s pattern as the category G of the items and its size as the item
frequency f. Therefore, to select an inserted item we consider finding non-sensitive items ,,; which have the
same category as the selected item i, € C'is since items from the same category have close similarity. Another
consideration to select the item for the insertion process is the item’s occurrence frequency f. The objective of
selecting i,,s which has similar f to item i5; € C'is is mainly to keep the item discoverable. In addition, it can
also avoid excessive data utility loss specifically when data recipients conduct data analysis using data mining
processes such as frequent itemset mining and association rule mining. In detail, the procedure of item insertion
is presented in Algorithm 3]

4.5. Combining Ty s and ’:F;

The final step of the COMATS is combining the set of modified sensitive transaction records with the
set of non-sensitive records. As has been depicted in Algorithm[4] the merging process straightforwardly reads
both Ty s and ﬁ and then saves it to an anonymized database D.

Algorithm 4: Combining Ty s and f;

Input: Ty, Yrg
Result: D
1 load TNS

zloadf;
3 25<—TNSUT§

5. EXPERIMENT RESULT

The experiment is carried out by utilizing an online retail dataset from the UCI machine learning
repository and a liquor dataset that has different properties. Both datasets are real-life data that are available
online and the detailed properties of the datasets are presented in Table[2] We involve several metrics to analyze
our proposed method’s performance. The computation is performed using the Google Cloud computing platform
with 2 vCPU and 13GB of RAM for evaluating the performance of the proposed method. The first metric is
related to privacy protection issues namely probability success attack Pr that is generated from query answering
[31]]. The second evaluation measures the data utility of an anonymized transaction database such as frequent
itemset mining F'/ and association rule mining AR [32]. Another evaluation metric that can be adopted is
dissimilarity, which reflects the amount of item loss. The metric measures the similarity of item frequency
between the items in the original data and that of the anonymized data. The last is the performance metric which
evaluates the computation cost of the algorithms [33]]. In comparison with other existing algorithms such as split
personality (SPLIT) [34], and direct anonymization (DIRECT) [335] is also conducted to evaluate the quality and
performance level of our proposed methods.

Table 2. Properties of D

Properties Datasets

Online retail ~ Liquor
# of distinct item 2,603 4,026
# of record 540,455 52,131
# of total items in D 2,363,344 410,619
Average record length 4 8

5.1. Probability success attack

The probability of successful attack metric adopts the query answering technique in [34]. Once the
data recipient obtains the anonymized dataset, they can conduct various analyses including linking sensitive
items to the individual. The probability of the data recipient linking an individual to his/her sensitive preference
is called the probability of a successful attack, Prs(X) where X indicates the dataset. In this experiment, we
assume an attacker has a set of itemset as his/her prior knowledge to conduct a linking attack to the databases.
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Since predicting exact attacker knowledge is nearly impossible [36]], we generate a set of itemset with a length
from 1 item to 4 items in the Online retail dataset and from 1 item to 5 items for the Liquor dataset. The
probability of a successful attack refers to the number of sensitive transactions ¢, that occur when data recipients
conduct a query using the sensitive itemset to the anonymized dataset D. Assume, the probability of an attacker
successfully compromlsmg the original D as Pr,D, where 0 < Pry(X) > 1, while the probability of a
successful attack in D is denoted as to PrsD In general, when an original database had been anonymized the
value of Pr; (D) < Pr4(D). Experiment results indicate that the proposed solution can significantly reduce
the probability of a successful attack in the D. Figure |5 I shows that the Pr,D is 0.143 after the COMATS is
executed the Pr(D) becomes 0.005, while that of the SPLIT is 0.125, and that of the Pr(D) from DIRECT is
0. In addition, all three methods can successfully reduce the Pr; (D) to 0, indicating that all of them work well
in the liquor dataset. These results imply that the proposed method achieves the modest value of the probability
of a successful attack in all datasets.

1.0

Bl Online retail
@3 Lquor

0.125

0.005 0 0 0 0
COMATS DIRECT SPLIT
Methods

0.0

Figure 5. Successful attack probability in D

5.2. Data utility metric
5.2.1. Item loss

Item loss examines the count of items that disappear from a database after the database has been
anonymized. To measure it, we adopt the concept of data dissimilarity Diss from [37]. The metric counts the
distinction between the data histogram in an original database and that of the anonymized database. The notation
fx(i) expresses the number of appearances of item ¢ in dataset . In (1) declares the calculation of Diss.

Diss(D, D D(i j 1
( )Z“ﬂ) ;f ; D(i) )

The value of Diss spans from 0-1, where the lower value indicates the closeness of frequency of item 7 between
the original database D and that in the anonymized database D.

Table 3| shows that the dissimilarity values resulting from COMATS are 0.025 and 0.085 for the Online
retail dataset and the Liquor dataset respectively. These values are lower compared to that of DIRECT for both
datasets with the values are 0.029 and 0.110. Meanwhile, SPLIT can achieve the lowest value of dissimilarity
since it does not remove or alter any item in the D.

Table 3. Data dissimilarity of D

Methods Datasets
Online retail ~ Liquor
COMATS  0.025 0.085
DIRECT  0.029 0.110
SPLIT 0.000 0.000

The experimental result as depicted in Figure[6|implies that the proposed method induces lower item
loss compared to that of the DIRECT. However, the SPLIT method has the best performance in minimizing item
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loss since it does not add or remove items from the dataset. These conditions are mainly due to the DIRECT
performing item eviction in the database to achieve an anonymized dataset. The strategy causes some items to
disappear from the dataset, affecting its similarity. Meanwhile, since the SPLIT does not remove or modify any
items, it allows all the items to remain observable in the dataset. Even so, our proposed method can successfully
reduce excessive item loss in the anonymized database and can be an alternative solution to tackle that issue.
The dissimilarity between an original dataset and the anonymized one for Online retail data can be observed in
Figures 7 to 9.

1.0 - 17500 Frequency of item in D
I Online retail —
== Liquor -- Frequency of item in D of COMATS

15000
0.8
o > 12500 }
z ]
5 06 3 10000
= o
£ L 7500
Bo4 £
a £ 5000
0.2
™ 2500
0.0 0.025 0.029 -:l o o 0 N
COMATS DIRECT SPLIT Item IDs
Methods
) o . Figure 7. Item frequency in original Liquor dataset D and
Figure 6. Dissimilarity value comparison that of D generated by COMAT
17500 Frequency of item in D 17500+ Frequency of item in D
Frequency of item in D of DIRECT Frequency of item in D of SPLIT

15000 150001
12500 12500
10000 10000+

7500 7500

Item Frequency
Item Frequency

5000 5000

2500 2500

Item IDs Item IDs

Figure 8. Item frequency in original liquor dataset D and ~ Figure 9. Item frequency in original liquor dataset D and
that of D generated by DIRECT that of D generated by SPLIT

In addition, as can be seen in Figures 10 to 12, the dissimilarity value of the Liquor dataset and its
anonymized one indicates the same pattern as that in the Online retail dataset. There are some differences
between item frequency in the original Liquor dataset and that of the anonymized version. COMATS and
DIRECT cause some changes in item frequency while SPLIT maintains item frequency in its anonymized dataset.
In this case, our proposed method has better performance compared to that of DIRECT. Unsurprisingly, since
the SPLIT does not remove or add any items to the database, the item frequency of the anonymized database D
generated by SPLIT has the same pattern as that of the original one.

5.2.2. Frequent itemset mining and association rule mining

Data utility points out the usability of a database for specific analysis. Logically, as a database is
anonymized, its utility experiences a decrease compared to that of the original one. The idea in [38] is adopted
in this paper, where the data utility indicates the ratio between an original database D and that of D. To evaluate
the data utility, one can compute the distant similarity value U(D, D) of frequent itemset mining results and
association rules mining results between an anonymized and the original database. The equation to calculate the
data utility is described in (2) and (3).

~  |FpnF;
U(D,D):7| p 0 Fp) 2)
|[Fp U Fp|
~ |ARDQAR5|
DD)= — =
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The Fp notation indicates the frequent itemset attained from the original database D while F'5 represents the

frequent itemset obtained from an anonymized database D. The higher the value of U(D, 5), the more data
utility is preserved.

40000 . 40000 B
Frequency of item in D Frequency of item in D
35000 -~ Frequency of item in D of COMATS 35000 Frequency of item in D of DIRECT
30000 30000
< 25000 < 25000

Item IDs Item IDs

Figure 10. Item frequency in original Online retail D and Figure 11. Item frequency in original Online retail D and that
that of D generated by COMAT of D generated by DIRECT

Frequency of item in D
35000 Frequency of item in D of SPLIT

Item IDs

Figure 12. Ttem frequency in original Online retail D and
that of D generated by SPLIT

The frequent itemset mining test is conducted in both the original database and the anonymized database.
To perform this test we need to determine a minimum support threshold value min.Sup to obtain a set of frequent
itemset from the databases. The term minSup refers to the percentage of minimum occurrence of itemset out of
all the records in the database. Since the items in the dataset are very sparse, we vary the value of minSup that
is relatively low i.e., 0.001%, 0.004%, and 0.007%.

Referring to Figure [I3] the proposed method consistently works in all conditions. The generated
anonymized database D from the COMATS results in relatively high similarity with around 0.9. Even though in
the Online retail dataset the DIRECT and SPLIT outperform the proposed method, and the similarity value is
lower than that of other methods, its discrepancy is not too significant. However, in another experiment with
the Liquor dataset, we obtain a slightly different result. As can be observed in Figure|14] the proposed method
only outperforms DIRECT and SPLIT when the support value is 0.007%. These results might be affected by
the assumption of the adversary prior knowledge since all the modified items are based on that knowledge. In
addition, these results occur due to the proposed method performing item substitution that changes the structure
of items that compose the transaction records in D. For example, originally the transaction record ¢3 contains
{5,6,7,10,12} however, after its being anonymized the items in ¢5 changes to {5,6,7,8,12} which generates a
difference itemsets.

Experiment to observe the association rule mining for further data utility investigation is also performed
using both datasets. The association rules mining evaluates the data utility that pictures item correlation in
a database. To perform the task we determine two parameters namely minimum support threshold minSup
and minimum confidence threshold minCon f. The value of minSupp is the same as that in frequent itemset
mining tasks, while the minCon f values are 0.02%, 0.05%, and 0.08%. Subsequently, the notations ARp and
ARz represent the set of rules in the original database and that in the anonymized database.

Bulletin of Electr Eng & Inf, Vol. 14, No. 4, August 2025: 3202-3217



Bulletin of Electr Eng & Inf ISSN: 2302-9285 a 3213

1.0

0.8

o
o

Similarity

o
IS

0.2

BT

0.001% 0.004% ] 0.007%

0.0

0.001% 0.007%
minSupp minSupp

Figure 13. Data utility of frequent itemset mining of theFigure 14. Data utility of frequent itemset mining of the
anonymized Online retail dataset anonymized Liquor dataset

The evaluation result on the Online retail dataset can be investigated in Figure[T3] It shows that the
data utility of the anonymized database generated from the proposed method COMATS achieves better results in
comparison to that of the SPLIT in any scenario. The similarity of the mining result in the Online retail dataset
from that of the COMATS is about 0.9, while the similarity result of that of SPLIT is only around 0.5. The
proposed method has a strategy to minimize the number of items collision which does not affect the number
of records in the database. In contrast, the S PLIT method generates new records in the database, resulting in
significant degradation of the mining results. Compared to the similarity generated by the DIRECT method, our
proposal has a slightly lower similarity with a difference of around 0.05. Meanwhile, the experiment using the
Liquor dataset indicates that the DIRECT outperforms our proposed method and SPLIT. Referring to Figure[16]
the COMATS only achieves 0.25 similarity while DIRECT and SPLIT obtain around 0.5 and 0.05 similarity
values respectively. These results are mainly caused by the item substitution process that changes the item
composition and item correlation of the transaction since both aspects greatly influence the association mining
results.
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0.8

EM %\ \ v Eos - -

minSupp and minConf minSupp and minConf

Figure 15. Data utility of association rule mining of theFigure 16. Data utility of association rule mining of the
anonymized Online retail dataset anonymized Liquor dataset

Overall, the proposed method works considerably acceptable to generate an anonymized database that can
protect sensitive information from linking attacks while maintaining data utility.

5.3. Computation cost

The performance evaluation related to the computational cost measures the computation resources
required in generating an anonymized dataset. The evaluation compares the cost of the proposed method with
that of the several existing algorithms. Table [] shows that the CPU system time taken by the COMATS is
similar to that of DIRECT. In addition, it is more than two times lower compared to that of the SPLIT. This
result is achieved since the COMATS performs weight computation only to the transaction records that contain
sensitive items. Moreover, by discriminating transactions that do not contain sensitive items the scanning process
can be minimized. In terms of memory usage, our proposed method takes the smallest amount of memory
usage compared to that of the others. Interestingly, COMATS also obtains the smallest memory increment in
completing the program execution. These results are achieved due to the COMATS performing item suppression
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only to the item i, that exists in T, not in the whole transaction record. Additionally, the method determines
substitute items that come from the item with the same category, as a result, the search space in finding the
substitution items becomes smaller, and finally, it can reduce the computation cost. Overall, the computational
cost efficiency of COMATS is at the top compared to that of DIRECT and SPLIT. We should also note that
since COMATS investigates items and its category, while at the same time, it also computes the weight of a
transaction record, it will require high computation resources as the number of items and its category as well as
the number of transactions grows.

Table 4. Computation cost
Method CPU time sys (ms)  Peak memory (MiB) = Memory increment (MiB)

COMATS 115 220.56 0.02
DIRECT 114 222.46 1.03
SPLIT 142 243.02 13.97

6. CONCLUSION

In this paper, a method for anonymizing transaction databases to prevent sensitive personal preferences
disclosure is proposed. The method namely COMATS mimics the behavior of a cuckoo bird in breeding
its offspring. It consists of five main steps to generate an anonymized database. The method performs item
substitution where it selects a non-sensitive item to substitute the sensitive item. Therefore, it allows the
protection of personal privacy, results in minimum item loss, and maintains data utility.

Experiment results suggest that the proposed method can significantly minimize the probability of a
successful attack in the anonymized database. The proposed method can also minimally reduce the number of
item losses compared to that of the DIRECT. Furthermore, it can also preserve more data utility for association
rule mining in comparison to the existing method, i.e., SPLIT. In terms of preserving data utility for frequent
itemset mining, our proposal has a slightly lower performance since it performs item substitution that leads to a
change in the item composition of the transaction records.

Evaluation of the computational cost also indicates that the proposed method can effectively utilize
computational resources compared to the other algorithms. It is suggested that considering an efficient procedure
in the algorithm to process a huge amount of transaction data is necessary. Overall, our proposed method
successfully increases the privacy protection level while maintaining data utility in an anonymized database.

Since the proposed method uses item substitution, the database owner should be very careful when
adopting the method for health-related databases or other relevant databases due to some data correlations may
change and result in inaccurate treatment.
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