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1. INTRODUCTION

It is well known that web usage is rapidly increasing from time to time, and many people share
public and personal information over the internet [1]. Through the network, massive amounts of datasets are
transmitted digitally either through wired or wireless communication. While information passes from device
to device, it is open for attackers to access in an unauthorized way. Thus, it requires security, as the data and
information are sensitive and must be transmitted continuously. One of the most important techniques that
can be very effective in securing confidential information is cryptography [2]-[4]. Cryptography can be
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defined in various ways. It is the sense of encrypting and decrypting data using codes, or cryptography is a
set of secure information and communication systems based on mathematical principles and algorithms. The
algorithms play a vital role in providing data security against unauthorized users [5].

Cryptography algorithms can be categorized into two, namely symmetric(private) and asymmetric
(public). Symmetric encryption and decryption require only one key, while asymmetric encryption and
decryption require two keys, and hashing involves a fixed-length message digest [6], [7]. Even though these
encryption standards are in use, denial of service attacks have become major security risks these days [8].
Data encryption standard (DES) is one of the symmetric encryption systems proposed by the National
Security Agency (NSA). This type of cryptosystem has a faster encryption speed and lower computing costs.
DES is still used as the main encryption core for two reasons: first, due to its complex algorithm structure,
and second, because it is used in different practical applications. It is also one of the certified encryption
standards and the safest technology [9]. However, how to strengthen the symmetric DES encryption system
is still a very important issue [10]. Since DES has a long history, many scholars have questioned its security
[11], [12]. The major questions include the insufficient length of DES and the insufficient resistance to brute-
force attacks [13].

DES is a symmetric key block cipher encryption algorithm that takes a 64-bit plaintext, a 56-bit key
(dropped parity bit), and produces a 64-bit ciphertext [14], [15]. In DES, splitting keys into two halves and
swapping them might throw up the same result if they have continuous 1s and 0s short block size of the keys,
and plain text. The primary challenge with DES lies in its fixed key schedule and predictable key shifting
operations, which can be exploited by attackers to compromise encrypted data. Numerous works have been
done in the enhancement of DES. For instance, [16], [17] had made efforts to enhance DES, focused on
improving its security by increasing the key length and strengthening the weak round function to resist
cryptographic attacks. However, these modifications still fall short of effectively countering brute force
attacks, are challenging to implement, and require significant memory and processing resources. To address
these limitations, we propose a novel enhanced key scheduling algorithm (KSA) for DES, aiming to increase
algorithmic complexity and better resist brute force attempts since the security of the DES algorithm is
directly affected by KSA [18]. Our approach is evaluated through rigorous testing, including frequency
analysis, hamming weight measurement, and bit difference evaluation, to assess key randomness, the
avalanche effect, and overall cryptographic strength. The results demonstrate that our enhanced KSA
outperforms the classical DES KSA across all tested criteria, indicating improved security and resilience to
unauthorized access. The remainder of this paper is organized as follows: section 2, the method that we
followed while doing this work. Section 3 details the results and discussion of this study. Finally, section 4
concludes the paper and outlines directions for future research.

2. METHOD

In the proposed methodology, we introduce a novel transformation that incorporates a systematic
approach to key manipulation through either left or right shifting. The direction of this shift is determined by
the most significant bit (MSB) of the round key, which serves as a critical determinant in our encryption
process. This transformation is further enhanced by a mixing operation designed to increase the diffusion of
the key material, thus improving the overall security of the encryption algorithm. In addition to the shifting
and mixing operations, we also implement up to three-bit shifting operations on the 56-bit keys. This multi-
faceted approach allows for a more complex interplay between the bits of the key, thereby increasing the
difficulty for potential attackers to reverse-engineer the encryption process. To ensure the robustness and
reliability of our methodology, we conduct a thorough comparison of the bits generated by the round key at
each stage of the transformation. This meticulous examination not only validates the correctness of our
implementation but also provides insights into the behavior of the key under various conditions.

2.1. The proposed key divider of 56 bits- the bit key for enhancing the key schedule

In the classical DES encryption algorithm, the 56-bit key is divided into two halves, each containing
28 bits. These halves are designated for left and right shifts during the key scheduling process. This
traditional approach has been effective; however, it limits the complexity and variability of the generated
round keys. By maintaining only two halves, the key schedule can become predictable, which may
compromise security in certain applications.

In our enhanced KSA, we come up with a novel method by splitting the key into four sub-keys, each
14 bits in length. This modification not only increases the number of possible combinations but also adds an
extra layer of complexity to the generation of round keys, illustrated in Figure 1. By diversifying the key
structure, we aim to improve the overall security of the encryption process, making it more resilient against
potential attacks and enhancing its robustness in various cryptographic applications.
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Figure 1. Enhanced DES key generation algorithm

2.2. The proposed most significant bit checker for enhancing the key schedule

In the traditional DES KSA, the subkeys undergo a circular left shift of either one or two bits,
determined by the specific round being processed. In contrast, the main key is subjected solely to left shifts
throughout the encryption process. This conventional method, while effective, can limit the variability and
unpredictability of the generated round keys. In our proposed approach, we enhance this mechanism by
allowing for circular shifts that can occur in either direction, left or right, based on the characteristics of the
generated round keys. This flexibility produces an additional layer of complexity to the key scheduling
process, as illustrated in Figure 2.
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Figure 2. MSB checker

2.3. Proposed counter operation

After subdividing the keys into smaller segments, the next step involves utilizing a counter to
accurately assess the distribution of ones and zeros within each segment. This counting process is crucial, as
it provides valuable insights into the binary composition of the keys, highlighting areas of strength and
potential vulnerability. By quantifying the number of ones and zeros, we can gain a deeper understanding of
the key's structure, which can significantly influence the subsequent encryption process. This information
serves as a foundational element for the next phase, where it is relayed to a comparator that evaluates the
overall distribution of these binary values across the key segments.

2.4. The comparator for shifting one, two, or three bits

The comparator plays a crucial role in evaluating the distribution of zeros and ones within the round
keys during each iteration. By analyzing this binary composition, it determines the optimal shifting strategy,
allowing for bit shifts of up to three positions. This adaptability in the shifting process not only enhances the
overall flexibility of key management but also contributes to a more dynamic and secure encryption
mechanism. By tailoring the shifts according to the specific distribution patterns observed, the system can
effectively improve the unpredictability and complexity of the generated round keys, ultimately
strengthening the encryption process.
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2.4.1. The proposed mixing shifted key operations

The proposed method presents a mixing operation for the shifted keys, enhancing the complexity
and security of the generated round keys. This mixing process ensures a high degree of confusion among the
round keys, preventing any sub-key from revealing information about other sub-keys or the secret keys
themselves. By systematically mixing the shifted keys in the specific order of left0, right0, leftl, and right,
the approach effectively obfuscates the relationships between the keys. This strategic mixing not only
fortifies the encryption process but also significantly increases resistance against potential cryptanalysis,
making it more challenging for attackers to deduce any underlying patterns or correlations within the key
structure.

2.4.1. Mathematical model evaluation of the original and proposed circular shifting operation

The traditional DES key shifting algorithm is relatively straightforward and can be susceptible to
attacks due to its predictable nature, involving only two one-directional shifts. This predictability allows
attackers a 50% chance of correctly guessing the shifted keys. In contrast, the proposed model significantly
enhances security by introducing a more complex shifting mechanism. By incorporating variability in the
direction and magnitude of shifts, allowing for shifts to occur either left or right, and by two or three bits.
This complexity lowers the attacker's chances of accurately guessing the shifted keys to approximately
16.66%. As a result, the proposed model offers a more robust defense against potential cryptanalysis, making
it considerably harder for attackers to exploit any predictable patterns in the key generation process.

3. RESULTS AND DISCUSSION

To implement these KSA approaches, we used the Python language for experimental purposes.
Input to the algorithm is a block of 64-bit plaintext (data) and a 64-bit key, and a 64-bit ciphertext as output,
and the proposed KSA is evaluated from two perspectives in terms of round keys and the ciphertext. Our
proposed algorithms are implemented and compared with the original DES algorithms based on the following
evaluation metrics: avalanche effect, the effect of confusion and diffusion, hamming distance, randomness,
and independence among sub-keys.

3.1. Round key evaluation

A secret key is a key used to create the round keys for subsequent rounds since DES is a round
block encryption algorithm [19]. The selection of round keys in block cipher algorithms varies based on the
design and specifications of the algorithm. Each algorithm includes its key scheduling process to generate
round keys that support its encryption process. This assures algorithm-specific safety and operational
efficiency [20]. To assess the round keys in this work, we utilized the following statistical tests: include
frequency test, the bit difference between round keys, and the hamming-weight test.

3.2. Frequency test

The frequency test depends on the proportion of 1s and Os [21]. The percentage of zeros and ones
should be near 50% for random data. This test is used to check whether the partial keys generated by a KSA
contain equal numbers of 1s and 0s. Therefore, this test is performed to prove the randomness of round keys.
The evaluation can be expressed using (1) to (3):

p — value = erfc (Sjl;) Q)
_lsnl

Sobs = N 2

Sn=X1+X2+X3....+Xn (3)

Here, n represents the length of the bit string. Sn is the absolute value of the sequence being observed, and
Sobs is the absolute value divided by the square root of the length of the string. Moreover, erfc(.) is a
complementary error function. According to the decision rule, the sequence is considered if p-value>0.01,
then the sequence is concluded as being random with a confidence of 99%; otherwise, it is non-random [22].
In our evaluation, we used as an example the key of “1572863AD4A34900” and the plain of
“8B9575D6B51A48D2” for evaluating the frequency of round keys.

As shown in the frequency test in Table 1, the frequency test result of the original KSA is 0.42 to
0.89, but in the proposed KSA is 0.89 to 1, so the proposed approach has a better frequency test than the
original. Therefore, the proposed KSA approach generates more random round keys than the original KSA.
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Figure 3 shows the frequency test in terms of p-value observation. As shown in the graph, the original KSA
covers from 0.0 to around 0.92, whereas the enhanced KSA registers from 0.8 up to 1.0, showing that the
p-value registers better in our enhanced KSA.

Table 1. Frequency test of round keys, internet of p-value observation
Round keys ~ Enhanced DES  Original DES

Round one 1 0.79
Round two 0.89 0.69
Round three 0.89 0.69
Round four 0.89 0.69
Round five 1 0.89
Round six 1 0.56
Round seven 1 0.69
Round eight 0.89 0.89
Round nine 0.89 0.42
Round ten 0.89 0.79
Round eleven 1 0.79
Round twelve 0.79 0.89
Round thirty 0.89 0.69

Frequency Test of Round Keys of Original and Enhanced DES KSA
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Figure 3. Frequency test line graph in terms of p-value observation

3.3. Bit differences between round keys test

This test aims to observe the complex relationship between round keys, and this complexity leads to
the evaluation of round key confusion. Round keys are XORed directly with round data so random round keys
should be XORed with round data to make them less predictable and more random, so the generated round
key should be random to generate random cipher text. Tables 2 and 3 show the percentage of bit difference
between two consecutive round keys generated with the original KSA and the improved KSA, respectively.

Table 2. Bit difference between round keys for enhanced DES KSA
XOR between round keys  No. of bit diff % of bit diff

K1k2 27 56.25
K2@k3 28 58.33
K3dk4 28 58.33
K4dk5 27 56.25
K5@k6 28 58.33
K6Dk7 28 58.33
K7®k8 25 53.19
K8Dk9 28 58.33
K9@Pk10 28 58.33
Keyl0DK11 27 56.25
K11PK12 28 58.33
K12DK13 27 56.25
K13K14 26 54.16
K14K15 29 60.41
K15K16 27 56.25
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Table 3. A bit difference between round keys for the original DES KSA
XOR between round keys  No. of bit diff % of bit diff

K1@k2 31 64.58
K2@k3 24 50
K3®k4 24 50
K4@®k5 26 54.16
K5@k6 25 52.08
K6@k7 23 47.91
K7@®k8 24 50
K8&®k9 27 56.25
K9@k10 24 50
K10pK11 26 54.16
K11K12 25 52.08
K12K13 24 50
K13K14 25 52.08
K14K15 22 45.83
K15K16 31 64.58

The test evaluates the bit difference for a random secret key and a random plaintext as input for both
the original DES and the improved DES. The result shows that the original DES KSA produces 45% to
64.58% of the bit difference between key rounds. Ideally, the bit transition between round keys should be at
least 50%. The improved DES KSA generates 53.19% to 60.41% of the bit difference between round keys,
so our proposed algorithm achieves greater confusion than the original DES algorithm. A bit difference
between generated round keys is depicted visually in Figure 4. So, our enhanced one fluctuated slightly
smaller than the original one. This result indicates our algorithm registers better confusion than the original.
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Figure 4. A bit differences between the generated round keys line graph

3.4. Hamming-weight test

The hamming weight test ensures that a perfect balance of zeros and ones between round keys is
achieved to maximize randomness in the encoded text [23], [24]. Consequently, an ideally balanced binary
string of n bits should have a hamming weight of n/2. To calculate the hamming weight, use (4):

Number of non-zero bits
. . o —
Hamming Weight% Totalbits * 100 4

Round keys with low hamming weight can serve as tools for differential crypto attacks. The original DES
KSA generates round keys with low hamming weight compared to the improved KSA with random keys and
random plaintext.

The original DES KSA generates round keys with hamming weights between 18 and 23. The
improved algorithm produces round keys with hamming weights between 22 and 25, with a perfect value of
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24 in each round. The perfect value for the hamming weight of each secret key, together with its round keys,
should be 384 bits. As shown in Table 4, the average hamming weight value for the original DES KSA is
343, and for the improved DES KSA is 373. The percentage hamming weight value of the original KSA is
342/384x100=89.32%, while the improved KSA value of 373/384x100=97.13%. These results show that the
improved KSA achieves a significantly better hamming weight.

The hamming weight of round keys using a special secret key is depicted in Figure 5. As shown in
the figure, the original involves 18 to 23, whereas the improved one covers 18 to 25. As shown in the graph,
both original and improved degrade towards 18 in round 9. However, the hamming weight of the enhanced
one increases drastically from 22 to 25 in round 16. This shows that the enhanced is much better than the
original hamming weight.

Table 4. Hamming-weight test of original DES and enhanced DES KSA

Round  Original hamming weight  Enhanced hamming weight

1 22 24
2 21 25
3 21 25
4 21 23
5 23 24
6 20 24
7 21 24
8 23 23
9 18 23
10 22 25
11 22 24
12 23 22
13 21 25
14 22 25
15 22 24
16 21 25
Average 343 373

The Hamming Weight of Round Keys Using the Special Secret Key
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Figure 5. Hamming weight test line graph

3.5. Cipher text evaluation

Cipher text evaluation is essential for analyzing the strength and effectiveness of the enhanced KSA.
By assessing the properties of the generated ciphertext, the flexibility of the encryption algorithm against
attacks can be identified. For evaluating the impact of the improved KSA on encryption security, the
avalanche effect test is an important metric. This test measures the degree of modification in the ciphertext
when a small change, such as flipping a single bit, is made to the plaintext or key. A strong KSA approves
that even minor modifications outputs in substantial differences in the ciphertext, which implies that there is
strong diffusion and high security. Moreover, extra tests such as frequency analysis and randomness
evaluation can foil the assessment, giving a comprehensive understanding of the algorithm's performance.
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3.5.1. Avalanche effect results

The avalanche effect measures the effect of a change in the ciphertext by changing one bit in the
associated plaintext or key [25]. It is one of the most selective methods to measure the algorithm security of
cryptography. This test measures the nonlinear properties of the proposed algorithm; the value for a good
avalanche effect should be 50% of the bits to ensure that every bit of the ciphertext is affected by the
plaintext or the key bit. Avalanche effect test, subtest, number of secret keys as input, number of plaintexts,
and out are depicted in Table 5. A high degree of diffusion and confusion, i.e., a high avalanche result, is
desired, and the formula for the avalanche effect is as (5):

Number of flipped bits in ciphertext
Avalanche effect% = PP P *

100 Q)

Number of total bits in ciphertext

Table 1. Avalanche effect test, on plaintexts and output

Test name Sub test No. Input plain text No. input key  Output bits
Avalanche effect confusion Key 1 Random plaintext 56 random key 3584
Avalanche effect diffusion  Plain text 64 Random plain text 1 random key 4096

The output can be compared by grouping the absolute error (AbE) into four class ranges: AbE
between 30% and 40%, AbE between 40% and 50%, AbE between 50% and 60%, and AbE greater than
60%. This grouping helps for a more detailed analysis of the distribution and severity of errors. By
classifying the results into these ranges, trends and patterns can be determined, highlighting areas of
significant deviation and giving a clearer picture of model performance. This structured approach helps in
analyzing overall accuracy and determining potential areas for improvement. The avalanche effect diffusion
of the original and enhanced for DES KSA is shown in Figure 6. As shown in the graph, the avalanche effect
is lower than the original DES KSA, showing that the enhanced KSA registers a better avalanche effect result
than the original DES KSA.

Conclusion of Avalanche Effect Diffusion for Original KSA and Enhanced KSA

W —e— Original
—e— Enhanced

Number of Category
s

0

>=30%<40% >=40%<50% >=50%<60% >60%
Avalanche Effect Diffusion Category

Figure 6. Line graph of avalanche effect diffusion of the original and enhanced DES KSA

As indicated in Table 6, the avalanche effect diffusion of the enhanced KSA decreased from 5% to
2% in the 30% to 40% range, and from 29% to 18% in the 40% to 50% range. Conversely, in the 50% to
60% range, it increased from 30% to 39%, while the category above 60% rose from 0% to 5%. These results
demonstrate that the improved DES KSA exhibits superior avalanche effect diffusion compared to the
original KSA. Similarly, Table 7 shows that the avalanche effect confusion of the enhanced KSA decreased
from 2% to 1% in the 30% to 40% range, and from 22% to 16% in the 40% to 50% range. In contrast, the
50% to 60% range saw a slight increase from 30% to 31%, and the category above 60% increased from 2%
to 8%. This indicates that the enhanced DES KSA also provides better avalanche effect confusion than its
predecessor. The proposed KSA was assessed based on the generated round key and ciphertext, focusing on
the avalanche effect in terms of diffusion and confusion. The evaluation of the round key involved frequency
tests, hamming weight tests, and bit difference analyses between generated round keys. The results suggest
that our proposed method offers greater security strength than the existing KSA. Although the proposed KSA
incorporates additional operations to enhance the security of the DES algorithm, it requires more memory
and processing time compared to the current KSA. Researchers can further strengthen security by utilizing
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more complex functions for round key generation and by increasing both the number of rounds and key sizes.
Here, our work limitation is taking up memory and processing time.

Table 6. Conclusion of avalanche effect diffusion for original KSA and enhanced KSA
Plain text  >=30%<40% >=40%<50% >=50%<60% >60 Category
Random 5 29 30 0 Original KSA
2 18 39 5 Enhanced KSA

Table 7. Conclusion of the avalanche effect confusion for the original KSA and the enhanced KSA
Key  >=30%<40% >=40%<50% >=50%<60% >60 Category
Random 2 22 30 2 Original KSA
1 16 31 8 Enhanced KSA

4. DISCUSSION

The analysis of the avalanche effect, diffusion, and confusion between the original and enhanced
KSA for the DES reveals significant improvements in the proposed method. As illustrated in Figure 6, the
enhanced KSA demonstrates a lower avalanche effect compared to the original DES KSA, indicating that it
produces better results in terms of diffusion. Specifically, the results from Table 6 show a notable decrease in
avalanche effect diffusion in the lower percentage ranges (from 5% to 2% in the 30% to 40% range, and from
29% to 18% in the 40% to 50% range), while showing an increase in higher ranges (from 30% to 39% in the
50% to 60% range). This suggests that the enhanced KSA is more effective at distributing changes across the
ciphertext, thereby improving security.

Moreover, the frequency test results presented in Table 1 highlight a significant improvement in
randomness with the proposed KSA. The frequency test result for the original KSA ranges from 0.42 to 0.89,
whereas the proposed KSA achieves a range of 0.89 to 1. This indicates that our proposed approach generates
a more random round key than the original KSA. Figure 3 further illustrates this point, showing that while the
original KSA covers from 0.0 to around 0.92, the enhanced KSA registers from 0.8 up to 1.0, reflecting better
p-value observations in our enhanced KSA. In terms of the bit difference between generated round keys, the
results indicate that the original DES KSA produces between 45% to 64.58% of bit difference between key
rounds, while the improved DES KSA generates between 53.19% to 60.41%. Ideally, the bit transition
between round keys should be at least 50%, thus demonstrating that our proposed algorithm achieves greater
confusion than the original DES algorithm. Figure 4 visually depicts these differences, indicating that while
our enhanced method fluctuates slightly smaller than the original, it nonetheless registers better confusion.

In comparison to earlier research, our proposed KSA incorporates additional operations to
strengthen the security of the DES algorithm. Consequently, our contribution lies in enhancing the KSA for
DES, resulting in performance that surpasses current state-of-the-art methods due to improved security, as
demonstrated through various metrics discussed above.

5. CONCLUSION

This study demonstrates that the enhanced KSA for the DES significantly strengthens security
compared to the original KSA. Through a comprehensive evaluation of key generation and ciphertext
characteristics, we have shown that our proposed KSA enhances the avalanche effect diffusion, resulting in a
more effective distribution of changes across the ciphertext. Additionally, our findings indicate improved
randomness in round key generation, as evidenced by favorable frequency test results. The enhanced KSA
consistently achieves higher hamming weights and greater bit differences between generated round keys,
which contributes to increased confusion and resistance to cryptanalysis. These advancements address critical
vulnerabilities in the original DES KSA, providing a more robust framework for secure data transmission, an
essential requirement in an era marked by escalating data breaches and cyber threats. The implications of
these findings extend beyond theoretical contributions; they hold practical significance for various
applications, including finance, healthcare, and secure communications, where data integrity and
confidentiality are paramount. By improving diffusion and confusion mechanisms, our enhanced KSA
promotes stronger encryption practices that can be adopted in real-world scenarios. Looking ahead, future
research could explore the integration of more complex mathematical functions into the KSA to further
enhance key generation security. Additionally, increasing the number of rounds and key sizes could provide
added protection against emerging threats. Overall, our proposed KSA represents a crucial advancement in
encryption technology, paving the way for developing more secure algorithms capable of withstanding future
challenges in data security.
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